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❑ Structure of TCP/IP Internet

HOST

HOST

HOST

HOST
HOST

gateway (router)

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

Internet

❑ Internet Address

netid0 hostid
80 31

Class A

160 31
netid1 hostid0Class B

netid01 hostid1
24 310

Class C

Network Address :  (A) 1 ~ 127, (B) 128 ~ 191, (C) 192 ~ 223

10000000   00001010   00000010   00011110

128     . 10        . 2       . 30

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY



2

단국대학교, 전자계산학과

❑ Subnet Address

HOSTHOST

128.10.64.1 128.10.64.2

Network  128.10.64.0

HOST HOST

128.10.128.2128.10.128.1

Network  128.10.128.0Network  128.10.0.0

Internet

1 0  0  0  0 0  0  0   0 0  0  0 1  0  1 0           0 0  0  0  0 0    0  0  0 0  0 0  1  0

128                          10                  0 1 64                2

1 0 128

class B network

G
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❑ TCP/IP  Network Model

TCP UDP

IPICMP

프로그램 프로그램프로그램프로그램프로그램 프로그램 프로그램프로그램프로그램프로그램

하드웨어하드웨어하드웨어하드웨어 인터페이스인터페이스인터페이스인터페이스ARP RARP

Application Layer

Transport Layer

Network Layer

Link Layer

Physical Layer 전송라인
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❑ Encapsulation

TCP-H Application Data

Link-H    IP-H    TCP-H Application Data Link-T

IP-H    TCP-H Application Data

Application Data

TCP Segment

IP Datagram

Ethernet Frame

TCP

IP

프로그램프로그램프로그램프로그램

하드웨어하드웨어하드웨어하드웨어 인터페이스인터페이스인터페이스인터페이스

전송라인
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❑ IP ( Internet Protocol )

Ver      HLen Service Type                     Total Length

Identification              Flags         Fragment Offset

Time to Live Protocol                       Header Checksum

Source IP Address

Destination IP Address

IP Option (if any)                   Padding

DATA

IP Header

- Unreliable, connectionless delivery system
- Routing function
- IP Datagram = Header + Data
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❑ Flagmentation

HOST G G

MTU = 1500

MTU = 620

MTU = 1500

Net-3Net-2Net-1

IP-Header    Data1(600 octets)   Data2 (600 octets)   Data3 (200 octets)

Flagment1-Header               Data1

Flagment2-Header               Data2

Flagment3-Header      Data3

offset 0

offset 600

offset 1200
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HOST

❑ TCP Segment Format

TCP Header

Source Port                               Destination Port

Sequence Number

Acknowledgment Number

HLen   Reserved Code Bits Window

CheckSum                                 Urgent Pointer

IP Option   (if any)                 Padding

DATA

URG    ACK    PSH    RST    SYN    FIN
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❑ TCP  Connection

TCP

IP

FTP

20202020

TCP

IP

FTP

20202020

INTERNETINTERNETINTERNETINTERNET

socket = < IP address, 
port number >

reliable TCP segment

unreliable IP packet

Client Server

❑ TCP ( Transport Control Protocol )

- Reliable Delivery Service 

- Acknowledgment with Retransmission

- Connection-Oriented Service

- Full-Duplex Connection

Packet-1

Packet-2

Ack-1

Ack-2

Start 
timer

Timer 
expires

Packet 
lost
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❑ Open/Close TCP Connection

SYN seq=x

SYN seq=y
ACK x+1

ACK y+1

FIN seq=x

FIN ,  
ACK x+1

ACK y+1

ACK x+1
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❑ Sniffing
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● LAN analyzer ( sniffer )
- password  

- 은행은행은행은행계좌번호계좌번호계좌번호계좌번호

- 개인정보개인정보개인정보개인정보 ( 신용카드신용카드신용카드신용카드번호번호번호번호 ) 

- protocol 정보정보정보정보

HOST

HOST

HOST

HOST

LANINTERNET

3812  2345  2321  1212

cRypto123
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❑ Spoofing
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● IP spoofing

인터넷인터넷인터넷인터넷

135.12.10.201로로로로
부터부터부터부터보내온보내온보내온보내온 것것것것
처럼처럼처럼처럼가장된가장된가장된가장된 패킷패킷패킷패킷

Subnet Mask = 
255.255.255.0
Network = 135.12.10.0

IP Address SpooferIP Address SpooferIP Address SpooferIP Address Spoofer

HOST

Subnet Mask = 
255.255.255.0
Network = 135.12.11.0

HOST

HOST
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❑ Spoofing

● Denial-of Service 공격 : TCP SYN flooding

공격자 서버

SYN=1
SYN=1
SYN=1

SYN=1, ACK=1

자료구조자료구조자료구조자료구조생성생성생성생성

무시무시무시무시
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❑ Spoofing

● Plug-In 보안 ( NetScape ) 

● ActiveX 보안( MS Explorer )

❑ 전자우편전자우편전자우편전자우편보안보안보안보안
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INTERNET전송전송전송전송 중중중중 도청도청도청도청 / 조작조작조작조작

SERVER에서에서에서에서 도난도난도난도난

수신자에게수신자에게수신자에게수신자에게 전달전달전달전달 중중중중
가로챔가로챔가로챔가로챔

전자우편은전자우편은전자우편은전자우편은

우편엽서와우편엽서와우편엽서와우편엽서와 유사유사유사유사
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❑ 전자우편전자우편전자우편전자우편보안보안보안보안서비스서비스서비스서비스
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❑ PEM ( Privacy Enhanced Mail )

❑ PGP ( Pretty Good Privacy )

❑ S/MIME

❑ MOSS

❑ 메시지기밀성

❑ 송신자에대한실체인증

❑ 메시지무결성

❑ 부인봉쇄

❑ PGP
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❑ Phil Zimmerman

❑ 전세계적으로다양한기종에서실행되는공개소프트웨어

❑ 공개적인검토작업을통해서대단히안전하다고할수있는알고리즘을
기반

공개키암호 RSA, 대칭형암호 IDEA, 해쉬함수MD5

❑ 파일과메시지를암호화하는표준화된방법

기능 알고리즘

메시지암호화 RSA, IDEA
디지털서명 RSA, MD5
압축 ZIP
전자우편호환성 기수기수기수기수–64 변환변환변환변환
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❑ PGP 디지털디지털디지털디지털서명서명서명서명및및및및기밀성기밀성기밀성기밀성메커니즘메커니즘메커니즘메커니즘
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m || RSA(h(m))

m

MD5

RSA

발신자개인키

RSA(h(m))

m
비교비교비교비교

RSAZIP−−−−1ZIP

MD5

발신자공개키

IDEA(ZIP(m)) || RSA(ks)

ks

mRSA

IDEA ZIP−−−−1

수신자개인키

m

ZIP

ks

IDEA

RSA

수신자공개키
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❑ WWW 보안보안보안보안

❑ Browser (Mosaic, Netscape) Server (NCSA HTTP, httpd)
❑ URL (Uniform Resource Locator)
❑ HTML (HyperText Manipulation Language)
❑ CGI (Common Gateway Interface) - e.g. form processing

WWW Browser WWW Server

FTP Server

Gopher Server

CGI Scripts

Other Server

query

resultHTML

Security Holes
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❑ W W W 보안보안보안보안요구사항요구사항요구사항요구사항

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

❑ Client / Server 상호인증상호인증상호인증상호인증

❑ 교환되는교환되는교환되는교환되는메시지메시지메시지메시지 / 문서의문서의문서의문서의무결성무결성무결성무결성

❑ 기밀성기밀성기밀성기밀성

❑ W W W 보안보안보안보안프로토콜프로토콜프로토콜프로토콜

❑ 채널보안채널보안채널보안채널보안기법기법기법기법

❑ SSL ( Secure Socket Layer )

❑ PCT ( Privacy Communication Technology )

❑ 메시지메시지메시지메시지보안기법보안기법보안기법보안기법

❑ S-HTTP

❑ SSL ( secure socket layer )

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

❑ Netscape Communications

❑ Privacy, Data Integerity, Server [Client] Authentication,

❑ RSA, Diffie-Hellman, Fortezza for Key Exchange

❑ DES, 3DES, IDEA, RC2, RC4[stream cipher] for Data 
Encryption

❑ MD5, SHA for Hash Function ( MAC )

TCP

IP

HTTP, FTP,...

SSL
SSL Handshake

SSL Record

Algorithm Negotiation, 

Key Exchange, 

Authentication

Data Encapsulation

for data protection
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❑ SSL Handshake Protocol

Server

Client

Client_Hello { R, Ciphersuite }

Server_Hello { R’, Cipher, X.509 Certificate }

Client_Key_Exchange

Session_Key_Generation

Client_Finished, Server_Finished

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

❑ SSL Client Hello Phase

❑ client version
❑ 28-byte random number R
❑ session ID
❑ cipher_suites
❑ compression methods

❑ SSL Server Hello Phase
❑ client version
❑ 28-byte random number R’
❑ session ID -> If a new session, server’s certificate 
❑ cipher_suite { key exchange algorithm }
❑ compression method

Client

Server

Server_Hello

Client_Hello
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암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

❑ SSL Client Key Exchange

Client

ServerClient_Key_Exchange

Pre_Master_Key = gcs mod p | { 48-byte random } Ke [server]

❑ Key Exchange Algorithm’s Parameter in Certificate 
❑ RSA : public exponent ke, modulus n
❑ Diffie-Hellman : g, modulus p, gs mod p
❑ From  Pre_Master_Key To   Mater-Key [ MD5, SHA, R, R’]

Master_Key = MD5 (Pre_Master_Key + SHA (‘A’ + Pre_Master_Key + R + R’ ) ) +

MD5 ( Pre_Master_Key + SHA (‘BB’ + Pre_Master_Key + R + R’ )) +

MD5 ( Pre_Master_Key + SHA (‘CCC’ + Pre_Master_Key + R + R’ ) )

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

❑ SSL Session Key Generation

❑ Key Exchange, Authentication 확인
❑ Negotiated Algorithm, Parameter
❑ All Handshaked Messages 
❑ Sender’s value { client[0x434C4E54], server[0x53525652] }

❑ SSL Client-Server Finished

❑ Keys for data encryption and data integrity

Key_Block =  MD5 (Master_Key + SHA (‘A’ + Master_Key + R + R’ ) ) +

MD5 ( Master_Key + SHA (‘BB’ + Master_Key + R + R’ )) +

MD5 ( Master_Key + SHA (‘CCC’ + Master_Key + R + R’ ) ) + .........
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❑ SSL Record Protocol
❑ Fragmentation
❑ Compression 
❑ Protection

214 bytes or less

Application Data

SSL_plaintext

SSL_compressed

SSL_ciphertext

SSL_plaintext

Stream Cipher ( RC4 ) with MAC

Block Cipher ( RC2, DES ) with MAC

TCP

IP

HTTP, FTP,.

SSL
SSL Handshake

SSL Record

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

❑ FireWall

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

개별개별개별개별네트워크네트워크네트워크네트워크
인터넷인터넷인터넷인터넷

Application Gateway

Packet Filter

E-mail Handling

Domain Name Service

방화벽방화벽방화벽방화벽

신뢰할수있는네트워크 신뢰할수없는네트워크

개별개별개별개별 네트워크네트워크네트워크네트워크 인터넷인터넷인터넷인터넷

HOST

HOST HOST

HOST
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❑ Packet Filter Operations

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY

네트워크계층

전송전송전송전송 계층계층계층계층

응용응용응용응용 계층계층계층계층

링크링크링크링크 계층계층계층계층

패킷패킷패킷패킷 거부거부거부거부

패킷에패킷에패킷에패킷에규칙규칙규칙규칙
적용적용적용적용가능가능가능가능 ?

패킷패킷패킷패킷 수신수신수신수신

NACK 전송전송전송전송

다음다음다음다음 규칙규칙규칙규칙

마지막마지막마지막마지막규칙규칙규칙규칙

패킷패킷패킷패킷통과통과통과통과
여부여부여부여부결정결정결정결정

yes

no

yes

yes

no

no

❑ Proxy Server

INTERNET
private 
LAN

FireWall

TELNET
Client A

TELNET
Server A

TELNET
Proxy
Server

TELNET request

request ID, Password

send ID, Password

TELNET request

User Authentication [ One-Time Password ]

change IP address

Separate Proxy Server for each

Application ( FTP, TELNET )

암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과암호이론과 보안보안보안보안보안보안보안보안 INTERNET SECURITYINTERNET SECURITY
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❑ Externalized FTP Server

HOST
HOST

INTERNET
private 
LAN

FireW
all

FTP
ServerFile

anonymous FTP
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