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Key Generation (0 0O )
Key Distribution (0 0 )
Key Update (O O )

Key Revocation (O O )

Key Destruction (O O ) Key-Encrypting key
Key Installation (O O )

corsorae (1)
Key Recovery (00O )
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0O 000 OO0 (Key Distribution Center : KDC)
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0 Needham-Schroeder Protocol
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O Ey (11, Server, k,, Ticket = Ey, (k, Client))

O ry, Client, Sefver

O Ticket, Ey (12)
OBy (rp-1,13)
0 Ee (r3-1)
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0 Kerberos
[J Trusted Third-Party stores all the passwords

[J Kerberos System from MIT

F——\
Server (AS

Ticket Granting
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[1 Kerberos

L

Alice, Password ID = ‘Alice’

%

Client ) )
Alice’s Password => K{Alice}

Ticket-granting Ticket = E,_ (‘Alice’, K{Alice-TG})

Service-granting Ticket
Exaice-as) ( Timestamp ) Ticket-granting Ticket D

E ) ( Timestamp )

Ticket Granting
Server (TG

Service-granting Ticket = EKZ( ‘Alice’, K{Alice-AS})

K {Alice-TG

weaice-1e) (K{Alice-AS}, Service-granting Ticket )
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0 O 00 OO0 (Key Translation Center : KTC)

E,. (Server, k) NE‘W (Client, ks ) /'/
-

0 OO0 000 (Symmetric Key Certificate )

i 0 Ey; (k. Client), E, (Server, k), E; (k,, Server)

// 0 E,, ( Client, k.)

0 E,, (Client, k)
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o 0000000

0000 (Certificate Authority)
X.509 Certificate

Version: 000 000 000 O0000.00 OO 1988

o Serial Number : CAD D00 0000 000 000 00O O
Algorithm Identifier : OO0 0000 OO0 OOO OOOOO
parameter
lssier:0000 0000 000 CA

Period of Validity: D000 OO0 OO0 OO0 OO0 O

Subject: 0000 DOOO OO0

Public key Information: 000 0000 0000 0000 OO0

0000

Signature : 00 OO0 OO0 0O OO0 0O0D0OOO0OODOOOOCA
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O Client — Server : E, (K, t, Server)

[DO00D:0000 00000 oooooog]

O Client — Server :r
O Client — Server : E,(k, r, Server)

[D000:00000000o0o0ooooo]

O Client - Server :r

[DO00:000000O0ooooouUooooo]
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O Client Attacker : Client
O Client Attacker : f(r)
O Client Attacker : E, (f(r))

[DO000 0000 ooooog]

O Client — Server : Client
O Client ~ Server : 1,
O Client - Server : E(f(ry)) O kg, E ()

[0000: 0000000000 o0oooooo]
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o 0000000000000

O Client - Server : [k t, Client]P,

[DDO0O0:00000oooo]

O Client — Server : [r,, Client]P,
O Client ~ Server : [ry, r,]P,
O Client — Server : [r,]P,

[00D00O D0 0oboooooouoooooo]




