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[J Identification, Entity Authentication

[J Access to Computer System, Entry to Building, Withdrawing from ATM
[J Server's authenticating Client
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0 000000 O0DO gOg (voice, fingerprint, 00 )
0 00000000 D00 (password)
0 00000000 00 0 (smartcard, token card)
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0 Password OO

Username OO, I, =“I'm Alice”
Password O O

Password P, 00O

I Username = |

Py —> @4)
[0 Password O 0O 0O
passwordd OO OO0 OO
passwordd OO OO0 OOO
- online / offline guessing
- short password, no password, username=password
password filed OO OO O00O0O
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0 Password OO OO
g
Password Control

e Limited Attempts (0 00 OO0 OO0 0O0O)
ePassword Aging (OO OO OOOO)
e Minimum Length (D000 OO OO O0O)

* Lockout of Dormant Account (OO OO account 0O )

Password Checking for Good Password

* Reactive Password Checking - “CRACK"

* Proactive Password Checking
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0 UNIX Password SYSTEM
0 Password OO )

00....0

password

-000 password OO

- dictionary attack ( key search )

130 ASClloO 0O

cspark |: eH5/.mj7NB3dx :{181: 100 : Chang-Seop Park: /u/cspark: /bin/csh
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[0 UNIX Password SYSTEM

g
o Password OO

A 2 h( password, )
B : h( passwordy)
C : h( password,,)

B, h ( passwordg)
passwordg
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0 One-Time Password
00 Identity x, 00 T

Password_11] D
-
Fr —

Password x,, 00

000 systemOO0O0O OO OO Password 00O

ClientD Server00O O0O0O Secretd 0O

One-way Function h() O 0O

Clientd 00 xqO x;=h(x;q) fori=12,3,.. k00 {kaccess tickets }
password x,0 0O OO access O O user identity

System OO OO0 OO

Sequence x;00 System 0000 00O OO
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0 Challenge-Response 0000 OOOO
i

Identity 0 0, “l am Alice”

¢ _— >
r,;g.a‘ a Challenge, r D

a Response, E,(r) —g ——
-
obo-0ooooooood

ClientD Serverd OO0 secretkey KO OO

E is a public encryption function e.g. DES ; hash function

0000 (secret information)d OO OO0 OO

key database O O

OO0 000 Response; EODODO OOOO OO
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[0 Challenge-Response 0000 O0O0OO
: i
0 Symmetric Key

“l am Alice”

=
-“-~—— —
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—————
“I am Alice”, Ey(timestamp) D
=

L
%g* “I am Alice”, timestamp, Ey(timestamp) D
- T S
= A==
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[J Challenge-Response 0000 OOO0O

i
0 Public Key

“l am Alice”

_ Dyg(1) 3

“I am Alice”
) SEIE
b Ere(r)
- LI

Client r
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0 Mutual Identification (0O O0OO0O )
-

“l am Alice” -

] r
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Ex(r2) 5

L égr “l am Alice”, r; D
ro, Ex(ry)
U=

E(r2) 5
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0 Reflection Attack (D0 OO0O)
)

Client, r,

Ex(ry), 1y

o000 oooo 2000000000 DD
Y —

Client, r,
Ey(rp), 13
0000 o0oO00O 200 000 00000 OoOoOoo

Ex(r2) s
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[0 Zero-Knowledge Proof
i

[J Zero-Knowledge Proof of Identity
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[J Quadratic Residues modulo a prime
L —

p is a prime
If (v,p)=1 and x® mod p =v has a solution, then

viscalleda" " of modulo p.

xisa" " of quadratic residue v.

e.g.
p=7, x2 modp =v, (v,p)=1

12 mod7=1, 22 mod7=4, 32 mod7=2
42 mod7=2,5 mod7=4, 62 mod7=1
{1,2,4} = a set of quadratic residues of modulo 7

{3,5,6} = a set of quadratic non-residues
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[0 Quadratic Residues modulo a prime
g

Let s=(p-1)/2, where p>2isaprime

S,={x* mod p : 0<xss}

The elements of < are quadratic residues modulo p

There are s quadratic residues and s quadratic non-residues

Let s=(p-1)/2, where p>2isaprime
Let v be a quadratic residue modulo p

has exactly two pinZy*
onein (0,s] andthe otherin (s, p-1]
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[0 Feige-Fiat-Shamir Interactive ldentification
L —

« a public modulus n = p*q
« choose a random v such that x> mod n =v;, wherei=1.2, ..., t
and v;'lmod n exists

* compute

Prover Verifier

X =r2 mod n

i b, by ..y by ‘t’
N

y:r*{slbl*szbz* ....Skbk} ‘\

D)

Verification
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0 Schnorr OO0 OODOO OOOO
C—

X =g"mod p

e

y =sO0e+rmodq

B —




