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Cryptographic Hash Function

MAC MDC

One-Way Hash Function Collision-Free Hash Function

MAC = h(k, m)

MDC = h(m)
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0 e.g. MD4, MD5, SHA
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[0 MAC (Message Authentication Code )
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: — Ek(M?C) =E(h(m))

— E,(m || h(m))

m, m, ... m, m,,;, wherem,,, =MDC = m, Em, DB.... ©m,
DES-CBC =>c; C, ... C; Ciyq

m,= IV €D, (c;)

m= ¢, PD(c) i=23,..,k

M1 = ¢ D Dyl Char)
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0 Examples of MDC Hash Function
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0 Rabin Hash Function
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0 Examples of MDC Hash Function
Davies-Mejer Hash Function -
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OO0 00000 Hash Function
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MD4
MD5
SHA
RIPEM-128
RIPEM-160
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0 Error-Detecting Codes
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channel noise

%mm?

* Generator Polynomial =g(x) =x*+x3+ 1

» Message Polynomial =m(x) =x>+x*+x+ 1

* How to generate CRC Checksum = x™m(x) mod g(x) = x5+ 1
CRC checksum
Message
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[0 Practical Use of Digital Signature
-

[ = 0/
Strong Hash Function ’
Hash Code ]
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[0 Collision-Free Hash Function
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0 Birthday Attack
-

<1>0000 h(m)=h(m)0 0000 000 000 md D OOOO.
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3>0000 000 mO0 0000 D00 00 000 000 0000
00 0000 00 Syh(m)) =S,(h(my)0 00 00.

Dear Anthory,
{ This letter is, 1 amwilling } to introduce { you to, toyou } { M., _} Lee, the
{ new, newly appoirted } {chief, senior } jeellery buyer for { you, the } Northem
{ European, Evrope }{ area, division }.
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0 When n=365and r >= 23, p >=0.5
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O Birthday Attack
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Strong Hash Function Strong Hash Function

o000 00000 =1-1/nwhenn=2

cddddddoddd 000 Ugo oo
p =1-(1-1n)t~1-ert/n

0p~0.63 whenr=s =212
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