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0 One-Way Function (O OO OO )
-

[J A function which is easy to compute in one direction,
but difficult to invert

- given x, y = f(x) is easy
- giveny, x = f1(y) is difficult

[0 Integer Multiplication vs. Factorization
-a b - vy is easy, where a and b are primes.
-y - aand b is difficult

[0 Modular Exponentiation vs. Discrete Logarithm
-f(x) =a*mod n - y is easy, Exponential Function

-y - x=log,y mod (n—-1)

oooooaoa ooooo

(0 Trapdoor One-Way Function
-

[J One-Way Function, where some trapdoor information makes

the function invertible

[J Power Function, y = f(x) = x2 mod n, where a and n are given
- f1(y) = x is also power function, where x = (x2)° mod n
allb mod @(n) =1
- If n = ply, where p and q are large primes,
f(x) is trapdoor function.

- Euler OO, x°® mod n = 1, where @(n) = (p-1) 0g-1)
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0 m - E(m)=ciseasy, butc - D, (m)=m is
difficult without knowing D, .
0 E, is a Trapdoor one-way Function

0 Dy is a Trapdoor Information

| oon | D€ (m) = m
£, O(m) = m

oooo oo Dyy(Exe(M)) = Eo(Dyy(m)) = m

[J Domain of E and D should be large to avoid Dictionary Attack

ooooooo ooooao
0 RSA (Rivest-Shamir-Adleman )

)
0 System OO

* choose 2 primes p and g and compute n = p[,
@(n) = (p-1) dg-1), where p, g are 100-digit numbers

* choose e [0 [1, @(n)-1] such that (e, ®n)) =1 and )
d O[1, gn)-1] such thate mod () =1 |
* (e,n) : public-key
e (d,n) : private-key
0 Encryption and Decryption
m,c 0{1,2,...,n-1}

* Encryption : c =me® mod n

« Decryption : m = ¢ mod n = med mod n, where e(td mod @(n) = 1




oooooaoao oooaoa

0 RSA (Rivest-Shamir-Adleman )

g
Example

*p=47 andq=71, n=ply=3337
* (p-1){g-1) = 46 (70 = 3220,GCD (e, (p-1) g-1)) =1
* Choose e at random to be 79
«d =791 mod 3220 = 1019
m, =688 m,=232 m,=687
m,=966 m;=668 mg=003
¢, =m;® mod n = 6887° mod 3337 = 1570

ec =1570 2756 2091 2276 2423 158

* To decrypt, m; = c,% mod n = 15701°° mod 3337 = 688

oooooaoa ooooo

0 Security of RSA

[J Factorization of n_=plly _—_—
-n and e are known; eld mod (p—1) {g-1) =1

[J Number Field Sieve, Quadratic Sieve, Elliptic Curve Method

[J (19830 ) 6901 0 1001 O, Quadratic Sieve

[J (198900 ) 10600 O 100 O, Quadratic Sieve

[J (19940 ) RSA-129, 12900 O 100 O, Quadratic Sieve, 5000 mips-year
n = 114,381,625,757,888,867,669,235,779,976,146,612,010,218,296,
721,242,362,562,561,842,935,706,935,245,733,897,830,597,123,

563,958,705,058,989,075,147,599,290,026,879,543,541

[0 (19960 ) RSA-130, 13000 O 100 O, Number Field Sieve, 500 mips-year
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[0 Security of RSA
I

0O ph gl 0000000 0OO0OO0OODO OO 10000 10%00

oooooooo.

O (1)U (-0 00 00 O ODooo ooo og.

0 ged(p-1,¢-1)0 00 0OOOO OO.
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[0 Security of RSA
-

[0 Ciphertext-only Attack
Solving ¢ = m® mod n is equivalent to taking roots modulo
a composite number with unknown factorization, which is
as difficult as the discrete logarithm.

O Iterative Attack
Given (N,e,c), ¢;=c®modN, .....,c;=c;;*mod N
If there is ¢; in ¢;,Cy,...,C;,... sUch that ¢; = ¢,
m is the same as ¢; since ¢;;* mod N = ¢; =c.

[0 Adaptively Chosen-Ciphertext Attack
c=mémodn, xO(0,n-1) c'=cx®modn
m’ = (c¢')4 mod n = c4(x¢)4 mod n = mX mod n

mxImodn=m
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[0 Repeated Square-and-Multiply O O O O =EE
i
on:i i;k—l downto 0 {

z 2mod n;
ife;=1thenz — z Ommod n;

return (z);

[OD] OO0 e=10,0n=150 000 OO0 m=30 0000 OO0 c=mtmodn =90
0o0o0oo*0000-00"000000000.e=1002000 0000 (ee,e,

)=(1010)00.

12[B mod 15=3
32 mod 15=9
928 mod 15=3

oooooaoa ooooo

O Primality Testing
-

Sieve of ERATOSTHENES

« Every positive integer > 1 has a prime divisor.

« If n is a composite, n has a prime factor not exceeding &/ n .

To determine if n is a prime, check n for divisibility

by all primes not exceeding ~ n .

e.g. if n = 20 is a composite, it must have a prime factor
lessthan A/ n =4. Since n =20 has a prime factor 2,

it is not a prime.
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O Probabilistic Primality Testing

o Miller_Rabin(n, k) Algorithm R

0 findrands such that n-1 =251 ;
fori=1tok do O0On>2000r0 000
choose a random integer a, 1 <a<n-2
y — armod n; n-1=20000 00.00,
ify #1andy # n—1 then { ged(a, n)=10 0O0OO0 OOO
-5
while (j<s-landy#n-1)do {
y « y?2mod n; 00 0<j=<s-10000

-t} 00j0 000 a?*modn=-1.

O0a0 000 amodn=10 00O

n0 000 0000000000 2<a<sn-10000 000 OO0 a0 OO0 a"mod
n=1000000<j<s-10000 00j0 000 a2rmodn=-10 00000
n0 000000 0000000000000 00 0000 (strong pseudo-
prime)d O0,al nO 0000 OO0 OO0O0OO0 OO OO OO OO(stronglia) O0O.

oooooaoa ooooo

O Probabilistic Primality Testing

i
0 Miller_Rabin(n, k) Algorithm

00000 000 Miller_Rabin(n, k) = “composite” 0000 nO 000 ODOOOO.
goo,0 0000 b00oCO0o0cOo0Ond bOb0O0O0COO0OO0O0OCOODOODOOCOO O
O. Miller_Rabin(n, k) =“prime”0 OO0O0 2000 0000 OOOO.

000n0 000000 00000000 0000000000 0000 0000.0
ooooooobobcaOnb 0000 O0OO0OO0OO00OO0OOOO0OOOOOOO0.

n0 000 00000 2<asn-10000 000 000 O0OO00O0O 14000 00 00O
OO0 00 000 O OO0 abh OO0 OOO(composite) nO OO0 ODOO OO0
Miller-Rabin0 D 0000 14000 OO.

000,000n0 0000000000 a00 OO0 Miller-RabinO0000 OOODO
0O 00 00 000 n0 OO0 OOO OO OO OO.000,kO00 ODOODO
Miller-Rabin0 D00 ODO0O0O0O n0 OO0 OO0 1-(/4« 000 0OO.




oooooaoao oooaoa

O Speed of RSA

* (1995) 1 Mbps with 512-bit modulus "

* Hardware 0 0O,DES O 0O 10000 OO I

» Software O 0O with 8-bit public-key on SPARC II ‘b

T~

|
0.93sec

0 Standard and Patent

* RSA Data Security Inc., (Sep. 20, 2000) in USA
¢ French and Australian Banks [0 [

* |ISO de facto standard

oooooaoa ooooo

O O0000 O0d (discrete logarithm problem)
i

Ooog
oo p
uobboozxoodbg
00 y0z»
y=g*modpl 0000 1<x<p-200 OO x=loggy mod (p-1)0 OO O O.

O Algorithms
[1] Compute g°, g%, g2 ... until y = g* mod n so that x can be obtained
[2] Shanks Algorithm
[3] Pohlig-Hellman Algorithm
[4] Index-Calculus Algorithm
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0 Shanks Algorithm

OOp, OO0O0O0OZ*MO0OO0g g0 OO0 t=pd,s=
y=g*modpd OO 1<x<p-2 x=logy mod (p-1)0 OO0 O
x =il§+J, wherei, j 00, s)

= gX = gisgj :gi§+j .
y@*) =¢

oooooaoa ooooo

O EBElGamalOOO OO
Y

O SystemO0O

) oo0O0oO00 p

(i) oooD o0 z*x0 000 g

(i) D00 00 xO[1,p2]00, y=g‘modpl OO.

0000 k0O {y,gp}000 kO {x}

0O Oopoooooo
OO0 xO[1,p-2100 (Randomized Encryption )

Eee(m)=c={c;, ¢} ={g*modp,y mmodp}
D(c)=c,ci*modp=m
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O Diffie-Hellman OO 0O OO

g
O SystemO0O

() 00000 p
() 0000 D z,*0 000 g

Yg = g*8 mod p

k = (yg) *A mod p =g*8 *A mod p k = (y,)*8 mod p =g*A*8 mod p

oooooaoa ooooo

O Elliptic Curve (COO0) OO0 OO
g

00 (realnumber)D OO0 O0O0ODO (elliptic curve)D a bO O OO

D00 D000 000y =x+ax+b0 0000 (xy)O0OO OO0
oooo.

Java Animation : ecc-javal.htm
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[0 Addition of point P and point Q
i

@ (:0.1,0.836)
-R (389,562
R(3.89, 562

P+ =R=389,-562).

oooooaoa ooooo

0 Addition of P and -P
R )

By definition, P + (-P) = O.
PHEP) =0
As a result of this equation,
P + O = P in the elliptic curve group .

O = the additive identity of
the elliptic curve group;

All elliptic curves have an additive identity.

11
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[0 Doubling the point P

-R(-1.11,-2.64)
R(111,264)

2P = R=(-111,2.64).
X

2 =x¥-3x+5

oooooaoa

0 Doubling the point P

P(LLD)

Since yp=0,27 =0,
X the point at infinity.

oooaoa

P=(xYy)
Ify#£0,thenPO00OD0 ODOOOODO
00000 ooooOoooo.

the law for doubling a point on an elliptic
curve group :

P+P=2P=R

ooooo

if y=0

By definition, 2P = O for such a point P.
To find 3P in this situation,

one can add 2P + P. Then,

P+0=P

Thus 3P =P.

3P=P,4P=0,5P=P,6P=0,7P=P, ...

12
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[0 Elliptic Curve Group (OO OO 0O )
-

OO0, 00000000 0000000000000 OPOOOOP+O=PO
O0000.0000000000 000 (identity)d OO.

OooDoO00DO0O00O0OO0O0O0OPOOOOP+Q=0000000QOOODOODO

Q=-PO0 O00ODO0OOOR-SOR+(S)D ODOOO.0-POOPOXxOOODOODODO
00o0o000POOOO (xydOO-POOODO (x,-y)OOO.

Oo0,000000000O0POQOOOOP+Q=Q+POOOODO.
00, 0000000000PQORODOOOP+(Q+R)=(P+Q)+RO OOOO.

oooooaoa ooooo

O EllipticCurve (0OOO)OOO OO
-

(Xp Yo (% ¥)s (X5 ¥)0 O P,Q,S=P+QO OO.0 P+Q=SOD (Xy y)O Xy, Yy Xy Y,0 O 0.

y=ax+p0 O PO QD OOO OO OOO,
a=(y,—y) /(= %), B=y, —ax;.

O00,(ax+B?=x*+ax+bd00 O PO QO ODODO
0000 xox+BO OOOO0O0OOOOO.

30 000 x*—(ax+P)y*+ax+b0d OO0 O (root)d
OoooooooOooOooooooao.

(xp, ox, +B)0 (x, ax,+B0 00000000
PO QOO OODO x,0 x,0 300000 0.

X, X, + Xy = 02

0000000 x=0?-x-x000 OP+Q0 00 (xYy)

)(3:()/2‘)’1)2_)(1_)(2 y3=—Y1+(yz:Y1)(X1—X3)
X = Xq X2 =X

13
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O EllipticCurve (D OOD0O)0OO0O OO

P+QO 0O P=QO OO a0 OPOOOOOOOOOOOO

y’=x*+ax+b0 OODO OODODO

2yy=3+a0 00 0 P=(x,y)000 0000 a=(3x2+a)/2y,0 O0O.
OP+Q=S0 00 (x,y)0 x,y,,%,y,0 000 0000000 O0.

Y3=nt

2
24

oooooaoa ooooo

0 OO0 (finite Field) 0000 0000

pO0 000 OO0 O GRp)IOOOO 0000 (elliptic curve)d a, b OGF(p)O
OO0 OO0y modp=x*+ax+bmodpd OOODO (x,yyOOOOOO ODO
Oo00000.00,xy0GF(@p)

a=landb=00 O0,0000 y>=x3+x.
0 50 00 00 00 because :

y>mod p = x3 + x mod p
52 mod 23 = 93 + 9 mod 23
25 mod 23 = 738 mod 23
2=2

The 23 points which satisfy this equation are:

(0,0) (1,5) (1,18) (9,5) (9,18) (11,10) (11,13) (13,5)
(13,18) (15,3) (15,20) (16,8) (16,15) (17,10) (17,13)
(18,10) (18,13) (19,1) (19,22) (20,4) (20,19) (21,6)

(21,17)

.
0 1234567809 10111213141516171819202122 x
Elliptic curve equation: y2 = +x over 7,

Java Animation : ecc-java2.htm
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« GF(p), where pisaprime(d O)

000000 O0OPOOO(rder)t: tP=00 OOOOODOODODOt

-GFpOODO OO0 DODODOOODOOQ OOOtOOP,

Q=xPO0 0ODODO OO xO[0,t-1]J0 OO0 OO
P,2P=P+P,3P=P+P+P,..0 0000000

y2mod 23 =x3+9x + 17 mod 23,

What is the discrete logarithm x of Q = (4,5) to the base P = (16,5)? Q =xP

P=(16,5) 2P=(20,20) 3P=(14,14) 4P =(19,20) 5P =(13,10)
6P=(7,3) 7P=(87) 8P=(1217) 9P=(45)

Since 9P = (4,5) = Q, the discrete logarithm of Q to the base P is x = 9.

oooooaoa ooooo

O 00 200040

«P=P+P
«100P =2(2(P+2(2(2(P+2P)))))
L

15
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P (165,-2.79)
Q (:0.35,2.39)

What is the discrete logarithm of Q(-0.35,2.39)
to the base P(-1.65,-2.79)

in the elliptic curve group y? = x3 - 5x + 4

over real numbers?

Elliptic curve equation: y* =x3-5x +4

Java Animation : ecc-java3.htm
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[l 0000 OoOoo oo
-

ElGamalO OO OO O O O S S SeS sl

:{g.p,y=g*modp} {G.p,Y=xG}

{x} {x}

s [enc1=[g*mod p, yYmmod p ] [C,C1=[XG, XY +M]
1 ¢, ¢ ¥ mod p C,-xCy

[0] p=11,a=1,b=60 000 GF()OODO O000 y’=x3+x*+60 0000 OO
ODOoo0ooO0oooooog.

2, 4) 2,7 (3,5) (3,6) (5.2) (5.,9)
(7,2) ) 8, 3) (8, 8) (10, 2) (10,9)

0000000 x=7000G=(2,7),Y=727=(,220 0000 O,
000000000 x=30 000000 M=(10,90 000 C,=3(2,7)=(8,3),C,
=3(7,2)+(10,9)= (10,200 OOODO.

16
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DobOobOoboboboobooon 000 asEE
o —

1-mips0 000 100 4000000 0000000 0000000000.
1-mipsO0000 10 000 (40,000)(60x60x24x365) =240 0 OO00O0 OO0 OO.

00000000t 0 000 Pollardd rhoOOOOO OO ODO,000 0000
00000 0000000000 OO0OOO0OO0O00.

00 00 1,000-mips000 1000000 0000 t=2%0 000000000000
OO0 0000 9,000-yeard OOOO

p(bits) t (bits) mips-year n (bits)  mips-year

280 9.6 x 10t
2% 7.9x10%°
2117 1.6 x 1023
2177 1.5 x 104
2213 1.0 x 10%2

oooooaoa ooooo

0 ECC,RSA,DSAO0OO0 OOOO
C—

—e— ECC
—aA— RSA &DSA

A
0 — o .

10000 100000000 1E+12 1E+20

Time to Break Key (mips-years)




