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@ 7.1 Prime and Relatively Prime Numbers
@ 7.2 Modular Arithmetic
—Q‘ 7.3 Fermat’s and Euler’s Theorems
7.4 Testing for Primality
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7.5 Euclid’s Algorithm
® 7.6 The Chinese Remainder Theorem
® 7.7 Discrete Logarithms
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i.' rime and Relatively Prime (1)

\ @.1. Divisors
bla : b(#0) dividesa i.e.a=mb for some m.

b is divisor of a.

Properties

vall a= 1

valb and b|a a= b

vAnyb( 0)|0

vb|g andb|h b | (mg + nh) for arbitrary m and n.
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® 2. Prime Numbers
==~ pis prime number if its only divisors are +1
Sk pan

>
[ 5]
)

,
g

¢ a can be factored in a unique way
e ay a, ay

Fab a=p P, - P

where p; : distinct prime, @i >0.

3 h CNSL — Cryptography and Network 138
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rime and Relatively Prime (3)

. Relatively Prime Numbers
Greatest Common Divisor
vc=gcd(@,b) if c|a,c|b and
dla,d|b itk
vged(a, b) = ged(fal, |bl)

aand b are relatively prime if gcd(a, b) =1.
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.2 Modular Arithmetic (1)

- 3
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@ 1. Remainder
Any integer a satisfy the following relationship

>
2.
;

)
: !!i l_,

Quotient a=qn+r

Remainder q=p@/nJ

s ;. The remainder r is often referred to as a
., ] residue. 0<r<n

Examples

11=1x7+4 EESS =4 1t meds7 =4

=110 =i(F2) X7+ 3w =3 -11 mod7i=3
i n, » CNSL — Cryptography and Network 140
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2 Modular Arithmetic (2)

® 2. Congruent modulo n
kv a=bmodn if n] (a-b)
(@modn) =(bmodn) . a bmodn
S I ) L (e St e Tt ]
@ a bmodn and b ¢ modn a cmodn

amples
73 4 mod 23
21 -9mod 10

Security Lab
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\.2 Modular Arithmetic (3)
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Modular arithmetic operations
{(a mod n) + (b mod n)] modn =(a+b) modn
[(a mod n) - (b modn)] modn =(a- b) modn
[(@mod n) x (b mod n)] modn =(ax b) mod n
~“Z(a+b)= (@a+c)modnD b=cmodn
axb) =(axc)modn U b=cmodn
if gcd(a, n) =

Ipoo

A

r

)
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. Al 2 Modular Arithmetic (4)

Examples
.~ v [(11 mod 8) + (15 mod 8)] mod 8 =2 = (11 + 15) mod n

v [(11 mod 8) - (15 mod 8)] mod 8 =4 = (11 - 15) mod n
v [(11 mod 8) (15 mod8)] mod8=5=(11 15) mod n
v(5+23) (5+7)mod8 23 7mod38

vi(5--23) - (5-7)mod:8- ---23- 7mod:8:-—-gcd(5,8)-=1
vai( GRS (b FmodiBE SamsiEn amodiBaEq cd (6% 8)i=2
= (O L B2 e oI e | O i
5i mod 8 O G A 20 00 & |4 | 2
6i mod 8 O e P (G ]

143
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T 43
ta .2 Modular Arithmetic (5)
BYT ¥
Bk ~
] Additive inverse
b, . v@+w)=0modno z(=-w) s the additive
— inverse of w.
v Addition Modulo 7
o 00 e o e e e oA e 5 e )
OF OB T A I AT L 6
]S B S e S e B O ()
A T s oy R T e O e
S E e D RO R O S TR )
4% |z heAe 6 0l 2525053
e e (= = e e ]
6 == 0l 2= 83 Edn =D
ﬁ, - CNSL — Cryg;zgrrieg)hl_yagnd Network 144
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7.2 Modular Arithmetic (6)

Multiplicative inverse

v(z w)=0modn z(=w7l) is the multiplicative
” inverse of w.
v Multiplicative Modulo 7 (gcd(w,n)=1)

e R R et L g S e e

e e e el bt

ey e e A S e e

202 A6 3B

| S B B i e v o P B
B o, B 1 e e i 2 R e

S Y G s R o s s il S i 4

R0 SRR S ST B e A v |
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® 1- Fermat’s Theorem

a’* =1mod p
where p is prime and a is a positive integer.

.

f!J'

)

=112 =121 =7 mod 19
ifEE=r2a =11 med g

716 =112 =7 mod 19

78 =716 x72=7 X 11 =1 mod 19

= CNSL — Cryptography and Network 146
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7.3 Fermat’s and Euler’s
Theorems (2)

® 2. Euler’s Totient Function

”
@(n) : the number of positive integers less than
n and relatively prime to n.
m ai ai-1

AN =MNlni —ni Y ) -
where m  Piisprime and q. 'S@ positive

integer.n — M ni ‘

Vs AN ’ aN 7 an
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T.2777.3 Fermat’s and Euler’s
Theorems (3)
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Examples

”

>
e
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S O(N)=7-1=6
Above 6 integers are {1, 2, 3, 4, 5, 6}.

s (21) = g(3xT)
=(3-1)(7-1)
=12

Above 12 integers are {1, 2, 4,5, 8, 10, 11, 13, 16, 17, 19, 20}.
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7.3 Fermat’s and Euler’s
Theorems (4)

. 9 3. Euler’s Theorem

”
N

a’™ =1modn
where gcd(a, n) = 1.
A useful alternative form

o(n)+1 .
where gcd(a, n) =1 and gcd(a, n) Z 1.

149
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7:4 Testing for Primality (1)

Miller—Rabin Test
By Fermat’s theorem,
0=a""-1
= where m is odd.
=@" e )
Gl e
(amzk‘1 _|_:|_)(am2"'2 +1)---(@" +1)(@" -1) @

CNSL — Cryptography and Network
Security Lab
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294 Testing for Primality (2)

If n is prime, a satisfies (1).
If a satisfies (1), n is pseudoprime.

If n is an odd composite integer, then at most
1/4 of all the number a, 1= a = n-1, satisfy (1).

If (1) is performed s times, the probability that
n is prime is at least 1-(1/4)s.
Usually, s =50.

CNSL — Cryptography and Network
Security Lab
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4 Testing for Primality (3)

i
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_.i‘r Algorithm
E : MillerRabin(a, n)
T 1. write n-1 = m2k, where m is odd.
2. choose a random integer a, 1 <a <n-1
3. compute b =a™ mod n
4. if b= 1 (mod n) then
answer “n is pseudoprime” and quit
5. fori=0tok-1do
6. if b= -1 (mod n) then
answer “n is pseudoprime” and quit
else
b=b? mod n
7. answer “n is composite”

o CNSL — Cryptography and Network
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(.5 Euclid’s Algorithm (1)

7 1. Euclid’s Algorithm
Finding the Greatest Common Divisor

a=qgb+r 0<r<b
gcd(a,b)|a & ged(a,b) |b 00 ged(a,b) | r

0 gecd(a,b) = ged(b, r)
More generally

r0 = qjl.rl i r2 0 & rZ < rl ng(rO' rl)
n=0qnt0 0<nr<rm, =gcd(rn, r,)
rm—2 = Qm—lrm-l * rm 0 = rm < rm-1 = ng(rm-17 rm)
! M1 = Onln L
ﬂ n, » CNSL — Cryptography and Network
Security Lab
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22 4.5 Euclid’s Algorithm (2)
e ¥
Bk
.« Algorithm
FS s Euclid(d, f)
By 1. XY o
2.if Y =0 return X = gcd(d, f)
3.R=XmodY
4.X <Y
5.Y <R
= TRy 6. goto 2
pr Examples

gcd(55,22) = ged(22, 11) = 11
gcd(11,10) = ged(10,1) =1

Security Lab
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.5 Euclid’s Algorithm (3)

2. Extended Euclid’s Algorithm

Finding the Muliplicative Inverse
v Applying Euclid’s algorithm to X3 and Y3 holding with
fEEFdif2 =3 s XA+ dX2 = X3 Y L Ed Y 2= Y3:

v If ged(d, f) = 1,Y3 of the final step is 0 and Y3 of the
preceding step is 1.

v Therefore,
fYL+dY2=1 B dY2=1modf

Y2 is the multiplicative inverse of d, modulo f.

Security Lab
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.5 Euclid’s Algorithm (4)
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~ Algorithm

ExtendedEuclid(d, f)

1. (X1, X2, X3) <(1,0,f); (Y1, Y2,Y3) < (0, 1, d)
2. if Y3 = 0 return X3 = gcd(d, f); no inverse

3.if Y3 =1 return Y3 = gcd(d, f); Y2 =d* mod f

>

Ir
'.

r

)
4

A 4.Q= Mayd]
hetaraaen, 5. (T1, T2, T3) —(X1-QY1, X2-QY2, X3-QY3)
=N TN 6 (X1, X2, X3) < (Y1, Y2, Y3)
74 ORI AT 2t

8. goto 2
i = CNSL — Cryptography and Network
-%-, Security Lab
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(.5 Euclid’s Algorithm (5)

Example : 5501 mod 1769 = 550

Q X1 X2 X3 Y1 Y2 Y3

= 1 0 1769 0 1 550
3 0 1 550 1 =3 119
4 1 3 119 -4 13 74
1 -4 13 74 5 -16 45
1 5 -16 45 =) 29 29
1 -9 29 29 14 —45 16
1 14 —45 16 23 74 13
1 23 74 13 37 -119 3

4 37 —119 3 171 550 1

N, » CNSL — Cryptography and Network
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%277 6 The Chinese Remainder
v Theorem (1)

E #1. CRT,

L%‘-%‘ v M = I_J m; where m; are pairwise relatively prime.

AOZ, 0 A+ (a,8,,---,8,) where a,=Amodm,.

. e e e e e

A - (a,a,,--,8,) is obviously unique.

CNSL — Cryptography and Network 158
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.6 The Chinese Remainder
Theorem (2)

v (a11a21"'1ak)_’A

M, =M/m,

¢, =M, x(M,” modm,)
k

A=() ac,)modM

[ satisfy &, = Amodm, because C; modm, =1.

Operations of _ fquipgent  Operations of
Zy, G lera il

forl<i<k

CNSL — Cryptography and Network 159
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i/ 6 The Chinese Remainder
7 Ry AN
o Theorem (3)
i Example
EZ [ =81 = 37% 49
FS 5. ” 973 mod 1813 (973 mod 37, 973 mod 49)
i = (11 mod 37, 42 mod 49)
+ +
678 mod 1813 (678 mod 37, 678 mod 49)
= (12 mod 37, 41 mod 49)
O O
= (973 + 678) mod 1813 (11 + 12 mod 37, 42 + 41 mod 49)
- = 1651 mod 1813 = (23 mod 37, 34 mod 49)

A=aM, (M, modm,)+a,M,(M, modm,)
= [(23)(49)(34) + (34)(37)(4)] mod 1813 =1651

o CNSL — Cryptography and Network 160
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® 1. The order of a (mod n)
2" . The least positive exponent m satisfying
equation

a™ =1modn

. A primitive root of n
If m= @(n) , ais a primitive root of n.

n, » CNSL — Cryptography and Network 161
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& Discrete Logarithms (2)
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1 # 3. Powers of Integers, Modulo 19
% ”
:—_3_ a az as a.4 a.5 aG a.7 aB a9 alO a11 a12 a13 a14 a.15 al& a.17 a18 o
| o e e 6 A B e e R flord bl A ] S L8 B A e it
2 4 8 16 13 7 14 9 18 17 15 11 3 6 12 5 13 1 | 18 i
3 9 8 5 15 7 2 6 18 16 10 11 14 4 12 17 13 1 | 18 *
RO v S o R 4 |16 | 7 | 9|17 |11 6 | 5 1 9
5 6 11 17 9 7 16 4 1|5 6 11 17 9 7 16 4 1 9
I S [N S B (SRR R oRI | - 6 |-17 | 7|4 |5 111} 9 161 9
oonn o | R R e e AR T v e ] e ] R T 3
S IR 8 | 7/ l18[11]a2[1.[8 |7 [18[11[12] 1 6
9 5 7 6 16 11 4 17 1|9 5 7 6 16 11 4 17 1 9
5 12 6 3 11 15 17 18 9 14 7 13 16 8 4 2 1|18 -
7L A e I Ak sakibl o B e e A e o B ) oy o 3
11 18 7 8 1 |12 11 18 7 8 11121111181 7 18 [ 1 6
17 12 4 14 11 10 16 18 6 2 7 15 5 8 9 3 1118 o
6 8 17 10 7 3 4 18 5 13 11 2 9 12 16 15 1 | 18 *
16 12 9 2 11 13 5 18 4 3 7 10 17 8 6 14 1 | 18 >
9 11 5 4 7 17 6 1]16 9 11 5 4 7 17 6 1 9
4 11 16 6 7 5 9 1]17 4 11 16 6 7 5 9 1 9
m o | T T I T I T I T I T R TN 2
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