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[ Data Encryption Standard
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-19600 O ~ 19710, IBM Project "LUCIFER", by Horst Feistel
- 19730 NBS (National Bureau of Standards, NIST O 0O)
-19770 ODO0O0O DO DOOOO DESOO
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- Diffusion, Confusion

- Product Cipher, Substitution Cipher and Permutation
-SymmetricOOO0O0O, c=E(m)
0 oo
- Key Size
-Design 000 OOO
-19990 OO OO OO OO OO (NSA, National Security Agency)
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[ DES O0OOO

56-bit Key

Il
Permuted oice
- k " - -
Iteration 1 Permuted Choice 2 Left Circular Shift
- k - - -
Iteration 2 Permuted Choice 2 Left Circular Shift

Iteratlon 16 Permuted Choice 2 Left Circular Shift

.
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Expansion i
pansio : Left Shift
Permutation '

Left Shift

Permuted Choice

Substitution
Choice

|2

Permutation
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[1 Permutation Tables

IP (Initial Permutation) P-BOX Expansion Permutation

8 9 8 8 58 8 8 @
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[J S-BOX

Choice Substitution (S-Box)
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Encryption
R

Initial mutation

Decryption
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[J Avalanche Effect(0 0O OO )

Change in Plaintext Change in Key Rk
0000000 00000000 00000000 00000000
Round Change Round Change g
i 00000000 00000000 00000000 00000000
0000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
with the key
0000001 1001011 0100100 1100010

Plaintext
01101000 10000101 0010111 01111010
00010011 01110110 1101011 101 (0[0]

©oOo~NOUNWNRO
©oOo~NOUNWNRO

with the Two key

110010 1111011 1101111 0011000
0011101 0000100 0110001 1101110

110010 1111011 1101111 0011000
0011101 0000100 0110001 1101110
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[ Security of DES

Exhaustive Key Search —

- Known-Plaintext Attack, m - ¢ = E,(m)
- 256 Keys
- 5 micro-seconds for testing a key
- 256 ~ 1015 tests, 5x 10 x 10%° seconds ~ 10° years
- Moore's Law
- Computing power doubled every 18
56-bit  B4-bit  112-bit 128-bit

$100K 35hours  lyear 10%years 10¥years
$1M 3.5hours 37days 10%years 10%years

$10M 21min ELEYS 10%2years 10'years
$1G 13sec lhour 10%years 10%years
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[ Security of DES
0 Weak Keys Semiweak Keys

0000000 0000000 O01FE O1FE O1FE O1FE and FEO1 FEO1 FEOl1 FEO1
0000000  FFFFFFF 1FEO 1FEO OEF1 OEF1 and EO1F EO1F F10E F10E
FFFFFFF 0000000 01EO 01EO O1F1 O1F1 and EOO01 EO001 F101 F101
FFFFFFF FFFFFFF 011F 011F 010E O010E and 1FO01 1F01 OEO1 OEO1

Complement Keys
*Ey(m)=c, Ex (M)=c'

» Key Search reduced to 25°
Why 16 rounds ?

* 4 rounds (1982), 6 rounds (1985)
« Differential Cryptanalysis (1990) : Adi Shamir and Eli Biham
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[0 Commercial DES Chip

Manufacturer Year Clock Data Rate

AMD Am9518 1981 3MHz 1.3MByte/sec
CE-Infosys Supercrypt 1994 30MHz 20.0Mbyte/sec
VLSI Technology 6868 1995 32MHz 64.0MByte/sec

[ Software Implementation

Processor Speed(in MHz) DES Blocks/sec
8088 . 370
68040 23,000
80486 43,000
Sparc 10 84,000
HP 9000 196,000
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[J Multiple DES Encryption
L —

k1 k2
HC cC=E [Eg (m)]]

kl k2 kl
ﬁﬂC

° C:EKl[DKz[EKl(m)]]]
« Key Management Standard for ISO 8732 and PEM
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[1 Meet-In-the-Middle-Attack
)
0 c=Eu[Eq(m)]] =2Eg(m)
(264) ! > 10347380000000000000000
256 « 1017
0 x=E, (mM)=Dy,(c)

[ Given a pair of (m, c),
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[ Operation Modes for DES

[0 ECB (Electronic CodeBook) )
[J CBC (Cipher Block Chaining)
[0 CFB (Cipher Feedback)

[1 ECB Mode

0 E(m) =E(my) E(m,) E(my), ..., where m =m; m, mg
0 oo

-gbo0obob 0obo bo

- Database 000 OO0
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[1 CBC (Cipher Block Chaining)

L
64-bit store 64-bit store

Encryption: ¢;=E(m; Oc,),i=1,23,..

Decryption: m;=D,(¢;) O ciy,i=1,23,...

¢ = f(my ..., m)

First Block m; , ¢, = E,(m, O 1V), where IV is Initialization Vector

Last Block
Padding Indicator

1
| Tz 5 ]

Padding
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[1 CBC (Cipher Block Chaining)

L —
64-bit store

Pk

stage i :D(c) O ¢y =0Q;
Stage (i+l) : Dk( C|+1) O Gi= ( Misq O G ) O Gi= Q|+1
after stage (i+1), CBC is self-recovering.

Error-Control Codes are used to prevent "Error Propagation”.
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[0 CFB (Cipher FeedBack)

register

[TTT1]

64

E
64
select left
octet
8
i

a single bit error

ooooo oo IDEA

[ International Data Encryption Algorithm
Design Principle i
* Block Length, 64-bit
» Key Length, 128-bit
« Confusion

- XOR, Addition mod 26, multiplication mod 216 + 1
* Diffusion

- two 16-hit sub-block, two 16-bit subkey, two 16-bit output
* Software Implementation

- 16-bit sub-block for easy programming
» Hardware Implementation

- similarity between encryption and decryption

- modular structure for easy VLSI implementation
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[1 IDEA Structure

128-bit key Z
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» Single Iteration of IDEA

XonmaC R
I I I

Iteration 1

Iteration 8
¢W81¢ Wszi Ws:si Wgq
49— i
. Output Transformation
Z
TN vy

Y, Y, Y; Y,

10



