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LILILILILILILILI----II Stream CipherII Stream CipherII Stream CipherII Stream Cipher
-- Hoonjae Hoonjae Hoonjae Hoonjae Lee(Lee(Lee(Lee(Dongseo Dongseo Dongseo Dongseo Univ.)                   Univ.)                   Univ.)                   Univ.)                   
-- Sangjae Sangjae Sangjae Sangjae Moon(Moon(Moon(Moon(Kyungpook Kyungpook Kyungpook Kyungpook NatNatNatNat’ Univ.)Univ.)Univ.)Univ.)
-- A. Clark    (ISRCA. Clark    (ISRCA. Clark    (ISRCA. Clark    (ISRC----QUT, QUT, QUT, QUT, AustralliaAustralliaAustralliaAustrallia) ) ) ) 
– E. Dawson (ISRCE. Dawson (ISRCE. Dawson (ISRCE. Dawson (ISRC----QUT, QUT, QUT, QUT, AustralliaAustralliaAustralliaAustrallia))))
– J. Fuller     (ISRCJ. Fuller     (ISRCJ. Fuller     (ISRCJ. Fuller     (ISRC----QUT,QUT,QUT,QUT, AustralliaAustralliaAustralliaAustrallia) ) ) ) 
-- J. J. J. J. Golic  Golic  Golic  Golic  (ISRC(ISRC(ISRC(ISRC----QUT,QUT,QUT,QUT, AustralliaAustralliaAustralliaAustrallia) ) ) ) 
– W. W. W. W. Millan Millan Millan Millan (ISRC(ISRC(ISRC(ISRC----QUT,QUT,QUT,QUT, AustralliaAustralliaAustralliaAustrallia) ) ) ) 
– L. Simpson (ISRCL. Simpson (ISRCL. Simpson (ISRCL. Simpson (ISRC----QUT,QUT,QUT,QUT, AustralliaAustralliaAustralliaAustrallia) ) ) ) 
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LFSR(Linear Feedback Shift Register)

100

0 0 1 = (Initial state) 
0 1 0 = (0  0)
1 0 1 = (0  1)
0 1 1 = (1  0)
1 1 1 = (0  1)   Period= 2

3 
-1

1 1 0 = (1  1)        = 7 
1 0 0 = (1  1)
0 0 1 = (1  0)
0 1 0 = (0  0)
1 0 1 = (0  1)
0 1 1 = (1  0)
1 1 1 = (0  1)
1 1 0 = (1  1)
1 0 0 = (1  1)

Left Shift
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LILI-128 Stream Cipher
NESSIE candidates, 2000

(New European Schemes for Signature,

Integrity, and Encryption)

QUT-ISRC, Australlia, proposed

128-bit key size (internal memory)

L. Simpson, E.Dawson, J.Golic 

and W. Millan

Attacked by Steve Babbage

Time-Memory Tradeoff Attack

LILI-128 overviews
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LILI-128 Keystream Generator
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39-stage LFSRc

3
5

… …1
4

… 3
8

3
3

…3
1

…3210 39

F(x)=x39 x35 x33 x31 x17 x15 x14 x2 1      0

x39 = x35 x33 x31 x17 x15 x14 x2 1

Shift left

…
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Clock – Control Function (fC)

fC = 2*C12 + C20 + 1

441      1

331      0

220      1

110      0

Clocks in

LFSRd

fCC12 C20
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89-stage LFSRd

… 8380… …42… 55…53…39…10 89
Shift left

F(x)=x89 x83 x80 x55 x53 x42 x39 x    1      0

x89 = x83 x80 x55 x53 x42 x39 x   1

…
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fd (0,1,3,7,12,20,30,44,65,80)

0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,

0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,

0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,

1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,

0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,0,1,0,1,1,0,1,0,

0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,0,1,0,1,1,0,1,0,

0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,0,1,0,1,1,0,1,0,

1,0,1,0,0,1,0,1,0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,

0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,

0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,

0,1,1,0,1,0,0,1,0,1,1,0,1,0,0,1,1,0,0,1,0,1,1,0,1,0,0,1,0,1,1,0,

0,1,1,0,1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,0,1,1,0,

0,0,0,0,1,1,1,1,1,1,1,1,0,0,0,0,1,1,1,1,0,0,0,0,0,0,0,0,1,1,1,1,

1,1,1,1,0,0,0,0,0,0,0,0,1,1,1,1,0,0,0,0,1,1,1,1,1,1,1,1,0,0,0,0,

0,0,1,1,0,0,1,1,1,1,0,0,1,1,0,0,1,1,0,0,1,1,0,0,0,0,1,1,0,0,1,1,

1,1,0,0,1,1,0,0,0,0,1,1,0,0,1,1,0,0,1,1,0,0,1,1,1,1,0,0,1,1,0,0,

0,0,1,1,1,1,0,0,0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,1,1,0,0,0,0,1,1,

1,1,0,0,0,0,1,1,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,0,0,1,1,1,1,0,0,

0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,

1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,

0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,0,1,0,1,0,1,0,0,1,0,1,0,1,0,1,0,1,

1,0,1,0,1,0,1,0,0,1,0,1,0,1,0,1,0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,0,

0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,

1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,

0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,0,0,1,0,1,

0,1,1,0,0,1,1,0,0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,1,0,0,1,1,0,0,1,

1,0,0,1,1,0,0,1,1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,0,1,1,0,0,1,1,0,

0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,

1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,1,0,0,1,1,0,0,1,0,1,1,0,0,1,1,0,

0,1,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,0,1,

1,0,0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,1,0,1,0,0,1,0,1,1,0

Data generation fd[1] 
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LILI-128 Text Encryption

Plaintext

Ciphertext

Rec.

Plaintext
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LILI-II Stream Cipher
ACISP’2002 proposed
Hoonjae Lee (Dongseo Univ.)

Sangjae Moon(Kyungpook Nat’l Univ.)
A. Clark, E.Dawson, J. Fuller, J.Golic,

W. Millan and L. Simpson

(QUT-ISRC, Austallia)

255-bit key size (internal memory)

Strong to Time-Memory Tradeoff Attack

LILI-II overviews
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LILI-II Keystream Generator
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LFSRc and fc

Primitive Polynomial of LFSRc

Clock-Controlled Function fc
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LFSRd and fd

Primitive Polynomial of LFSRd

Data Generation Function fd
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LFSRd and fd (2)
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LFSRd and fd (3)

Cryptographic Properties
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Digital Signature (Video)

정보보호-미래로가는 안전키

(한국정보보호진흥원-KISA)

* 상.하 클릭시 동영상이 시작됩니다.
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Break Time !


