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00 CRYPTOSYSTEM (Cipher)d OO

-secrecy (0O O)

- authenticity (0 O 0O)
[ Plaintext(CD O), Ciphertext (0 0O O)
[0 Encryption (O O 0O), Decryption (0 O 0O)
[0 SECRETKEY (D O0O)

Encryption Eg(m)=c

Plaintext m Secret Key K Ciphertext ¢

L Decryption Dg(c) =m 4—[
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M : Plaintext Message Space _—_—
C : Ciphertext Message Space

K: Key Space

E.:M - C, aset of Encryption Transformations

D, : C - M, aset of Decryption Transformations

Cryptosystem 0 0O O [

0 D,=E/* foragivenk in K

0 D(Ex(m)) =mforallm in M
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* Symmetric Cryptosystem ( Private-Key Cryptosystem )

* Asymmetric Cryptosystem ( Public-Key Cryptosystem )

*Block Cipher
» Stream Cipher
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O 0000 (Cryptanalysis)
L —
000 OO0 (Ciphertext-Only Attack )
000 OO 00 (Chosen-Plaintext Attack )

000 OO0 00O (Chosen-Ciphertext Attack )

OO0O0OoOD0O O0odd (Unconditionally Secure )

00000 Odd (Computationally Secure )




