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Lab 1.6.1: Getting Started and Building Start. TXT

Objective

This lab introduces the CCNP lab equipment and certain 10S features that might be new
to you. This introductory activity also describes how to use a simple text editor to create
all (or part) of a router configuration file. After you create a text configuration file, you can
apply that configuration to a router quickly and easily by using the techniques described
in this lab.

Equipment Requirements

« Asingle router, preferably a 2600 series router, and a workstation running a Windows
operating system
* One 3 1/2-inch floppy disk with label

Preliminary

Modular interfaces

Cisco routers can come with a variety of interface configurations. Some models have only
fixed interfaces, meaning that the interfaces can’t be changed or replaced by the user.
Other models have one or more modular interfaces, allowing the user to add, remove, or
replace interfaces as needed.

You might already be familiar with fixed interface identification, such as Serial 0, SO,
Ethernet 0, and EO. Modular routers use notation such as Serial 0/0 or S0/1, where the
first number refers to the module and the second number refers to the interface. Both
notations use 0 as their starting reference, so S0/1 indicates that there is another serial
interface S0/0.

Fast Ethernet

Many routers today are equipped with Fast Ethernet (10/100 Mbps auto sensing)
interfaces. You must use Fast Ethernet 0/0 or Fa0/0 on routers with Fast Ethernet
interfaces.

Theip subnet-zerocommand

Thei p subnet - zer o command is enabled by default in IOS 12. This command allows
you to assign IP addresses in the first subnet, called subnet 0. Because subnet 0 uses
only binary zeros in the subnet field, its subnet address can potentially be confused with
the major network address. With the advent of classless IP, the use of subnet 0 has
become more common. The labs in this manual assume that you can assign addresses
to the router’s interfaces using subnet 0. If you use any routers that have an 10S earlier
than 12.0, you must add the global configuration command, i p subnet - zer o, to your
router’s configuration.

No shutdown
Interfaces are shut down by default. Remember to explicitly issue a no shut down
command in interface configuration mode when you are ready to bring up the interface.

Passwords

The | ogi n command is applied to virtual terminals by default. This means that in order
for your router to accept Telnet connections, you must configure a password. Otherwise,
your router will not allow a Telnet connection, replying with the error message “password
required, but none set.”
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Step 1
Take a few moments to examine your router. Familiarize yourself with any serial, BRI
(ISDN), PRI (ISDN), and DSU/CSU interfaces on the router. Pay particular attention to
any connectors or cables that are new to you.

Step 2
Establish a HyperTerminal session to the router.

Enter privileged EXEC mode.

Step 3
To clear the configuration, issue the er ase start command.

Confirm your intentions when prompted, and answer “no” if you are asked to save
changes. The result should look something like this:

Rout er #er ase start

Erasing the nvramfilesystemw ||l renove all files! Continue?
[confirm

[ K]

Erase of nvram conplete

Rout er #

When the prompt returns, issue the r el oad command.

Confirm your intentions when prompted. After the router finishes the boot process,
choose not to use the Auto install feature, as shown:

Wuld you like to enter the initial configuration dial og?
[yes/no]: no

Wuld you like to terminate autoinstall? [yes]: €& Press Enter to
accept default.

Press RETURN to get started!

Step 4
In privileged mode, issue the show r un command.

Note the following default configurations as you scroll through the running configuration:

*  The version number of the I0S

* Theip subnet-zerocommand, which allows you to use subnet 0

e Each available interface and its name (Note: Each interface has the shut down
command applied to its configuration.)

e Theno ip http server command, which prevents the router from being
accessed by a Web browser

* No passwords are set for CON, AUX, and VTY sessions, as shown here:

line con O

transport input none
line aux 0O

line vty 0 4

Using Copy and Paste with Notepad
In the next steps, you use the copy and paste feature to edit router configurations. You
need to create a text file that can be pasted into your labs and used as a starting point for
your router configuration. Specifically, you must build a login configuration that you can
use with every lab included in this manual.
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Step 5

Step 6

Step 7

If necessary, issue the show r un command again so that line con and line vty are
showing on your screen:

line con O

transport input none
line aux 0O

line vty 0 4

|

énd

Select the text as shown above and choose the Copy command from HyperTerminal's
Edit menu.

Next, open Notepad, which is typically found on the Start menu under Programs,
Accessories. After Notepad opens, select Paste from the Notepad Edit menu.

Edit the lines in Notepad to look like the following lines (the one-space indent is optional):

enabl e secret class
line con O
transport input none
password ci sco

| ogin
line aux O

password ci sco

| ogin

line vty 0 4
password ci sco

| ogin

This configuration sets the enable secret to class and requires a login for all console,
AUX port (usually a modem), and virtual terminal (Telnet) connections. The password for
these connections is set to cisco.

Note: Each of the passwords can be set to something else if you desire.

Save the open file in Notepad to a floppy disk as start.txt.

Select all the lines in your Notepad document and choose Edit, Copy.

Use the Windows taskbar to return to your HyperTerminal session, and enter global
configuration mode.

From HyperTerminal’s Edit menu, choose Paste to Host.

Issue the show run command to see if your configuration looks okay.

As a shortcut, you can now paste the contents of your start.txt file to any router before
getting started with a lab.

Other Useful Commands
To enhance your start.txt file, you might consider adding one of the following commands:

e i p subnet-zero ensures that an older IOS allows IP addresses from subnet 0.
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Step 8

e ip http server allows you to access your routers using a Web browser. Although
this configuration might not be desirable on a production router, it does give you an
HTTP server for testing purposes in the lab.

* no ip domai n-1ookup prevents the router from attempting to query a DNS when
you input a word that is not recognized as a command or a host table entry. This
saves you time if you make a typo or misspell a command.

* loggi ng synchronous inthe line con 0 configuration returns you to a fresh line
when your input is interrupted by a console logging message.

« configure term nal canbe used in your file so that you don't have to type that
command before pasting the contents of the file to the router.

Use the Windows taskbar to return to Notepad and edit the lines so that they read as
shown:

config t
!
enabl e secret class
ip subnet-zero
ip http server
no i p domai n-1 ookup
line con O
| oggi ng synchronous
password ci sco
| ogin
transport input none
line aux 0
password ci sco
| ogin
line vty 0 4
password cisco
| ogin
!
end
copy run start
Save your file to the floppy disk so that you do not lose your work.
Select and copy all the lines, and return to your HyperTerminal session.
Normally, you would enter global configuration mode before pasting from Notepad, but
because you included the conf i gure term nal command in your script, you can
paste in privileged mode.
If necessary, return to privileged EXEC mode. From the Edit menu, select Paste to Host.

After the paste is complete, you must confirm the copy operation.

Use show r un to see if your configuration looks okay.

Using Notepad to Assist in Editing

Understanding how to use Notepad can save you from typing and typos during editing
sessions. Another major benefit is that you can do an entire router configuration in
Notepad when you are at home or at the office and then paste it to the router’s console
when you have access. In the next steps, you look at a simple editing example.
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Step 9

Configure the router with the following commands:

Rout er #confi g t

Rout er (confi g)#router rip

Rout er (confi g) #net wor k 192. 168. 1.
Rout er (confi g) #net wor k 192. 168. 2.

Rout er (confi g) #net wor k 192. 168. 4.

0
0
Rout er (confi g) #net wor k 192. 168. 3.0
0
0

Rout er (confi g) #net wor k 192. 168. 5.

Press Ctrl+Z, and verify your configuration with show r un. You just set up RIP to
advertise a series of networks. Nevertheless, what if you want to change your routing
protocol to IGRP? With the no router rip command, you easily get rid of RIP, but you
would still have to retype the net wor k commands. The next steps show an alternative.

Step 10

Issue the show r un command and hold the output so that the r out er ri p commands
are displayed. Using the keyboard or mouse, select the r out er ri p command and all
net wor k statements.

Copy the selection.

Use the taskbar to return to Notepad.

Open a new document and paste the selection onto the blank page.

Step 11

In the new document, type the word no and a space in front of the word router.

Press the End key, and press Enter.

Typerouter igrp 100 (but do not press Enter). The result should look like this:

no router rip
router igrp 100

net wor k
net wor k
net wor k
net wor k
net wor k

Step 12

192

192.
192.
192.
192.

.168. 1.

Select your results and copy them.

Use the taskbar to return to your HyperTerminal session.

While in global configuration mode, paste the results.

Use the show r un command to verify your configuration.

Reflection

How could using copy and paste with Notepad be helpful in other editing situations?
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Lab 1.6.2: Capturing HyperTerminal and Telnet Sessions

Objective

Step 1

Step 2

Step 3

This activity describes how to capture HyperTerminal and Telnet sessions.

Note: Be sure to master these techniques. They will save you a tremendous amount of
typing in later labs and while working in the field.

Log in to a router using HyperTerminal.

It is possible to capture the results of your HyperTerminal session in a text file, which can
be viewed and/or printed using Notepad, WordPad, or Microsoft Word.

Note: This feature captures future screens, not what is currently onscreen. In essence,
you are turning on a recording session.

To start a capture session, choose the menu option Transfer, Capture Text. The Capture
Text dialog box appears, as shown in the following figure.

Capture Text E |

Falder: C:AProgram Filez\AcceszzarieshHuper T erminal

File: ceszones\HyperT erminal\CaPT URE. TxT| Browse...

Stark I Canicel |

The default filename for a HyperTerminal capture is CAPTURE.TXT, and the default
location of this file is C:\Program Files\Accessories\HyperTerminal.

Note: When you are using Telnet, the command to begin a capture (or log) is Terminal,
Start Logging. The document you create has LOG as the extension. Other than the name
and path of the capture file, the logging procedures are the same for both Telnet and
HyperTerminal.

Make sure that your floppy disk is in the A: drive. When the Capture Text dialog box
appears, change the File path to A:\TestRun.txt.

Click the Start button. Anything that appears onscreen after this point is copied to the file.

Issue the show r unni ng- conf i g command and view the entire configuration file.
From the Transfer menu, choose Capture Text, Stop.

Telnet users should select Stop Logging from the Terminal menu to end the session.

Using the Start menu, launch Windows Explorer. You might find Windows Explorer under
Programs or Accessories, depending on which version of Windows you use.

In the left pane, select the 3% floppy (A:) drive. On the right side, you should see the file
you just created.
Double-click the TestRun.txt document’s icon. The result should look something like this:

Rout er # show runni ng-config
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Bui | di ng configuration...

Current configuration:

!

version 12.0

service timestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
|

host nane Rout er
|

enabl e secret 5 $1$HD2B$6i Xb. h6QEJJj t n/ NnWUHO.
!

!

ip subnet-zero

no i p domai n-1 ookup

|

i nterface FastEthernet0/0

--More-- OII1I1] OIIII11 no i p address
no i p directed-broadcast

shut down

You may see gibberish that appears near the word “More.” This is where you pressed the
spacebar to see the rest of the list. You can use basic word-processing techniques to
clean that up.

Suggestion
You should consider capturing each router configuration for every lab that you do.
Capture files can be valuable as you review configuration features and prepare for
certification exams.

Reflection
Could the capture techniques be useful if a member of your lab team misses a lab
session? Can you use capture techniques to configure an off-site lab?
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Lab 1.6.3: Access Control List Basics and Extended Ping

Workstation
192.168.3.2 /24

&

Fa0/0 192.168.3.1/24
I

S0/0 192.168.1.1 /24 S0/1 192.168.2.1 /24

S0/0 192.168.1.2 /2 S0/1 192.168.2.2 /24

@ Fa0/0 10.0.0.1 /24 @
U Fa0/0 10.0.0.2/ 24~

Objective
This lab activity reviews the basics of standard and extended access lists, which are used
extensively in the CCNP curriculum.

Scenario
The LAN users connected to the Vista router are concerned about access to their
network from hosts on network 10.0.0.0. You must use a standard access list to block all
access to Vista's LAN from network 10.0.0.0/24.

You must also use an extended ACL to block network 192.168.3.0 host access to Web
servers on the 10.0.0.0/24 network.

Step 1
Build and configure the network according to the diagram. Use RIPv1, and enable
updates on all active interfaces with the appropriate net wor k commands. The
commands necessary to configure SanJosel are shown here as an example:

SanJosel(config)#router rip
SanJosel(config-router)#network 192.168.1.0
SanJosel(config-router)#network 10.0.0.0

Use the pi ng command to verify your work and test connectivity between all interfaces.
Step 2

Check the routing table on Vista using the show i p r out e command. Vista should
have all four networks in its table. Troubleshoot, if necessary.
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Access Control List Basics

Access Control Lists (ACLs) are simple but powerful tools. When the access list is
configured, each statement in the list is processed by the router in the order in which it
was created. If an individual packet meets a statement’s criteria, the permit or deny is
applied to that packet, and no further list entries are checked. The next packet to be
checked starts again at the top of the list.

It is not possible to reorder an access list, skip statements, edit statements, or delete
statements from a numbered access list. With numbered access lists, any attempt to
delete a single statement results in the entire list's deletion. Named ACLs (NACLs) do
allow for the deletion of individual statements.

The following concepts apply to both standard and extended access lists:

Two-step process

First, the access list is created with one or more access-1i st commands while in
global configuration mode. Second, the access list is applied to or referenced by other
commands, such as the access- gr oup command, to apply an ACL to an interface. An
example would be the following:

Vi st a#config t

Vi sta(config)#access-list 50 deny 10.0.0.0 0.0.0. 255
Vi sta(config)#access-list 50 pernit any

Vi sta(config)#interface fastethernet 0/0
Vista(config-if)#i p access-group 50 out
Vista(config-if)#"Z

Syntax and Keywords
The basic syntax for creating an access list entry is as follows:

rout er (confi g)#access-1ist acl-nunber {pernmt | deny}...

The per ni t command allows packets matching the specified criteria to be accepted for
whatever application the access list is being used for. The deny command discards
packets matching the criteria on that line.

Two important keywords that can be used with IP addresses and the access list
command are any and host. The keyword any matches all hosts on all networks
(equivalent to 0.0.0.0 255.255.255.255). The keyword host can be used with an IP
address to indicate a single host address. The syntax is host ip-address, such as host
192.168.1.10. This is treated exactly the same as 192.168.1.10 0.0.0.0.

Implicit deny statement

Every access list contains a final “deny” statement that matches all packets. This is called
the implicit deny. Because the implicit deny statement is not visible in show command
output, it is often overlooked, with dire consequences. As an example, consider the
following single-line access list:

Rout er (confi g) #access-1ist 75 deny host 192.168.1.10

Access-list 75 clearly denies all traffic sourced from the host, 192.168.1.10. What might
not be obvious is that all other traffic will be discarded as well, because the implicit deny
any is the final statement in any access list.

At least one permit statement is required

There is no requirement that an ACL contain a deny statement. If nothing else, the
implicit deny any statement takes care of that. But if there are no per m t statements,
the effect will be the same as if there were only a single deny any statement.
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Step 3

Wildcard mask

In identifying IP addresses, ACLs use a wildcard mask instead of a subnet mask. Initially,
they might look like the same thing, but closer observation reveals that they are very
different. Remember that a binary 0 in a wildcard bitmask instructs the router to match
the corresponding bit in the IP address.

In/out

When you are deciding whether an ACL should be applied to inbound or outbound traffic,
always view things from the router’s perspective. In other words, determine whether
traffic is coming into the router (inbound) or leaving the router (outbound).

Applying ACLs

Extended ACLs should be applied as close to the source as possible, thereby conserving
network resources. Standard ACLs (by necessity) must be applied as close to the
destination as possible, because the standard ACL can match only at the source address
of a packet.

On the Vista router, create the following standard ACL and apply it to the LAN interface:

Vi st a#config t

Vi sta(config)#access-list 50 deny 10.0.0.0 0.0.0. 255
Vi sta(config)#access-list 50 pernit any

Vi sta(config)#i nterface fastethernet 0/0

Vi sta(config-if)#i p access-group 50 out
Vista(config-if)#"zZ

Try pinging 192.168.3.2 from SanJosel.

The ping should be successful. This result might be surprising, because you just blocked
all traffic from the 10.0.0.0/8 network. The ping is successful because, even though it
came from SanJosel, it is not sourced from the 10.0.0.0/8 network. A ping or traceroute
from a router uses the closest interface to the destination as the source address. Thus,
the ping is coming from the 192.168.1.0/24 (SanJosel’s Serial 0/0).

In order to test the ACL from SanJosel, you must use the extended ping command to
specify a specific source interface.

SanJosel#pi ng 192.168.3.2

Sending 5, 100-byte | CVMP Echos to 192.168.3.2, tineout is 2
seconds:

éﬁéééss rate is 100 percent (5/5), round-trip mn/avg/ max =
4/ 4/ 4 s

Semester 6: Remote Access v2.0 - Lab 1.6.3 Copyright 0 2001, Cisco Systems, Inc.



Step 4

Step 5

Step 6

On SanJosel, issue the following commands. Remember that the extended ping works
only in privileged mode.

SanJosel#

SanJosel#pi ng

Protocol [ip]:

Target | P address: 192.168. 3.2

Repeat count [5]:

Dat agram si ze [100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 10.0.0.1

Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [ OXABCD]

Loose, Strict, Record, Timestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte I CVMP Echos to 192.168.3.2, tineout is 2
seconds:

Success rate is 0 percent (0/5)

Standard ACLs are numbered 1-99 (I0OS 12 also allows standard lists to be numbered
1300-1699). Extended ACLs are numbered 100-199 (10S 12 allows 2000-2699).
Extended ACLs can be used to enforce highly specific criteria for filtering packets. In this
step, you will configure an extended ACL to block access to a Web server. Before you
proceed, issue the no access-list 50andno i p access-group 50 commands
on the Vista router to remove the ACL configured previously.

First, you must configure both SanJosel and SanJose 2 to act as Web servers, by using
theip http server command, as shown here:

SanJosel(config)#ip http server
SanJose2(config)#ip http server

From the workstation at 192.168.3.2, use a Web browser to view both routers’ Web
servers at 10.0.0.1 and 10.0.0.2. The Web login requires that you enter the router’s
enable secret password as the password.

After you verify Web connectivity between the workstation and the routers, proceed to
Step 6.

On the Vista router, enter the following commands:

Vi sta(config)#access-list 101 deny tcp 192.168.3.0
0.0.0.255 10.0.0.0 0.0.0.255 eq www

Vi sta(config)#access-list 101 deny tcp 192.168.3.0
0.0.0.255 any eq ftp

Vi sta(config)#access-list 101 pernit ip any any

Vi sta(config)#interface fastethernet 0/0

Vista(config-if)#i p access-group 101 in
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From the workstation at 192.168.3.2, again attempt to view the Web servers at 10.0.0.1
and 10.0.0.2. Both attempts should fail.

Next, browse SanJosel at 192.168.1.2. Why is this not blocked?
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Lab 2.6.1: Configuring an Asynchronous Dialup Connection

Atlas 3/2 Atlas 3/1 Lo0 192.168.0.1/32
Y
_ == PSTN ... %
£ o Modem Modem son
Host A
Objective

In this lab, you will configure a serial interface on a Cisco router to enable an
asynchronous connection via a modem. You will also use a workstation to remotely dial
in to the router.

Scenario

Step 1

Step 2

The International Travel Agency wants you to configure their SanJosel core router's
serial interface to accept dialup connections so it can be managed remotely in the event
of a network failure. As the network administrator, you are to configure the modem to
allow management sessions only. You will not be setting up DDR (Dial-On-Demand
Routing).

Before beginning this lab, it is recommended that you reload the router after erasing its
startup configuration. This will prevent you from having problems caused by residual
configurations. Build the network according to the above diagram, but do not configure
the router’s interface. Use the Adtran Atlas 550 or similar device to simulate the Public
Switched Telephone Network (PSTN). If you are using the Atlas 550, the line cables from
both modems must be plugged into the octal FXS voice module ports of the Atlas 550 as
labeled in the diagram. (The diagram assumes the octal FXS voice module is installed in
slot 3.)

Cable Connection Notes: Be sure to use the appropriate cable to connect the modem
to the router’s serial interface. The specific cable used will depend upon the router model
and type of physical serial interface. For example, different cables are used for a Smart
Serial interface and a DB-60 serial interface.

Configure SanJosel’s serial interface for an asynchronous connection.
SanJosel(config)#interface s0/1
SanJosel(config-if)#physical -1ayer async
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After entering these commands, issue the show i nt erf ace s0/ 1 command, as
shown:

SanJosel#show i nt s0/1
Serial0/1 is down, line protocol is down
Hardware is PQUI CC Serial in async node
MrU 1500 bytes, BW9 Kbit, DLY 100000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on SLI P, |oopback not set
DTR is pul sed for 5 seconds on reset
Last input never, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0 (size/max/drops); Total output drops: O
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (sizel/ max total/threshol d/drops)
Conversations 0/0/16 (active/max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated)

<out put omitted>

1. According to the output of the show command, what is the default encapsulation type
for an interface in physical-layer async mode?

Once the serial interface has been configured as asynchronous, you will need to figure
out what line number the router is using for that interface. If you are unfamiliar with your
router model’s numbering scheme, you can use the show | i ne command to determine
the line number, as shown in this example:

SanJosel#show | i ne

Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
* 0 Cry - - - - - 0 0 0/0 -
2 TTY 9600/ 9600 - - - - - 0 0 0/0 Se0/ 1
65 AUX 9600/ 9600 - - - - - 0 0 0/0 -
66 VTY - - - - - 0 0 0/0 -
67 VTY - - - - - 0 0 0/0 -
68 VTY - - - - - 0 0 0/0 -
69 VTY - - - - - 0 0 0/0 -
70 VTY - - - - - 0 0 0/0 -
Li ne(s) not in async node -or- with no hardware support: 1, 3-64

The shaded portion of the sample show | i ne command output above shows that Serial
0/1is TTY 2.
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Step 3

Step 4

Use your router’'s show | i ne output to obtain the correct line number then enter the line
configuration mode, as shown in this example:

SanJosel(config)#line 2

From the line configuration mode, configure the router to authenticate connections with
the password cisco as shown:

SanJosel(config-1line)#l ogin

SanJosel(config-1ine)#password cisco

Set the line speed and flow control type:

SanJosel(config-1ine)#speed 115200

SanJosel(config-1ine)#fl owontrol hardware

Next, configure the line for both incoming and outgoing calls and allow incoming calls

using all available protocols. These commands will allow you to reverse Telnet to the
modem:

SanJosel(config-1ine)#nodem i nout

SanJosel(config-line)#transport input al

The default number of stopbits used by the router’s asynchronous line is 2. Configure the
line to use only 1 stopbit:

SanJosel(config-line)#stopbits 1

Reducing the number of stopbits from 2 to 1 will improve throughput by reducing
asynchronous framing overhead.

This completes the line configuration.

In this step, you will configure a router interface for TCP/IP. The router must have an
operational interface with a valid IP address in order to establish a reverse Telnet
connection to the modem. Although a physical interface could be configured with an IP
address, you will configure SanJosel with a loopback interface. A loopback interface is
the best way to assign an IP address to the router because loopbacks are immune to link
failure. Use the following commands to configure the loopback interface:

SanJosel(config-1ine)#interface | oopback0
SanJosel(config-if)#i p address 192.168. 0.1 255. 255. 255. 255

Note that a 32-bit mask is used when configuring a loopback IP address. If you do not
use a 32-bit mask, you are configuring your router as if it were connected to an entire
subnet or network.
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Step 5

Step 6

Once the loopback has an IP address, you can configure the modem using reverse
Telnet. Before establishing a Telnet session, first secure virtual terminal access with the
following commands:

SanJosel(config-if)#line vty 0 4
SanJosel(config-1ine)#l ogin
SanJosel(config-1ine)#password cisco

SanJosel(config-1ine)#exit

Use the command below to open the reverse Telnet session to line 2. (If your router is
not using line 2, you will have to change the last number to the line number appropriate to
your router.)

SanJosel#tel net 192.168.0.1 2002

At this point, you should be prompted for a login password. Type the password cisco and
press the Enter key, this should begin a session with the modem. Although there is no
prompt, issue the following command:

AT

If the modem responds with an “OK,” you have successfully established a reverse Telnet
connection. If you do not receive an OK, troubleshoot your configuration.

View the modem'’s current configuration by issuing the command (a sample output is
shown below):

K

AT&V
Opti on Sel ecti on AT Cmd
Comm St andar d Bel | B
ConmmandChar Echo Enabl ed E
Speaker Vol une Medi um L
Speaker Control OnUntil Carrier M
Resul t Codes Enabl ed Q
Di al er Type Tone T/ P
Resul t Code Form Text \%
Ext endResul t Code Enabl ed X
Di al Tone Detect Enabl ed X
BusyTone Det ect Enabl ed X

Semester 6 Remote Access v2.0 - Lab 2.6.1 Copyright 0 2001, Cisco Systems, Inc.



LSD Action St andard RS232 &C
DTR Action St andard RS232 &D

Press any key to continue; ESCto quit.

Option Sel ection AT Ond
V22b CGuard Tone Di sabl ed &G
FI ow Cont r ol Har dwar e &K
Error Control Mdde V42, MNP, Buffer \N
Dat a Conpr essi on VA2bi s/ MNP5 9w
Aut oAnswer Ri ng# 0 SO
AT Escape Char 43 S2
CarriageReturn Char 13 S3
Li nef eed Char 10 S4
Backspace Char 8 S5
Bl ind Di al Pause 2 sec S6
NoAnswer Ti meout 50 sec S7
"," Pause Time 2 sec S8

Press any key to continue; ESCto quit.

Option Sel ection AT Ond
No Carrier Disc 2000 msec S10
DTMF Di al Speed 95 nsec S11
Escape CGuardTi ne 1000 nsec S12
Data Calling Tone Di sabl ed S35
Li ne Rate 33600 S37

Press any key to continue; ESCto quit.

St ored Phone Nunbers

&Z0=
&Z1=
&Z2=

The modem will output its configuration information, which is stored in NVRAM. Reset the
modem to its factory defaults by entering the following command:

AT&F

Once the modem is reset, issue the AT&V command again. A sample output is shown
below.
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AT&V

Opti on Sel ecti on AT Cmd
Comm St andar d Bel | B
CommandChar Echo Enabl ed E
Speaker Vol une Medi um L
Speaker Contr ol OnUntil Carrier M
Resul t Codes Enabl ed Q
Di al er Type Tone TP
Resul t Code Form Text \%
Ext endResul t Code Enabl ed X

Di al Tone Det ect Enabl ed X
BusyTone Det ect Enabl ed X

LSD Action St andard RS232 &C

DTR Acti on St andard RS232 &D

Press any key to continue; ESCto quit.

Opti on Sel ecti on AT Cmd
V22b CGuard Tone Di sabl ed &G
Fl ow Contr ol Har dwar e &K
Error Control Mbde V42, MNP, Buf fer \N
Dat a Conpr essi on V42bi s/ MNP5 9%
Aut oAnswer Ri ng# 0 SO
AT Escape Char 43 S2
CarriageReturn Char 13 S3
Li nef eed Char 10 sS4
Backspace Char 8 S5
Blind Dial Pause 2 sec S6
NoAnswer Ti meout 50 sec S7
"," Pause Time 2 sec S8

Press any key to continue; ESCto quit.

Option Sel ection AT Cnd
No Carrier Disc 2000 msec S10
DTMF Di al Speed 95 nsec S11
Escape QuardTi ne 1000 nsec S12
Data Cal ling Tone Di sabl ed S35
Li ne Rate 33600 S37

Press any key to continue; ESCto quit.
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St ored Phone Nunbers

&Z0=
&Z1=
&Z2=

1. What is the Speaker Volume set to?

2. According to the output of the AT&V command, what is the AT command used to
configure the speaker volume?

3. What is the AutoAnswerRing# set to?

4. What is the AT command used to configure the AutoAnswerRing#?

5. What is the Flow Control set to?

6. What is the AT command used to configure the Flow Control?

Note that the ampersand (&) character, which denotes an “advanced” command, must be
included in certain AT commands.

Configure the modem to answer on the second ring using the following command:
ATS0=2
Adjust the modem’s speaker volume, using this command:

ATL3

Use the appropriate command (AT&V) to view the modem'’s current settings and verify
that your configurations have taken effect.

Finally, write (save) your configurations to NVRAM with this command:

ATE&W
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Step 7

Now that your modem is configured, suspend the reverse Telnet session by pressing
Control-Shift-6 at the same time, release, then press X. You should be returned to the
router prompt. From the router prompt, disconnect the reverse Telnet session to the
modem:

SanJosel#di sconnect

If you do not disconnect this session, you will not be able to connect to the router via the
dialup.

On Host A, use the modem control panel to check that the modem is properly installed
and working. Run HyperTerminal and select the modem from the “Connect To” window.
Then configure HyperTerminal to dial the appropriate number. If you are using the Adtran
Atlas 550, this number will be 555-6001.

At the password prompt, enter the cisco password. Next, you should see SanJosel’s
user mode prompt. Issue the who command as shown;

SanJose>who
Li ne User Host (s) Idl e Location
0 con O idle 00: 26: 49
* 2 tty 2 idle 00: 00: 00
Interface User Mode Idl e Peer Address

1. According to the output of this command, what TTY are you using to communicate
with the router?

2. Since you cannot use this connection to route TCP/IP traffic, what is the benefit of
configuring a serial interface to accept calls this way?
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Lab 2.6.2: Configuring an Asynchronous Dialup Connection on the AUX

port

Atlas 3/2 Atlas 3/1 Lo0 192.168.0.1/32

VA— Modem Modem
Host A

Objective

In this lab, you will configure an AUX port on a Cisco router to accept dial-in connections
from a workstation.

Scenario

Step 1

Step 2

The International Travel Agency wants you to configure their SanJosel core router to

accept dialup connections on its AUX port so it can be managed remotely in the event of
a network failure. As the network administrator, you are to configure the modem to allow
management sessions only. You will not be setting up DDR (Dial-On-Demand Routing).

Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This will prevent you from having problems caused by residual
configurations. Build (cable) the network according to the above diagram. Use the Adtran
Atlas 550 or similar device to simulate the PSTN. If you are using the Atlas 550, be sure
the line cables from both modems are plugged into the octal FXS voice module ports of
the Atlas 550 as labeled in the diagram.

Use a rollover cable and DCE modem adapter to connect the external modem to the
router’'s AUX port.

Configure SanJosel’s AUX port for an asynchronous connection that will use
authentication:

SanJosel(config)#line aux O
SanJosel(config-1ine)#l ogin
SanJosel(config-1ine)#password cisco

Set the line speed, flow control type, and number of stopbits:

SanJosel(config-1ine)#speed 115200
SanJosel(config-1ine)#fl owontrol hardware
SanJosel(config-line)#stopbits 1

Note that the maximum speed supported by the AUX port varies depending on the model
router that you are using. On the 2600 and 3600 series routers, 115200 bps is the
maximum while other platforms may only support up to 38400 bps. Typically, you should
lock the modem speed at the maximum bit-rate supported by both the router and the
modem.
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Step 3

Next, configure the line for both incoming and outgoing calls, and allow incoming calls
using all available protocols and set an enable secret password:

SanJosel(config-1ine)#nodem i nout
SanJosel(config-1ine)#transport input all
SanJosel(config-1ine)#exit

SanJosel(confi g)#enabl e secret cisco
SanJosel(confi g) #exi t

On SanJosel, issue the show | i ne command at the router prompt. A sample output is
shown below.

SanJosel>show | i ne

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt

* 0 CTY - - - - - 1 0 0/0 -
* 65 AUX 115200/ 115200- i nout - - - 1 1 24/ 0 -
66 VTY - - - - - 0 0 0/0 -

67 VTY - - - - - 0 0 0/0 -

68 VTY - - - - - 0 0 0/0 -

69 VTY - - - - - 0 0 0/0 -

70 VTY - - - - - 0 0 0/0 -

Li ne(s) not in async node -or- with no hardware support:
1-64

1. According to the output of this command, what is the line number for your router’'s AUX

port?

At this point, have the router automatically configure the modem without establishing a
reverse Telnet connection. Instead of using reverse Telnet to configure the modem, you
will use the Cisco I0S autoconfiguration feature. The debug conf nodemcommand can
be used to monitor the autoconfiguration process.

Enter the following commands from Host A, as shown:

SanJosel#debug confnbdem
SanJosel#configure term nal
SanJosel(config)#line 65

SanJosel(confi g-1ine)#mdem aut oconfi gure di scovery

Depending on your answer to Question #1, you may need to substitute another line
number for line 65. Once you have typed the nodem aut oconfi gure di scovery
command, you should see debug output as the router queries and configures the
modem. The entire process may take approximately 30 seconds or more.

Note that, whenever possible, you should manually configure a modem or use a specific
modem configuration script. The I0S modem discovery feature is unlikely to provide an
optimal modem configuration.
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Even though you used the modem autoconfiguration feature, you may also want to
establish a reverse telnet session to the modem via the AUX port.

2. What port number would you telnet to in order to connect to the modem on the AUX
port?

Step 4

In order to establish a reverse telnet session with the modem, you must first disconnect
your dial-up session and return to SanJosel’s console.

At SanJosel’s console, enter the following commands to enable a Telnet session with
password authentication and an active interface:

SanJosel(config)#line vty 0 4

SanJosel(config-1line)#l ogin

SanJosel(config-1ine)#password cisco
SanJosel(config-1ine)#interface | oopback O
SanJosel(config-if)#i p address 192.168.0.1 255. 255. 255. 255

3. Why should you assign a password to the virtual terminals?

4. Why did you need to assign an IP address to a loopback interface?

5. Why is a 32-bit mask used with the loopback address?

Finally, you may want to take advantage of the router’s host table to make starting a
reverse Telnet session easier. Enter the following command to create a host table
mapping that will include both the IP address and the reverse Telnet port number:

SanJosel(config)#i p host nobdem 2065 192.168.0.1

Once you have configured the host table mapping, you will only need to type the
hostname to start a telnet session. Enter the hostname at the prompt, as shown:

SanJosel#nodem

This should open a reverse Telnet session with the modem. Issue the AT&V command to
verify that you are talking to the modem. Troubleshoot as necessary.
To disconnect the reverse Telnet session:

CTRL- SH FT-6 then X

SanJosel#di sconnect
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Step 4

On Host A, use the modem control panel to check to see that the modem is properly
installed and working. Run HyperTerminal and select the modem in the “Connect To”
window. Then use HyperTerminal to dial the appropriate number. If you are using the
Adtran Atlas 550, this number will be 555-6001.

If Host A successfully connects to SanJosel, you will see a password prompt. At the
password prompt, enter the “cisco” password to access the router. Troubleshoot as
necessary.
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Lab 2.6.3: Configuring Asynchronous Dialup PPP

= -

Host A Host B
192.168.0.2 /24 192.168.216.2 /24
Fa0/0 192.168.0.1 /24 Atlas 3/1 Atlas 3/2 Fa0/0 192.168.216.1 /24

e ) ™ Iy

S0/1 Modem Modem
192.168.8.1 /124 192.168.8.3 /24

PPP

Objective

In this lab, you will configure two Cisco routers to connect to each other asynchronously
using PPP.

Scenario

Step 1

Step 2

The International Travel Agency wants to give a remote site, Capetown, access to their
company headquarters, SanJosel. Capetown needs only occasional access to company
email. As the network administrator, you have been asked to configure a dial-up PPP
connection between the two sites. When you are finished, Capetown will be able to
establish a DDR (Dial-On-Demand Routing) connection to SanJosel. You will verify this
configuration by sending a ping from the Capetown’s Host B to the SanJosel Host A.

Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure either router’s serial interfaces yet. Use the Adtran Atlas 550 or similar
device to simulate the PSTN. If you are using the Atlas 550, be sure the line cables from
both modems are plugged into the octal FXS voice module ports of the Atlas 550 as
labeled in the diagram. Also, be sure to configure both workstations with the correct IP
address and default gateway (router Fa0/0 IP address).

Configure Capetown'’s serial interface for an asynchronous connection.

Capet own(confi g) #i nterface s0/1

Capet own(confi g-i f)#physi cal -1 ayer async
Capetown(config-if)#i p address 192.168. 8.3 255. 255. 255.0
Capet own(confi g-if)#encapsul ati on ppp

Capet own(confi g-if)#async node dedi cat ed
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Note that the serial interface uses PPP encapsulation.

1. What is the default encapsulation type for a serial interface when in physical-layer
async mode?

The async node dedi cat ed command puts the interface in dedicated asynchronous
network mode. In this mode, the interface will only use the specified encapsulation (PPP
in this case). An EXEC prompt does not appear, and the router is not available for normal
interactive use.

Since you are configuring a low-bandwidth dial-up connection, you should turn off CDP
updates to reduce bandwidth usage.

Capet own(config-if)#no cdp enabl e

You must also enter additional commands so that Capetown can dial-up SanJosel:
Capet own(config-if)#dialer in-band

The di al er i n-band command specifies that the interface will support dial-on-demand
routing (DDR).

Capet own(config-if)#dialer idle-timeout 300

The di al er idle-ti meout command specifies the number of seconds the router will
allow the connection to remain idle before disconnecting. The default is 120 seconds.

Capetown(config-if)#dialer wait-for-carrier-time 60

Thedi al er wait-for-carrier-ti ne command specifies the length of time the
interface waits for a carrier when trying to establish a connection. The default wait-time is
30 seconds. The routers in this lab will use a chat script to initialize the modem and
cause it to dial (you will configure a chat script later in this step). On asynchronous
interfaces, the di al er wait-for-carrier-ti me command essentially sets the total
time allowed for the chat script to run.

Capet own(config-if)#di al er hol d- queue 50

The di al er hol d- queue command is used to allow outgoing packets to be queued
until a modem connection is established. If no hold queue is configured, packets are
dropped during the time required to establish a connection. The 50 in this command
specifies 50 packets.

Capet own(config-if)#dialer-group 1

The di al er - gr oup command controls access by configuring an interface to belong to a
specific dialing group. In Step 3, you will specify what kind of traffic will trigger DDR for
interfaces belonging to group 1 (using the di al er-1i st command).

Capetown(config-if)#dialer map i p 192.168.8.1 nane SanJosel nodem scri pt
hayes56k broadcast 5556001

This di al er map command creates a mapping between an IP address and the phone
number that should be dialed to reach that address. It also tells the router to use the
appropriate chat script. Chat scripts are used in DDR to give commands to dial a modem
and commands to log on to remote systems.
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This completes the interface configuration. Enter global configuration mode to define the
chat script. The following command should be used with Hayes 56K Accura modems:

Capet own(confi g)#chat-scri pt hayes56k ABORT ERROR "" "AT Z" OK "ATDT \T"
TI MEQUT 30 CONNECT \c

Step 3

Once the serial interface and chat script have been configured for asynchronous PPP,
configure the line parameters:

Capet own(confi g) #l i ne 2

Capet own(config-1ine)#speed 115200

Capet own( confi g-1ine)#f | owcontrol hardware
Capet own(confi g-1i ne)#nmodem i nout

Capet own(confi g-1ine)#transport input al

Capet own(config-1ine)#stopbits 1

1. What is the default number of stopbits on a line?

Step 4

Finally, configure Capetown to establish a dial-up connection for IP traffic:

Capetown(config)#dialer-list 1 protocol ip permt

Since this dialer list is numbered 1, it is linked to dialer group 1. The di al er-1i st
command specifies the traffic that is to be permitted on interfaces that belong to the
corresponding dialer group.

In order for Capetown to route traffic via the Serial 0/1 interface, configure this default
route to the central site:
Capetown(config)#ip route 0.0.0.0 0.0.0.0 192.168.8.1

This completes the remote Capetown router configuration.
Step 5

Configure the company headquarters router, SanJosel. Enter the following commands:

SanJosel(config)#interface s0/1
SanJosel(config-if)#physical-1ayer async
SanJosel(config-if)#i p address 192.168.8.1 255.255.255.0
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#async node dedi cated
SanJosel(config-if)#no cdp enable

SanJosel(config)#line 2

SanJosel(config-1ine)#speed 115200
SanJosel(config-1ine)#fl owontrol hardware
SanJosel(config-1ine)#nmdem i nout

SanJosel(config-line)#transport input al
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SanJosel(config-line)#stopbits 1
SanJosel(confi g-1ine)#mdem aut oconfi gure di scovery
SanJosel(config)#ip route 192.168.216. 0 255.255. 255. 0 192. 168.8.3

Step 6

At this point, you may want to reboot all of the lab equipment in order to prevent potential
problems with residual configurations. Write both SanJosel’s and Capetown’s
configuration to NVRAM and reload the router, power cycle the modem, and power cycle
the Adtran Atlas 550.

Step 7

From the Capetown Host B, ping the SanJosel Host A (192.168.0.2). The first set of
pings may fail. If they do, issue the pi ng command a second or third time. Eventually the
ping should be successful which means the Capetown Host B has dialed the SanJosel
Host A and your configuration is working. Troubleshoot as necessary.

Once you have verified successful pings, issue the show di al er command on
Capetown. A sample output is shown below.

Capet own#show di al er

Serial0/1 - dialer type = | NNBAND ASYNC NO PARI TY

Idle tiner (300 secs), Fast idle tiner (20 secs)

Wait for carrier (60 secs), Re-enable (15 secs)

Dialer state is data link | ayer up

Dial reason: ip (s=192.168.216.2, d=192.168.0.2)

Time until disconnect 217 secs

Connected to 5556001

Dial String Successes Fai l ures Last DNIS Last status
5556001 1 0 00: 04: 19 successf ul

1. What is the dialer type of S0/1?

2. What is the dialer state?

3. What is the dial reason?

4.  How much longer will this connection remain up if it is idle?
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Lab 3.7.1: Configuring PPP Interactive Mode

Atlas 3/2 Atlas 3/1 Lo0 192.168.0.1/32
ey
B = —
VA— Modem Modem S0/1
Host A 192.168.8.1 /124

Objective

In this lab, you will configure a Cisco router to connect asynchronously to a modem and
use a workstation (Host A) to remotely dial in to the router. You will also configure PPP
interactive mode, so that Host A’s user can select between a PPP session and a router
management EXEC session.

Scenario

Step 1

Step 2

The International Travel Agency wants you to configure dial-up access to the central
router SanJosel. They would like you to set up access so that the remote user at Host A
can dial up the router for either an EXEC management session on the router, or a PPP
connection to the corporate LAN. This configuration will allow the dial-up user to choose
between configuring the router remotely or accessing the central site’s network. Since the
user may choose to access International Travel Agency’s TCP/IP-based network, your
configuration must account for assigning an IP address to Host A.

Before beginning this lab, it is recommended that you reload the router after erasing its
startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure SanJosel’s serial interface yet. Configure SanJosel with the appropriate
hostname and Loopback 0 IP address. Use the Adtran Atlas 550, or similar device, to
simulate the PSTN. If you are using the Atlas 550, be sure the line cables from both
modems are plugged into the octal FXS voice module ports of the Atlas 550 as labeled in
the diagram.

Configure SanJosel’s serial interface for an asynchronous connection.
SanJosel(config)#interface s0/1
SanJosel(config-if)#physical-1ayer async

SanJosel(config-if)#i p address 192.168.8.1 255. 255. 255. 0
SanJosel(config-if)#async node interactive
SanJosel(config-if)#peer default ip address 192.168.8.5

The async node i nteractive command allows the remote user to select between a
PPP session and an EXEC session with the router. The peer default ip address
command configures the router to assign an IP address to the dial-in host. An IP address
is required in order for the remote host to access the International Travel Agency’s
TCP/IP corporate network.

Since you will use Telnet and reverse Telnet in this exercise, configure SanJosel’s virtual
terminals with the following commands:
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SanJosel(config)#l ine vty 0 4
SanJosel(config-1ine)#l ogin

SanJosel(config-1ine)#password cisco

Step 3

Configure the appropriate line so that it can communicate with the modem (line 2 is used
here as an example, use show | i ne to verify your router’'s number):
SanJosel(config)#line 2
SanJosel(config-1line)#l ogin
SanJosel(config-1ine)#password cisco
SanJosel(config-1ine)#speed 115200
SanJosel(config-1ine)#fl owontrol hardware
SanJosel(config-1ine)#nmdem i nout
SanJosel(config-line)#transport input al
SanJosel(config-line)#stopbits 1
For this scenario, you will also configure this line to select PPP automatically:
SanJosel(confi g-1ine)#aut osel ect ppp
The aut osel ect command configures the Cisco IOS software to identify the type of
connection being requested. This command is used on lines making different types of
connections.
Finally, reverse Telnet to the modem, restore the modem’s factory default settings
(AT&F), and configure the modem to answer on the second ring (ATS0=2).
SanJosel#t el net 192.168. 0.1 2002
Password: cisco
(no pronpt) AT
oK
AT&F
ATS0=2

1. What port number will you use to establish a reverse Telnet session with the modem?
Now that your modem is configured, suspend the reverse Telnet session by pressing
Control-Shift-6 at the same time, release, then press X. You should be returned to the
router prompt. From the router prompt, disconnect the reverse Telnet session to the
modem:
SanJosel#di sconnect
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Step 4

In this step, you will verify that SanJosel is accepting dial-up PPP connections from Host
A.

First, change the TCP/IP Properties of the network card to obtain an IP address
automatically.

Next, configure Dial-Up Networking (DUN) on Host A. The exact configuration steps for
DUN will vary depending on the operating system used by Host A. If you are using
Windows 9x/2000/Me, open the “Dial-Up Networking” folder and click on the “Make New
Connection” icon. In Windows 2000, this folder is called “Network and Dial-Up
Connections.” If you are using the standard Adtran Atlas configuration, configure the
connection to dial 555-6001 (port 1). Since you have not configured PPP authentication,
no username or password for this connection is required.

When you have named and completed the DUN configuration, double-click your
connection’s icon and establish a dial-up connection with SanJosel. If the connection
fails, troubleshoot as necessary.

Once your connection is established, check Host A’s IP address. Remember that this
address will be bound to the dial-up adapter (modem), and not a NIC.

What IP address has been assigned to the dial-up adapter?

Verify that Host A has TCP/IP connectivity to the corporate network by pinging
SanJosel’s loopback interface of 192.168.0.1. If Host A does not receive a reply,
troubleshoot as necessary.

From Host A, telnet to SanJosel at 192.168.8.1 and enter the appropriate password. On
SanJosel, issue the show i nterface s0/ 1 command. (A partial sample output is
shown below.)

SanJosel#show i nterface s0/1
Serial0/1 is up, line protocol is up
Hardware is PQUI CC Serial in async node
Internet address is 192.168.8.1/24
MU 1500 bytes, BW 115 Kbit, DLY 100000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set
Keepal i ve not set

<out put omitted>

2. According to the output of the show i nt er f ace command, what is the encapsulation

set to?

Now that you have verified TCP/IP connectivity, exit the Telnet session and disconnect
the dial-up link.

Step 5
In this step, you will verify that SanJosel is accepting dial-up management (EXEC)
sessions from Host A.
First, right-click on your connection’s icon in the “Dial-Up Networking” window and select
“Properties.” If you are using Windows 95/98, click the “Configure” button on the
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“General” tab, which will open the modem configuration window. In this window, select
the “Options” tab, and check the box that says “Bring up terminal window after dialing.” If
you are using Windows 2000, check the “Show terminal window” box on the “Security”
tab.

Now establish the dial-up connection, as you did previously in Step 4. When the router
answers the call, a terminal window should appear. Press the Enter key to trigger the
router password prompt and then enter the appropriate password.

While you are still connected, issue the show i nt erface s0/1 command on
SanJosel

According to the output of the show i nt er f ace command, what is the line
encapsulation set to?

Note that the interface is not in an up-and-up state even though you have an
established connection. Why is this so?

Has Host A’s dial-up adapter been assigned an IP address?

Finally, since SanJosel is using asynchronous interactive mode, you can begin a PPP
session with the router by entering the appropriate command while in the management
session. In your dial-up terminal window, type the following command:

RTA>ppp

You will see strings of character output, which are representations of PPP frames. Click
on the “Continue” button at the bottom of the Dial-Up Networking terminal window. After a
few seconds, check Host A’s IP address. The dial-up adapter should now have the
address 192.168.8.5.

Verify that you have TCP/IP connectivity by Telnetting from Host A to SanJosel via
192.168.8.1.
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Lab 3.7.2: Configuring PPP Options: Authentication and Compression

Atlas 3/2 Atlas 3/1 Lo0 192.168.0.1/32
ey
e
VA— Modem Modem S0/1
Host A 192.168.8.1 /124

Objective

In this lab, you will configure a Cisco router to accept PPP dial-up connections from a
workstation using key PPP options: authentication and compression.

Scenario

The International Travel Agency wants you to configure dial-up access to the central
router SanJosel using PPP. In order to secure dial-up access, you are to configure
authentication. Also, you have been asked to configure compression in order to maximize
the amount of data that can be transferred across the link.

Step 1

Before beginning this lab, it is recommended that you reload the router after erasing its
startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure SanJosel’s serial interface yet. Configure SanJosel with the appropriate
hostname and IP addresses. Use the Adtran Atlas 550, or similar device, to simulate the
PSTN. If you are using the Atlas 550, be sure the line cables from both modems are
plugged into the respective octal FXS voice module ports of the Atlas 550 as labeled in
the diagram.

Step 2

Configure SanJosel’s serial interface for an asynchronous connection.
SanJosel(config)#interface s0/1

SanJosel(config-if)#physical -1ayer async
SanJosel(config-if)#async node dedi cated

SanJosel(config-if)#i p address 192.168.8.1 255. 255. 255.0
SanJosel(config-if)#peer default ip address 192.168.8.5

Remember, the peer default ip address command is used to automatically assign
the dial-up host an IP address. Next, configure the line as shown:

SanJosel(config)#line 2
SanJosel(config-1ine)#l ogin
SanJosel(config-1ine)#password cisco
SanJosel(config-1ine)#speed 115200
SanJosel(config-1ine)#flowontrol hardware
SanJosel(confi g-1ine)#nodem i nout

SanJosel(config-1ine)#transport input all
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SanJosel(config-line)#stopbits 1

Since you will be using Telnet and reverse Telnet during this exercise, configure the
virtual terminals:

SanJosel(config-line)#line vty 0 4
SanJosel(config-1ine)#l ogin
SanJosel(config-1ine)#password cisco

Step 3

Configure PPP to use PAP authentication using the following commands:
SanJosel(config-line)#interface s0/1
SanJosel(config-if)#encapsul ati on ppp

SanJosel(config-if)#ppp authentication pap

SanJosel(config-if)#exit

SanJosel(confi g) #usernane hosta password itsasecret

Recall that PPP supports two different authentication protocols, PAP and CHAP.
1. Which protocol, PAP or CHAP, is considered the most secure? Why?

When using PPP authentication, the router checks received username and password
combinations against a database. In this exercise, the username and password database
is stored locally on the router. The username name password password command is
used to enter this local authentication information. In Lab 3.7.3, you will configure the
router to use a non-local password/username database stored on a security server.

Step 4
Configure PPP to use compression, using the following commands:

SanJosel(config)#interface s0/1
SanJosel(config-if)#ppp conpression stacker

The ppp conpr essi on command specifies the compression algorithm to use with PPP.
Both link partners must be configured to use the same compression algorithm. In this
case, you will configure PPP to use the stacker algorithm (sometimes called the Lempel-
Ziv algorithm, or LZS). Stacker is CPU-intensive.

1. What other method of PPP compression is available?

You can also compress the headers of your TCP/IP packets in order to reduce their size,
thereby increasing performance. Header compression is particularly useful on networks
with a large percentage of small packets, such as those supporting many Telnet
connections. This feature only compresses the TCP header, so it has no effect on UDP
packets or other protocol headers. Enable TCP header compression with the following
command:
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Step 5

Step 6

SanJosel(config-if)#ip tcp header-conpression

Note that TCP header compression is often referred to as Van Jacobsen (VJ)
compression, after its inventor's name.

This completes the PPP configuration.

Reverse Telnet to the modem, restore the modem'’s factory default settings (AT&F),
configure the modem to answer on the second ring (ATS0=2), then disconnect the
session. (Refer to Lab 3.7.1 for the procedure if necessary.)

At this point, you may want to reboot all of the lab equipment in order to prevent potential
problems with residual configurations. Write SanJosel’s configuration to NVRAM and
reload the router, power cycle the modem, and power cycle the Adtran Atlas 550.

Before configuring Host A’s Dial-Up Networking, enable PPP debug on SanJosel’s
console using the following command:

SanJosel#debug ppp negotiation

After enabling debug, configure Dial-Up Networking on Host A to dial SanJosel. If you
are using the standard Adtran Atlas 550 configuration, configure Dial-Up Networking to
dial 555-6001, with the username hosta, and password itsasecret.

Be sure this connection is not configured to bring up a terminal window. From Host A, dial
SanJosel. If the connection attempt fails, troubleshoot as necessary (you may have to
repeat Step 5). Once you have connection successfully examine the debug output.
SanJosel’s output should include the following:

Se0/1 LCP: State is Open

Se0/ 1 PPP: Phase is AUTHENTI CATING by this end

Se0/1 PAP: | AUTHHREQid 1 len 16 from "hosta"

Se0/1 PAP: Authenticating peer hosta

Se0/1 PAP: O AUTHACK id 1 len 5

Se0/1 PPP: Phase is UP

Se0/1 I PCP: O CONFREQ [Closed] id 8 len 16

Se0/1 | PCP: ConpressType VJ 15 slots (0x0206002DOF00)

Se0/1 | PCP: Address 192.168.8.1 (0x03060A010101)

Se0/1 CCP: O CONFREQ [Closed] id 4 len 10

Se0/1 CCP: LZSDCP history 1 check nobde SEQ process UNCOVPRESSSED
(0x170600010201)

1. According to the debug output, who is the authenticating peer?

2. During the AUTHENTICATING phase, does the debug indicate the authentication
protocol used?
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3. What does CompressType VJ refer to?

4. What does LZSDCP refer to?

5. According to the debug output on SanJosel, during which PPP phase(s) are LCP
frames exchanged?

6. According to the debug output on SanJosel, which kinds of NCPs were exchanged
between Host A and SanJosel?

While Host A is still connected to SanJosel (reconnect if necessary), issue the show
conpr ess command. A sample output is shown below.

SanJosel#show conpress
Serial 0/1
Sof t war e conpressi on enabl ed
unconpressed bytes xmt/rcv 0/2357
1 mnavg ratio xm/rcv 0.000/0.000
5 mn avg ratio xnt/rcv 0.000/0.000
10 min avg ratio xm/rcv 0.000/2.419
no bufs xnt 0 no bufs rcv O
resyncs 0O
Addi tional Stacker Stats:
Transmit bytes: Unconpressed = 0 Conpressed = 0
Recei ved bytes: Conpressed = 564 Unconpressed = 0

7. According to the output of this command, is the compression method hardware or
software-based?

Disconnect your dial-up session and redial using the wrong password. Leave the PPP
debug running on SanJosel. The connection should fail.

8. What indications as to why the connection failed are included in the debug ouput’s
AUTHENTICATING PHASE?
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Lab 3.7.3: Configuring PPP Callback

o &
Host A Host B
192.168.0.2 /24 192.168.216.2 /24
Fa0/0 192 168.0.1 /24 Atlas 3/1 Atlas 3/2 Fa0/0 192.168.216.1 /24

ﬂ PSTH ﬁ

so/1 Modem Modem
192.168.8.1 /24 1921 68.8.3/24

PPP

Objective

In this lab you will configure a Cisco router for PPP callback.

Scenario

Step 1

Step 2

You are to configure PPP callback so that the International Travel Agency’s remote router
(Capetown) can dial the central router (SanJosel), hangs up, and then accept an
incoming call from SanJosel. By configuring SanJosel to call back, you will prevent
Capetown from incurring excessive toll charges. Assume the International Travel
Agency’s central site (SanJosel) has secured lower call rates.

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure either router’s serial interfaces yet. Use the Adtran Atlas 550 or similar
device to simulate the PSTN. If you are using the Atlas 550, be sure the line cables from
both modems are plugged into the octal FXS voice module ports of the Atlas 550 as
labeled in the diagram. Also, be sure to configure both workstations with the correct IP
address and default gateway (router Fa0/0 IP address).

Configure both routers’ serial interfaces for asynchronous connections. Be sure that you
have set the correct IP addresses for each router. Below are the commands for
SanJosel as an example.

SanJosel(config)#interface s0/1

SanJosel(confi g-if)#physical -l ayer async
SanJosel(config-if)#async node dedicated
SanJosel(config-if)#ip address 192.168.8.1 255.255.255.0

Configure the following line parameters for both routers. Below are the commands for
SanJosel as an example.
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ine 2
ne) #l ogi n
ne) #password ci sco

SanJosel(confi |
i
i
i ne) #speed 115200
i
i
i
i

g
SanJosel(config-
SanJosel(confi g-
SanJosel(confi g-
i g-1ine)#f | owcontrol hardware
i g-1ine)#nmodem i nout
ig-line)#transport input al
ig-line)#stopbits 1

SanJosel(confi
SanJosel( conf
SanJosel( conf
SanJosel(confi

Configure the virtual terminals on both routers with passwords.

Next, reverse Telnet to both modems, restore their factory default settings, and configure
the modems to answer on the second ring. Be sure to disconnect from the reverse
Telnet session after changing the setting (Control-Shift-6, and then, X, followed by the

di sconnect command).

Step 3
Configure both routers to use their modems to initiate dial-up connections. On both
routers, enter the appropriate di al er commands. Below are example commands for
SanJosel.
SanJosel(config)#i nterface serial 0/1
SanJosel(config-if)#no cdp enabl e
SanJosel(config-if)#dial er in-band
SanJosel(config-if)#dialer idle-tineout 300
SanJosel(config-if)#dialer wait-for-carrier-time 60
SanJosel(confi g-if)#dial er hol d- queue 50
SanJosel(config-if)#dialer-group 1
SanJosel(confi g) #chat-scri pt hayes56k ABORT ERROR "" "AT Z" K "ATDT
\T" TIMEQUT 30 CONNECT \c
SanJosel(config)#dialer-list 1 protocol ip permt
Once you have entered the above commands on both routers, you can configure the
dialer map on Capetown:
Capet own(confi g)#i nterface s0/1
Capetown(config-if)#dialer map i p 192.168. 8.1 nane SanJosel nodem
scri pt hayes56k broadcast 5556001
This command maps SanJosel’s IP address to its phone number, and specifies the chat-
script that should be used to initialize the modem. Because SanJosel will be the callback
server, its dialer map configuration will require additional keywords. You will enter
SanJosel’s dialer map configuration in the next step.
Step 4
Configure SanJosel’s serial interface to act as a PPP callback server. First, you will
configure PPP for PAP authentication:
SanJosel(config)interface s0/1
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication pap
SanJosel(config-if)#ppp pap sent-usernane SanJosel password al pha
The ppp pap sent-user name command configures SanJosel to send the specified
username and password combination if prompted during the PPP authentication phase.
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Step 5

Step 6

Step 7

Next, enter the PPP commands required to configure SanJosel as a PPP callback server
as shown:

SanJosel( conf

g #ppp cal | back accept
SanJosel(config

g

9

f)
f)#di al er call back-secure
f)#exit

username Capetown password bravo

-

-
SanJosel(confi g-i
SanJosel(config)#
The ppp cal | back accept command configured SanJosel to accept callback
requests from clients. The di al er cal | back- secur e command affects those users
that are not authorized to be called back with the di al er cal | back- server

command. If the username is not authorized for callback, the call will be disconnected.
Next, configure authorization for callback service on SanJosel:

SanJosel(confi g) #map-cl ass di al er di al back
SanJosel(confi g- map-cl ass) #di al er cal | back-server usernane
SanJosel(confi g- map-cl ass) #exi t

SanJosel(config)#interface s0/1

SanJosel(config-if)#dialer map i p 192. 168. 8.3 nane Capet own cl ass
di al back modem scri pt hayes56k broadcast 5556002

Configure Capetown for PPP with PAP authentication and callback request, using the

ppp cal |l back request command, as shown:
) terface s0/1

- #encapsul ati on ppp

#ppp authentication pap

Capet own(confi g) #in
if)
if)
i f)#ppp pap sent-username Capetown password bravo
if)
if)
#us

g
Capet own(confi g
Capet own(confi g
Capet own(confi g
Capet own(confi g
Capet own(confi g-
Capet own(confi g)

- #ppp cal | back request
#exi t
ernanme SanJosel password al pha

Set up static routes on both routers. For SanJosel, configure a static route to
Capetown’s LAN:

SanJosel(config)#i p route 192.168.216. 0 255. 255.255.0 192.168.8.3

On Capetown, configure a default route to the central router:

Capet own(config)#ip route 0.0.0.0 0.0.0.0 192.168.8.1

At this point, you may want to reboot all of the lab equipment in order to prevent potential
problems with residual configurations. Write both SanJosel’s and Capetown’s
configuration to NVRAM and reload the router, power cycle the modem, and power cycle
the Adtran Atlas 550.

After all the lab equipment have rebooted, enable debug on SanJosel’s console:

SanJosel#debug dial er

The debug di al er command will output dial-up related information to the console. Now
bring up the asynchronous connection by pinging from Host B to Host A (192.168.0.2).

1. Which of Capetown’s routing table entries will be used to route Host B’s ping packet
t0 192.168.0.2?
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2. What is the next-hop IP address mapped to that route?

3. What is the phone number mapped to that address in Capetown’s configuration?

Capetown should call SanJosel, SanJosel should disconnect the call, and then
SanJosel should call back Capetown. Troubleshoot as necessary. The debug di al er
output should reflect this process, as shown in this example:

SanJosel#

01:07: 06: % . NK-3- UPDOMWN: | nterface Serial 0/1, changed state to up

SanJosel#Di al er statechange to up Serial0/1

01:07:06: Serial0/1 DDR Dialer received inconmng call from <unknown>

01:07:08: Serial0/1 DDR PPP cal | back Call back server starting to
Capet own 5556002

01:07:08: Serial0/1 DDR disconnecting call

01: 07: 10: % .1 NK-5- CHANGED: Interface Serial0/1, changed state to reset

01:07: 15: % . NK-3- UPDOWN: | nterface Serial 0/1, changed state to down

01:07:30: Serial0/1 DDR re-enable tinmeout

01:07: 30: DDR callback triggered by dialer_tiners

01:07:30: Serial0/1 DDR beginning call back to Capet own 5556002

01:07:30: Serial0/1 DDR Attenpting to dial 5556002

01:07: 30: CHAT2: Attenpting async line dialer script

01:07: 30: CHAT2: Dialing using Mddem script: hayes56k & System script:
none

01: 07: 30: DDR Freeing callback to Capetown 5556002

01:07: 30: CHAT2: process started

01:07:30: CHAT2: Asserting DTR

01:07: 30: CHAT2: Chat script hayes56k started

01:07: 58: CHAT2: Chat script hayes56k finished, status = Success

01:08: 00: %.1 NK-3-UPDOWN: Interface Serial 0/1, changed st ate to up

SanJosel#Di al er statechange to up Serial 0O/ 1Di aler call has been pl aced
Serial 0/1

4. According to the debug output, what happens on SanJosel immediately after it
attempts to dial 555-6002?

Finally, test your connection by attempting to telnet from Host B to 192.168.0.1
(SanJosel’s Ethernet interface). Once the dial-up connection is established from
SanJosel to Capetown, the Telnet should be successful. Troubleshoot as necessary.

Semester 6: Remote Access v2.0 - Lab 3.7.3

Copyright 0 2001, Cisco Systems, Inc.



Lab 4.9.1: Configuring ISDN BRI

& o
Host A Host B
192.168.0.2 /24 192.168.216.2 /24
Fa0/0 192.168.0.1 /24 Atlas 4/1 Atlas 4/2 Fa0/0 192.168.216.1 /24

@W— ISDN —@

Bri0/0 192.168.16.1/24 Bri0/0 192.168.16.3/24
PPP
Ph# 555-1234, 555-1235 Ph# 555-4000, 555-4001
SPID: 5105551234001 SPID: 51055540000001
SPID: 5105551235001 SPID: 51055540010001

Objective

In this lab, you will configure two Cisco routers for DDR using ISDN BRI.

Scenario

Step 1

Step 2

The International Travel Agency wants you to configure an ISDN DDR connection
between a remote office, Capetown, and its corporate network core router, SanJosel.
They have asked that you configure PPP encapsulation and CHAP authentication over
this link. You have been asked to configure DDR so that only the following mission-critical
applications qualify as interesting traffic: web, DNS, FTP, Telnet, and mail.

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure either router’'s BRI interfaces yet. Use the Adtran Atlas 550 or similar device
to simulate the ISDN cloud. If you are using the Atlas 550, be sure to use straight-through
cables and connect both routers to the respective BRI module ports of the Atlas 550 as
labeled in the diagram. Be sure to configure both workstations with the correct IP address
and default gateway (i.e., router Fa0/0 IP address). You should also read Appendix B
before proceeding with Step 2.

Configure SanJosel to use the appropriate ISDN switch type. Your ISP will provide you
with this information and in this case, the International Travel Agency has been told their
provider is using the National switch type. Enter the following command:

SanJosel(confi g)#i sdn switch-type basic-ni
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Step 3

Since you will be using PPP encapsulation and CHAP on the B channels, enter
username and password information for the remote router and an enable password for
SanJosel. SanJosel will use the enable password when responding to CHAP
challenges.

SanJosel(confi g)#user nanme Capetown password ci sco
SanJosel(confi g) #enabl e password ci sco
SanJosel(config)#line vty 0 4
SanJosel(config-1ine)#password cisco

SanJosel(config-1ine)#exit

Note: you could use the enabl e secret password here, but for the purposes of this
lab, an enabl e password is all that is needed. The virtual terminal configuration is
necessary because you will Telnet to SanJosel in Step 7.

Next, set up a dialer list to use with DDR. This dialer list will be used to identify interesting
traffic, that is, traffic for which the ISDN link should be established. The International
Travel Agency wants you to restrict what constitutes “interesting” traffic, but for now, use
the following command:

SanJosel(config)#dialer-list 1 protocol ip permt

This permissive command will establish the link for any IP traffic that needs to be routed
out the BRI interface. In Step 7, you will reconfigure this dialer list to fulfill the client's
requirements completely.

Configure the BRI on SanJosel.

SanJosel(config)#interface bri0/0

SanJosel(config-if)#i p address 192.168.16.1 255.255.255.0
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#dialer-group 1

The di al er-group 1 command associates this interface with dialer list 1. In order for
this BRI to establish a connection with the ISP’s ISDN switch, you must configure at least
one SPID (service profile identifier). With two B channels, you will configure two SPIDs.
Enter the following commands on SanJosel:

SanJosel(config-if)#i sdn spidl 51055512340001 5551234
SanJosel(config-if)#isdn spid2 51055512350001 5551235
SanJosel(config-if)#no shutdown

After the SPIDs and ISDN switch type are configured, the router will send the SPID to the
switch. If you have made a configuration error, you may receive the following output:

% SDN-4- | NVALI D_SPI D: Interface BRO/0, Spidl was rejected
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If you don't receive an error, use the show i sdn st at us command to verify that
SanJosel has established communication with the ISDN switch. A sample output is
shown below.

SanJosel#show i sdn status
G obal | SDN Switchtype = basic-ni
| SDN BRI O/ 0 interface
dsl 0, interface | SDN Switchtype = basic-ni
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEl = 64, Ces = 1, SAPI = 0, State = MILTI PLE_FRAVE_ESTABL| SHED
TEI = 65, Ces = 2, SAPI = 0, State = MILTI PLE_FRAME ESTABL| SHED
Spi d Status:
TElI 64, ces = 1, state = 8(established)
spi d1 configured, spidl sent, spidl valid

Endpoint ID Info: epsf =0, usid = 70, tid =1
TElI 65, ces = 2, state = 8(established)

spi d2 configured, spid2 sent, spid2 valid

Endpoint ID Info: epsf =0, usid = 70, tid = 2

Layer 3 Status:

0 Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
The Free Channel Mask: 0x80000003
Total Allocated | SDN CCBs = 0

Note that the highlighted lines of the above output show that the Layer 2 state between
the switch and the router is “established” and that SPID1 and SPID2 were accepted. If
the SPID status is not established or, if you change your router’s SPID configuration,
issue the command below to force the router to resend the SPID to the switch. Executing
the command once, on a production network should be sufficient. However, when using
the Atlas 550, it may be necessary to repeat the command a second or third time (refer to
Appendix B):

SanJosel#cl ear interface bri0/0

You may also use the debug i sdn q921 command to troubleshoot Layer 2 issues
between the router and the ISDN switch. Once you have verified connectivity to the ISDN
switch, issue the show i nterface bri 0/ 0 command, as shown:

SanJosel#show i nterface bri0/0

BRIO/O is up, line protocol is up (spoofing)

Hardware is PQU CC BRI with Uinterface

Internet address is 10.1.1.1/24

MIU 1500 bytes, BW64 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on PPP, |oopback not set

<out put omitted>
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The highlighted portion of the above output shows that the BRIO/O interface is up and the
line protocol is up (spoofing).

1. Since no ISDN call has been made yet, why do you think the BRI shows “up and up
(spoofing)”?

Now issue the show i p i nterface brief command, as shown:

SanJosel#show ip interface brief

Interface | P- Addr ess oK? Met hod St at us
Pr ot ocol

Fast Et her net 0/ 0 192.168.0.1 YES manual up up
Serial 0/0 unassi gned YES unset down down
BRI 0/ 0 192.168.16. 1 YES manual up up
BRI 0/0: 1 unassi gned YES unset down down
BRI 0/ 0: 2 unassi gned YES unset down down
Serial 0/1 unassi gned YES unset down down

2. What do BRI0/0:1 and BRI0/0:2 refer to?

3. Why is BRIO/O up, and BRI0/0:1 down?

Issue the show di al er command. A sample output is shown below.

SanJosel#show di al er
BRIO/0 - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status
0 incomng call(s) have been screened.

0 incomng call(s) rejected for call back.

BRIO/0:1 - dialer type = | SDN
Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is idle

BRI 0/0:2 - dialer type = |SDN
Idle tiner (120 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is idle

4. What is the idle timer set to for both BRI0/0:1 and BRI0/0:27?

Because organizations are typically charged by the minute when making a DDR call, it is
very important that you consider the dialer idle timeout. If the connection is idle, the router
will wait for this configurable period of time to elapse before closing the connection. The
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Step 4

International Travel Agency would like you to set an aggressive idle timeout in order to
reduce costs. Use the following command to change the timer:

SanJosel(config)#interface bri0/0
SanJosel(config-if)#dialer idle-timeout 60

Finally, you must configure a dialer map for this interface, as shown:
SanJosel(config-if)#dialer map i p 192.168. 16. 3 nane Capet own 5554000

Natice that this di al er nap command is similar to the dialer maps you created in
previous labs, but since a modem is not used, no modem-script is required.

We will now configure the Capetown router. The steps to accomplish this are basically
the same as Steps 2 - 4. Therefore, complete the following:

Capet own( confi g) #i sdn switch-type basic-ni

Capet own(confi g) #user nanme SanJosel password ci sco

Capet own( confi g) #enabl e password ci sco
Capetown(config)#line vty 0 4

Capet own( confi g-1i ne)#password ci sco

Capet own(config-1ine)#exit

Capet own(config)#dialer-list 1 protocol ip permt

Capet own(config)#interface bri0/0

Capetown(config-if)#i p address 192.168.16. 3 255. 255. 255.0
Capet own(confi g-i f)#encapsul ati on ppp

Capet own(config-if)#ppp authentication chap

Capet own(config-if)#dialer-group 1

Capet own(config-if)#i sdn spidl 51055540000001 5554000
Capet own(config-if)#i sdn spid2 51055540010001 5554001
Capetown(config-if)#dialer idle-timeout 60
Capetown(config-if)#dialer map ip 192.168. 16.1 nane SanJosel 5551234
Capet own(config-if)#no shutdown

Issue a show i sdn st at us to check that the Layer 2 and see if the SPIDs have been
accepted. If not, execute acl ear interface bri0/0 command until the SPIDs are
accepted.

Step 5
Configure a static route to 192.168.216.0/24 on SanJosel. Set up a static default route
on Capetown.
SanJosel(config)#ip route 192.168.216.0 255. 255. 255. 0 192. 168. 16. 3
Capet own(config)#ip route 0.0.0.0 0.0.0.0 192.168.16.1
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Step 6

Test your ISDN connection. Before you bring up the ISDN link, you should enable
debugging on both routers. This will allow you to troubleshoot more efficiently in the
event you encounter problems. Issue the following command to view dialer information
on both routers:

SanJosel#debug dial er

You may also wish to debug ISDN with this command:

SanJosel#debug i sdn events

Finally, because you are using PPP with CHAP authentication, you should also debug
PPP:

SanJosel#debug ppp authentication
SanJosel#debug ppp negotiation

Now, pi ng Host A from Host B. There will be a number of debug outputs--including a
dialer debug on Capetown, that should report the following:

00:56: 00: BRIO/O DDR Dialing cause ip (s=192.168.216.2, d=192.168.0. 2)
00:56: 00: BRIO/O DDR Attenpting to dial 5551234

Also, Capetown should report that channel B1 is now up:

00: 56: 01: %1 NEPROTO- 5- UPDOMN: Li ne protocol on Interface BRI 0/0:1, changed state to
up

00: 56: 06: 9 SDN-6- CONNECT: Interface BRIO/0:1 is now connected to 5551234 SanJosel

Troubleshoot this connection as necessary. Use the debug output for clues. You may

have to use the cl ear interface bri 0/ 0 command several times on both routers to

reset the interfaces.

Note: To manually disconnect an ISDN call on BRIO/O, use the following command:
SanJosel#i sdn di sconnect interface bri0/0 [all, bl, b2]

Continue testing your ISDN connection, pi ng Host A from Host B and vice versa. You
can also issue the show i sdn hi st ory command to view all active and prior ISDN
connections. The show i sdn act i ve command will output information about the
current active connection. Below are sample outputs of both commands.

SanJosel#show i sdn history

H story table has a maxi mum of 100 entri es.

H story table data is retained for a maxi nrumof 15 M nutes.

Cal | Cal ling Cal | ed Renmpot e Seconds Seconds Seconds Charges

Type Nunber Nunber Nane Used Left Idle Uni ts/ Currency
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I'n Fai | ed
Qut +ilable---- 5551234 Capet own 60
Qut +ilable---- 5551234 Capet own 40 19 40

H story table has a nmaxi num of 100 entri es.
H story table data is retained for a maxi nrumof 15 M nutes.

Cal | Cal ling Cal |l ed Renpbt e Seconds Seconds Seconds Charges

Type Nunber Nunber Nane Used Left Idle Uni ts/ Currency
Qut 5551234 SanJosel 18 44 15 0

Step 7

Now that you have a working ISDN connection, you will return to your router

1.

configurations to configure a more restrictive dialer list on the Capetown remote router.
The International Travel Agency has asked that only the following mission-critical
applications be designated as interesting traffic: web, DNS, FTP, Telnet and mail. To do
this, you must reconfigure dialer list 1 on Capetown (the remote router). The central site
router, SanJosel, will continue to be allowed to establish DDR connections for any IP
traffic.

Create an access list on Capetown that will permit the mission critical services:

Capet own( confi g) #access-list 101 pernit tcp any any eq www

Capet own(confi g)#access-1ist 101 pernmt udp any any eq donmain

Capet own( confi g) #access-1ist 101 pernmit tcp any any eq ftp

Capet own(confi g)#access-1ist 101 permt tcp any any eq tel net

Capet own( confi g) #access-1ist 101 pernit tcp any any eq pop3

Capet own(confi g)#access-1ist 101 pernmit tcp any any eq sntp

Now enter a new di al er -1 i st command that references this access list. The new
di al er-1i st command will automatically replace the old one:

Capet own(config)#dialer-list 1 protocol ip list 101

Once you have configured the new dialer list, ping Host A from Host B.

The pi ng should fail, why?

Now Tel net from Host B to SanJosel.
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2.

3.

4.

The Tel net request should bring up the ISDN connection, why?

With the connection still up, pi ng Host A from Host B once again.

Instead of failing as before, this pi ng should work. Why?

You should also be able to pi ng Host B from Host A.

While connected, issue the show di al er command on both SanJosel and Capetown.

According to the output of this command, what was SanJosel'’s time until disconnect?
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Lab 4.9.2: Configuring Snapshot Routing

Yo &
Host A Host B
192.168.0.2 /24 192.168.216.2 /24
Fa0/0 192.168.0.1 /24 Atlas 4/1 Atlas 4/2 Fa0/0 192.168.216.1 /24

@w— ISDN —@

Bri0/0 192.168.16.1/24 Bri0/0 192.168.16.3/24
PPP
Phi# 555-1234, 555-1235 Ph# 555-4000, 555-4001
SPID: 5105551234001 SPID: 51055540000001
SPID: 5105551235001 SPID: 51055540010001

Objective

In this lab, you will configure two Cisco routers for DDR and snapshot routing using ISDN
BRI.

Scenario

Step 1

The International Travel Agency wants you to configure an ISDN DDR connection
between its Capetown Regional Headquarters and the corporate network's SanJosel
core router. You are to configure snapshot routing so that routing updates are exchanged
between the routers without keeping the link up continuously. The company has also
asked that you configure PPP encapsulation and CHAP authentication over this link.

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure either router’s BRI interfaces yet. Use the Adtran Atlas 550 or similar device
to simulate the ISDN cloud. If you are using the Atlas 550, be sure to use straight-through
cables and connect both routers to the respective BRI module ports of the Atlas 550 as
labeled in the diagram. Be sure to configure both workstations with the correct IP address
and default gateway (i.e., router Fa0/0 IP address).
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Step 2

Configure SanJosel and Capetown for ISDN. Refer to the following commands to guide
your configuration.

SanJosel(confi g)#i sdn switch-type basic-n
SanJosel(config)#dialer-list 1 protocol ip permt
SanJosel(config)#interface bri0/0

SanJosel(config-if)#i p address 192.168.16.1 255. 255. 255. 0
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#isdn spidl 51055512340001 5551234
SanJosel(config-if)#i sdn spid2 51055512350001 5551235
SanJosel(config-if)#dialer-group 1
SanJosel(config-if)#dialer map i p 192.168. 16. 3 nane Capetown broadcast 5554000
SanJosel(config-if)#no shutdown

Capet own(confi g)#i sdn switch-type basic-n

Capet own(config)#dialer-list 1 protocol ip permt

Capet own(config)#interface bri0/0

Capetown(config-if)#i p address 192.168.16. 3 255. 255. 255.0
Capet own(confi g-if)#encapsul ati on ppp

Capet own(config-if)#ppp authentication chap

Capet own(config-if)#i sdn spidl 51055540000001 5554000
Capet own(config-if)#i sdn spi d2 51055540010001 5554001
Capet own(config-if)#dialer-group 1
Capetown(config-if)#dialer map i p 192.168.16.1 nane SanJosel broadcast 5551234
Capet own(config-if)#no shutdown

1. What does the keyword, br oadcast , do when used with the di al er map
command?

Use the show i sdn st at us command to verify that the routers have established
communication with the ISDN switch. Use the cl ear interface bri 0/ 0 command
multiple times if necessary to enable a valid and established SPID status. Also,
remember the random timer of up to 5 minutes.

Step 3

Configure both routers with the appropriate password and username information, as
shown for SanJosel below. Be sure to substitute the appropriate username on the
Capetown router.

SanJosel(confi g)#usernanme Capetown password ci sco
SanJosel(confi g) #enabl e password ci sco
SanJosel(config)#line vty 0 4

SanJosel(confi g-1ine)#password cisco

SanJosel(config-1ine)# z

2-5 Semester 6: Remote Access v2.0 - Lab 4.9.2 Copyright 0 2001, Cisco Systems, Inc.



Step 4

Once both routers are configured, issue the debug di al er command on both
SanJosel and Capetown. Then verify that DDR works by pinging SanJosel
(192.168.16.1) from Capetown. The show i sdn act i ve command may also be used
to verify an active connection. Troubleshoot as necessary.

Leave debug di al er enabled; you will use the output of this command in Step 5.

In this lab, you will not use static routes. The International Travel Agency has asked you
to configure dynamic routing, so that as new networks are added, routing table updates
will occur automatically.

1. How often does IGRP send updates by default?

2. Are IGRP updates unicast, multicast, or broadcast?

3. What is the default setting of the di al er idl e-ti neout?

Starting with SanJosel, configure IGRP for AS 100 on both SanJosel and Capetown.
The commands for SanJosel are:

SanJosel(config)#router igrp 100
SanJosel(config-router)#network 192.168.0.0
SanJosel(config-router)#network 192.168.16.0

Once you configure the routing process on Capetown, the debug dialer output should
show the following:

BRIO/0 DDR Dialing cause ip (s=192.168.16.3, d=255.255. 255. 255)
BRI O/0 DDR Attenpting to dial 5551234

1. According to the debug output, what is the destination of the packet that caused the
attempt to dial?

2. What process on the router is causing this broadcast packet to be generated?

3. Under the current configuration, this DDR link should never go down, why?
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Step 5

Configure snapshot routing. The core router, SanJosel will act as the server and
Capetown will be the client. Issue the following commands on SanJosel:

SanJosel(config)#interface bri0/0
SanJosel(config-if)#snapshot server 5

The snapshot server 5 command tells the server that the active period is five
minutes long.

1. What is the maximum interval that you can assign using the snapshot server
command (use the help feature to find this)?

Now configure Capetown as a snapshot routing client:

Capet own(confi g) #i nterface bri0/0
Capet own(config-if)#dialer map snapshot 1 nanme SanJosel broadcast 5551234

Capet own(confi g-if)#snapshot client 5 10 suppress-statechange-update dial er

The di al er map snapshot command establishes a map that Capetown uses to
connect for the exchange of routing updates with SanJosel. The snapshot cli ent
command configures the length of the active and quiet periods. In the command above,
the active period is set to 5 minutes (this value must match the value set in the snap-shot
server’s configuration) and sets the length of the quiet period to 10 minutes.

The suppr ess- st at echange- updat e keyword prevents the routers from exchanging
updates during connections that are established to transfer user data. The di al er
keyword allows the client router to dial up the server router in the absence of regular
traffic and is required when you use the suppr ess- st at echange- updat e keyword.

Observe the result of your configuration. If the routers are still connected, use the show
di al er command to determine how long the routers will wait until disconnecting an idle
link.

Let the link remain idle for 120 seconds; the routers should disconnect.

Check the routing tables of SanJosel and Capetown. Verify that routing is working in
your network by pinging SanJosel (192.168.16.1) from Capetown.

Issue the show snapshot command on both routers. Notice that SanJosel’s output
differs significantly from Capetown’s output, as shown:

SanJosel#show snapshot

BRIO/O is up, line protocol is upSnapshot server line state down
Length of active period: 5 mnutes
For ip address: 192.168.16.3

Current state: active, remaining time: 5 mnutes
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Capet own#show snapshot
BRIO/O is up, line protocol is upSnapshot client

Options: dialer support, stay asleep on carrier up

Length of active period: 5 mnutes
Length of quiet period: 10 mi nutes
Length of retry period: 8 mnutes

For dialer address 1
Current state: active, remaining/exchange tine: 5/0 mnutes
Connected dialer interface:
BRI 0/0: 1

2. According to the output of this command, what is the retry period set to?

After allowing the connection to time out, wait five minutes with debug di al er running
on each router. Below are sample outputs for SanJosel and Capetown when snapshot
routing is activated.

SanJosel#debug dial er

01:21:49: 9. NK-3-UPDOMWN: Interface BRIO/0:1, changed state to up

01:21:49: 9% SDN-6- CONNECT: Interface BRIO/0:1 is now connected to unknown
01:21:49: isdn_call_connect: Calling lineaction of BRIO/O:1

01:21:49: BRIO/0:1 DDR Authenticated host Capetown with no natching dialer map
01:21:49: BRO/0:1 DDR Dialer protocol up

01:21:49: BRIO/0:1 DDR dialer protocol up

01:21:49: BRIO/O: dialer_ckt_swt_client_connect: incoming circuit switched call

01: 21: 50: 9.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface BRI 0/0:1, changed state
to up

01: 21:55: 9 SDN-6- CONNECT: Interface BRIO/0:1 is now connected to Capetown

Capet own#debug di al er

00: 29: 27282767: isdn_call_connect: Calling lineaction of BRIO/O:1

00:29: 00: BRIO/0:1 DDR Authenticated host SanJosel with no matching dialer map
00:29:00: BRO/0:1 DDR Dialer protocol up

00:29: 00: BRIO/0:1 DDR dialer protocol up

00:29:00: BRIO/O: dialer_ckt_swt_client_connect: incomng circuit switched call

00: 29: 01: 91 NEPROTO 5- UPDOMN: Li ne protocol on Interface BRI 0/0:1, changed state
to up

00: 29: 06: 98 SDN-6- CONNECT: Interface BRIO/0:1 is now connected to 5551234 SanJosel

3. Which router dials the other to receive snapshot routing information?
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Lab 4.9.3: Using PPP Multilink for ISDN B Channel Aggregation

Yo &
Host A Host B
192.168.0.2 /24 192.168.216.2 /24
Fa0/0 192.168.0.1 /24 Atlas 4/1 Atlas 4/2 Fa0/0 192.168.216.1 /24

@w— ISDN —@

Bri0/0 192.168.16.1/24 Bri0/0 192.168.16.3/24
PPP
Phi# 555-1234, 555-1235 Ph# 555-4000, 555-4001
SPID: 5105551234001 SPID: 51055540000001
SPID: 5105551235001 SPID: 51055540010001

Objective

In this lab, you will configure two Cisco routers for DDR using PPP multilink so that both
B channels are combined to create a 128 kbps channel (i.e., 2*64 kbps).

Scenario

The International Travel Agency wants you to configure an ISDN DDR connection
between a remote office, Capetown, and its corporate network core router, SanJosel. To
maximize bandwidth, you are to configure PPP multilink so that both B channels are used
for the data link.

Step 1

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure either router’'s BRI interfaces yet. Use the Adtran Atlas 550 or similar device
to simulate the ISDN cloud. If you are using the Atlas 550, be sure to use straight-through
cables and connect both routers to the respective BRI module ports of the Atlas 550 as
labeled in the diagram. Be sure to configure both workstations with the correct IP address
and default gateway (i.e., router Fa0/0 IP address).

Step 2

Configure SanJosel and Capetown for ISDN. Refer to the following commands to guide
your configuration.

SanJosel(config)#i sdn swi tch-type basic-ni
SanJosel(config)#dialer-list 1 protocol ip permt
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SanJosel(config)#interface bri0/0

SanJosel(config-if)#i p address 192.168.16.1 255.255.255.0
SanJosel(config-if)#encapsul ati on ppp

SanJosel(config-if)#ppp authentication chap

SanJosel(config-if)#isdn spidl 51055512340001 5551234

SanJosel(config-if)#i sdn spid2 51055512350001 5551235
SanJosel(config-if)#dialer-group 1

SanJosel(config-if)#dialer map i p 192.168. 16.3 nane Capet own broadcast 5554000
SanJosel(config-if)#dialer map ip 192.168. 16. 3 nane Capet own broadcast 5554001
SanJosel(config-if)#dialer idle-timeout 60

SanJosel(config-if)#no shutdown

Capet own( confi g) #i sdn switch-type basic-n

Capetown(config)#dialer-list 1 protocol ip permt

Capet own( confi g) #i ntereface bri 0/0

Capetown(config-if)#i p address 192.168. 16. 3 255. 255. 255. 0

Capet own(confi g-i f)#encapsul ati on ppp

Capet own(config-if)#ppp authentication chap

Capet own(config-if)#i sdn spidl 51055540000001 5554000

Capet own(config-if)#i sdn spid2 51055540010001 5554001

Capet own(config-if)#dialer-group 1

Capetown(config-if)#dialer map i p 192.168.16.1 nane SanJosel broadcast 5551234
Capetown(config-if)#dialer map i p 192.168.16.1 nane SanJosel broadcast 5551235
Capetown(config-if)#dialer idle-timeout 60

Capet own(config-if)#no shutdown

Note that the above commands include two di al er map statements. The second
di al er map command is needed for PPP multilink to work in this particular
configuration.

Use the show i sdn st at us command to verify that the routers have established
communication with the ISDN switch. Use the cl ear interface bri 0/0 command
multiple times if necessary to enable a valid and established SPID status. Also,
remember the random timer of up to 5 minutes.

On both SanJosel and Capetown, issue the following commands for PPP multilink:

SanJosel(config)#interface bri0/0
SanJosel(config-if)#ppp nmultilink
SanJosel(config-if)#dialer |oad-threshold 1 either

The ppp mul tilink command is used on ISDN interfaces to bundle both 64 kbps B
channels so that they function together as a 128 kbps pipe.

The di al er | oad-t hreshol d command specifies how much traffic on the first B
channel will force the second channel to be brought up. This command takes a numerical
argument from 1 — 255. The number 1 is the minimum load, and the number 255 is a full
load. Using this system, 128 would be approximately a 50% load.

If you set the threshold to 255, the second B channel will not be brought up until the first
channel is completely loaded. The keyword, either, is used to specify that the load
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Step 3

Step 4

Step 5

threshold applies to both inbound and outbound traffic. You have the option of specifying

inbound or outbound instead.

Configure both routers with the appropriate password and username information, as

shown:

SanJosel(confi g) #user nane Capet own password ci sco

SanJosel(confi g)#enabl e password ci sco
SanJosel(config)#line vty 0 4
SanJosel(config-1ine)#password cisco
SanJosel(config-1ine)#exit

Configure a static route to 192.168.216.0/24 on SanJosel. Set up a static default route

on Capetown.

SanJosel(config)#ip route 192.168.216.0 255.255.255.0 192. 168. 16. 3
Capet own(config)#ip route 0.0.0.0 0.0.0.0 192.168.16.1

Pi ng Host A from Host B. This pi ng should bring up the DDR connection. Troubleshoot

as necessary.

Once the connection is up, issue the show i p i nterface bri ef command on both
routers. You should see that both B channels are up. If only channel 1 is up, send more
pings to Host A from Host B. Below are sample outputs.

SanJosel#show ip interface brief

Interface | P- Addr ess
Pr ot ocol

Fast Et hernet 0/ 0 192.168.0.1
Serial 0/0 unassi gned
BRI 0/ 0 192.168. 16. 1
BRI 0/0: 1 unassi gned
BRI 0/ 0: 2 unassi gned
Serial 0/1 unassi gned
Virtual - Accessl unassi gned

Capet own#show i p interface brief

Interface | P- Addr ess

Pr ot ocol

Fast Et hernet 0/ 0 192.168. 216. 1
Serial 0/0 unassi gned

BRI 0/ 0 192. 168.16.3
BRI 0/0: 1 unassi gned

BRI 0/ 0: 2 unassi gned
Serial 0/1 unassi gned
Virtual - Accessl unassi gned

Note that both B channels show “up and up.”

xX?

YES
YES
YES
YES
YES
YES
YES

x?

YES
YES
YES
YES
YES
YES
YES

Met hod

NVRAM
NVRAM
NVRAM
unset
unset
NVRAM
TFTP

Met hod

NVRAM
NVRAM
NVRAM
unset
unset
NVRAM
TFTP

St at us

up up
adm ni stratively down down
up up
up up
up up
adm ni stratively down down
up up
St at us

up up
adm ni stratively down down
up up
up up
up up
adm ni stratively down down
up up
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1. A new interface has appeared in the output the show i p interface brief
command. What is it called?

With the ISDN connection still active, issue the show di al er command on both routers.
Below are sample outputs.

SanJosel#show di al er

BRIO/O - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status
0 incom ng call(s) have been screened.

0 incom ng call(s) rejected for call back.

BRIO/0:1 - dialer type = | SDN
Idle tiner (60 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is multilink menber (Capetown)

BRI0/0:2 - dialer type = | SDN

Idle tiner (60 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is multilink nenber

Connect ed to <unknown phone numnber> (Capet own)
Capet own#show di al er

BRIO/O - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status
5551235 0 0 never -
5551234 21 0 00: 00: 31 successf ul

0 incom ng call(s) have been screened.

0 incom ng call(s) rejected for call back.

BRIO/0:1 - dialer type = | SDN

Idle tiner (60 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is nultilink nenber

Dial reason: ip (s=192.168.216.2, d=192.168.0.2)
Connected to 5551234 (SanJosel)

BRIO/0:2 - dialer type = | SDN
Idle tiner (60 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is multilink menber
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Dial reason: Miltilink bundle overl oaded
Connected to 5551234 (SanJosel)

2. Which part of the show di al er command output indicated that PPP multilink is
functioning?

3. What was the “dial reason” for the first B channel? What was the “dial reason” for the
second B channel?

Issue the show ppp nul tilink command on SanJosel and on Capetown. Below are
sample outputs.

SanJosel#show ppp multilink

Virtual - Accessl, bundle nane is Capetown
Dialer interface is BRI0O/0
0 lost fragments, O reordered, 0 unassigned, sequence 0x3/0x0 rcvd/ sent
0 discarded, 0 |lost received, 1/255 | oad
Menber links: 2 (max not set, min not set)
BRI 0/0: 1
BRI 0/ 0: 2

Capet own#show ppp mul tilink

Virtual - Accessl, bundle nane is SanJosel
Dialer interface is BRI0/0
0 lost fragments, O reordered, 0 unassigned, sequence 0x0/0x6 rcvd/ sent
0 discarded, 0 |ost received, 1/255 |oad
Menber |inks: 2 (nmax not set, min not set)
BRI 0/0: 1
BRI 0/ 0: 2

4. According to the output of this command, how many channels are participating in the
bundle?
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Lab 4.9.4: Configuring ISDN PRI

—
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192.168.16.1 /24
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Objective

In this lab, you configure ISDN BRI and ISDN PRI on the remote and central site routers.

Scenario

The International Travel Agency wants you to configure a connection between remote
offices (i.e., Capetown and London) and its corporate network router (SanJosel). The
corporate office has just had an ISDN PRI provisioned so that SanJosel can handle 23
ISDN BRI and/or V.90 asynchronous dial up calls simultaneously. Your job is to configure
the BRIs on the remote routers, and configure the T1 controller and PRI D channel on
SanJosel. When your configuration is complete, each router should be able to dial the

other two routers; SanJosel should be able to receive calls from both London and
Capetown.

Step 1

This lab assumes that SanJosel has a T1 controller module installed.

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure the routers’ PRI and BRI interfaces yet. Use the Adtran Atlas 550 or similar
device to simulate the ISDN cloud. If you are using the Atlas 550, be sure to use straight-
through cables and connect both routers to the BRI module ports of the Atlas 550, as
labeled in the diagram. Connect SanJose’s T1 controller to the T1 PRI port on the Atlas
550. This connection may require a DB-15-t0-RJ45 adapter on the T1 controller module

and the appropriate cable supplied with the Atlas 550.
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Step 2

Configure the ISDN PRI connection. You must specify the ISDN PRI switch type, which is
determined by the carrier. For this lab, the switch type is National. The command to
configure the switch type is:

SanJosel(config)#i sdn switch-type primary-n

Next, configure the local username and password database, so that SanJosel can
authenticate the remote routers with CHAP:

SanJosel(confi g)#usernanme Capet own password ci sco

SanJosel(confi g) #user nane London password ci sco

Specify what types of traffic will generate a call to the remote router. Configure a dialer
list to specify any IP traffic as interesting with the following command:

SanJosel(config)#dialer-list 1 protocol ip permt

The SanJosel router must have a route to both the Capetown and London Ethernet
networks. Using the appropriate commands, configure two static routes to the LAN
interfaces of these routers.

1. What are the commands to do this?

Step 3
In this step, you will configure the T1 controller. The controller must be configured
according to your provider’'s framing and line coding. In this case, use extended super
frame and the binary 8-zero substitution linecode. Also, set the T1 controller to use all
timeslots (remember that a T1 has twenty-four 64-kbps channels). To configure the PRI
controller issue the following commands:
SanJosel(config)#controller t1 1/0
SanJosel(config-controller)#fram ng esf
SanJosel(config-controller)#linecode b8zs
SanJosel(config-control |l er)#pri-group timeslots 1-24
The final part of the configuration is to configure the PRI D channel, which is responsible
for call setup and signaling. The D channel uses channel 23 (which is the 24" channel,
since they are numbered beginning with 0). Issue the following commands:
SanJosel(config)#interface serial 1/0:23
SanJosel(config-if)#i p address 192.168.16.1 255.255.255.0
SanJosel(config-if)#dialer-group 1
SanJosel(config-if)#dialer |oad-threshold 1 outbound
SanJosel(config-if)#dialer idle-tinmeout 60
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp multilink
SanJosel(config-if)#ppp authentication chap
Configure dialer map statements so that the router knows which numbers to dial to reach
specific next-hop IP addresses:
SanJosel(config-if)#dialer map ip 192.168. 16.3 nane Capet own 5554000
SanJosel(config-if)#dialer map i p 192.168. 16. 3 nane Capet own 5554001
SanJosel(config-if)#dialer map ip 192.168. 16.2 nane London 5557000
SanJosel(config-if)#dialer map i p 192.168. 16. 2 nane London 5557001
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Finally use the show i sdn st at us command to verify that communication between the
router and the ISDN switch has been successfully established.

SanJosel#show i sdn status
G obal | SDN Switchtype = primary-n
| SDN Serial 1/0: 23 interface
dsl 0, interface | SDN Switchtype = primary-n
Layer 1 Status
ACTI VE
Layer 2 Status:
TEl =0, Ces =1, SAPl = 0, State = MJILTI PLE_FRAVME_ESTABLI| SHED
Layer 3 Status

0 Active Layer 3 Call(s)

Activated dsl 0 CCBs = 0
The Free Channel Mask: Ox801FFFFF
Total Allocated |ISDN CCBs = 2

1. How s the show i sdn st at us output for layer 2 of a PRI different from a BRI?

Step 4
Configure both of the remote routers to use the appropriate ISDN switch type, National
ISDN-1. Since you will be using PPP encapsulation and CHAP on the B channels, enter
username and password information on both routers, as shown below for London. When
configuring Capetown, be sure to substitute the appropriate information:
London( confi g) #enabl e password ci sco
London(config)#line vty 0 4
London(confi g-1i ne)#password ci sco
London(confi g-1ine)#exit
London(confi g) #i sdn switch-type basic-n
London( confi g) #user name SanJosel password ci sco
London( confi g) #user nane Capet own password ci sco
London(config)#interface bri0/0
London(confi g) #i p address 192. 168. 16.2 255. 255. 255.0
London(confi g-i f)#encapsul ati on ppp
London(config-if)#ppp authenticate chap
London(config-if)#i sdn spidl 51055570000001 5557000
London(config-if)#i sdn spid2 51055570010001 5557001
London(config-if)#dialer-group 1
London(config-if)#dialer idle-tineout 60
London(confi g-if)#no shut down
1. PPPis the line encapsulation on the B channels; what is the encapsulation protocol

used on the D channel?

Configure di al er -1 i st 1 to identify all IP traffic as “interesting” on both routers.
London(config)#dialer-list 1 protocol ip permt
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Step 5

Configure both routers with the username and password of SanJosel, so that they will
each authenticate SanJosel using CHAP. You must also configure a static route to the
central office LAN on both routers. Example commands for Capetown are shown:

Capet own( confi g) #user nane SanJosel password ci sco

Capet own( confi g) #user nanme London password ci sco

Capet own(config)#i p route 192.168. 0.0 255. 255. 255. 0 192. 168. 16. 1
Capet own(confi g)#i p route 192.168. 200. 0 255. 255. 255. 0 192. 168. 16. 2

Finally, configure the remote routers’ BRI interfaces with the appropriate dialer map
commands. The commands required for Capetown are shown:

Capet own(config)#interface bri 0/0
Capetown(config-if)#dialer map ip 192.168.16.1 nane SanJosel 5555000

Capetown(config-if)#dialer map i p 192.168. 16. 2 nane London 5557000
Capetown(config-if)#dialer map ip 192.168. 16.2 nane London 5557001

Test your configuration by sending pings to SanJosel’s FastEthernet interface from both
Capetown and London. These pings to 192.168.0.1 should be successful; troubleshoot
as necessary.

After the pings, both Capetown and London will be connected to SanJosel
simultaneously. With multilink configured, Capetown and London should be using both of
their B channels.

If either link is disconnected, pi ng SanJosel’s FastEthernet interface again. Once both
the Capetown and London links are up, issue the show i p i nterface bri ef
command on SanJosel:

SanJosel#show ip interface brief

Interface | P- Addr ess OK? Met hod St at us

Pr ot ocol

Fast Et her net 0/ 0 192.168.0.1 YES NVRAM up up
Serial 0/0 unassi gned YES NVRAM admi ni stratively down down
Serial 0/1 unassi gned YES NVRAM admi ni stratively down down
Serial 1/0:0 unassi gned YES unset down down
Serial1/0:1 unassi gned YES unset down down
Serial 1/0: 2 unassi gned YES unset down down
Serial 1/0:3 unassi gned YES unset down down
Serial 1/0: 4 unassi gned YES unset down down
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Serial1/0:5 unassi gned YES unset down down

Serial 1/0:6 unassi gned YES unset down down
Serial 1/0:7 unassi gned YES unset down down
Serial 1/0:8 unassi gned YES unset down down
Serial 1/0:9 unassi gned YES unset down down
Serial 1/0: 10 unassi gned YES unset down down
Serial 1/0: 11 unassi gned YES unset down down
Serial 1/0: 12 unassi gned YES unset down down
Serial 1/0: 13 unassi gned YES unset down down
Serial 1/0: 14 unassi gned YES unset down down
Serial 1/0: 15 unassi gned YES unset down down
Serial 1/0: 16 unassi gned YES unset down down
Serial 1/0: 17 unassi gned YES unset down down
Serial 1/0: 18 unassi gned YES unset down down
Serial 1/0: 19 unassi gned YES unset up up
Serial 1/0: 20 unassi gned YES unset up up
Serial 1/0: 21 unassi gned YES unset up up
Serial 1/ 0: 22 unassi gned YES unset up up
Serial 1/0: 23 192.168. 16. 1 YES NVRAM up up
Virtual - Accessl unassi gned YES TFTP  up up

2. According to the output of this command, which channels of the PRI are connected?

Semester 6: Remote Access v2.0 - Lab 4.9.4 Copyright 0 2001, Cisco Systems, Inc.



3.

Why does Serial1/0:23 have an IP address, and not Serial1/0:22 or Serial1/0:207?

With both connections active, issue the show di al er command on SanJosel.

4. What is the dialer reason for Serial1/0:19?
5. What is the dialer reason for Serial1/0:207?
6. What is the dialer reason for Serial1/0:217?
7. What is the dialer reason for Serial1/0:227?
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Lab 5.3.1: Configuring ISDN Using Dialer Profiles

o o
Host A Host B
192.168.0.2 /24 192.168.216.2 /24
Fa0/0 192.168.0.1 /24 Atlas 4/1 Atlas 4/2 Fa0/0 192.168.216.1 /24
=< ) ISDN ==
Sanoset
Bri0/0 192.168.16.1/24 Bri0/0 192.168.16.3/24
PPP
Ph# 555-1234, 555-1235 Ph# 555-4000, 555-4001
SPID: 5105551234001 SPID: 51055540000001
SPID: 5105551235001 SPID: 51055540010001

Objective

In this lab, you will configure two Cisco routers for ISDN BRI using dialer profiles.

Scenario

Step 1

Step 2

The International Travel Agency wants you to configure an ISDN DDR connection
between a remote office (Capetown) and its corporate network core router (SanJosel).
They have asked that you configure PPP encapsulation and CHAP authentication over
this link. Because the company plans to increase the number of ISDN connections at the
central and remote sites, you will use dialer profiles to simplify future configurations.

Before beginning this lab, it is recommended that you reload the router after erasing its
startup configuration. This prevents you from having problems caused by residual
configurations. Build and configure the network according to the above diagram, but do
not configure either router’'s BRI interfaces yet. Use the Adtran Atlas 550 or a similar
device to simulate the ISDN cloud. If you are using the Atlas 550, be sure to use straight-
through cables and connect both routers to the BRI module ports of the Atlas 550 as
labeled in the diagram. Also, be sure to configure both workstations with the correct IP
address and default gateway (router Fa0/0 IP address).

Configure both routers to use the appropriate ISDN switch type, National ISDN-1.
Because you will be using PPP encapsulation and CHAP on the B channels, enter the
case sensitive username and password information on both routers as shown below for
SanJosel:

SanJosel(config)#i sdn switch-type basi c-ni
SanJosel(confi g) #user nane Capet own password ci sco
SanJosel(confi g) #enabl e password ci sco
SanJosel(config)#line vty 0 4
SanJosel(config-1line)#password cisco
SanJosel(config-line)#exit
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Step 3

1. PPPis the line encapsulation on the B channels; what is the encapsulation protocol
used on the D channel?

Configure di al er-1i st 1 to identify all IP traffic as “interesting” on both routers as
shown here:

SanJosel(config)#dialer-list 1 protocol ip permt

Configure the BRI on SanJosel and Capetown to use a dialer profile as shown here; do
not assign an IP address to these interfaces:

SanJosel(config)#interface bri0/0
SanJosel(config-if)#isdn spidl 51055512340001 5551234
SanJosel(config-if)#isdn spid2 51055512350001 5551235
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#dial er pool - menber 1
SanJosel(config-if)#no shutdown

Capet own(config)#i nterface bri0/0

Capet own( config-if)#i sdn spidl 51055540000001 5554000
Capet own(config-if)#i sdn spid2 51055540010001 5554001
Capet own( confi g-if)#encapsul ati on ppp

Capet own(config-if)#ppp authentication chap

Capet own( confi g-if)#di al er pool - menber 1

Capet own( config-if)#no shutdown

Dialer profiles were introduced in I0S version 11.2 and are the preferred way to configure
DDR in complex environments. The dialer profile concept is based on a separation
between logical and physical interface configuration. The use of dialer profiles allows the
logical and physical configurations to be bound together dynamically on a per-call basis.
When using a dialer profile, you assign an interface to a dialer pool or pools. In this case,
you have assigned BRIO/0 to be in dialer pool 1. All of the other logical configurations (IP
address, dialer string, dialer group) will be assigned by the dialer interface. Depending on
the 10S version, you may have to specify the line encapsulation on both the physical
interface and the logical interface.

In Cisco 10S software releases prior to I0S 12.0(7)T, dialer profiles in the same dialer
pool need encapsulation configuration information entered under both the dialer profile
interface and the ISDN interface. If any conflict arises between the logical and the
physical interfaces, the dialer profile will not work. That's why this configuration has
encapsul ati on ppp configured on BRIO/O and dialer interface 0 as shown below.

In the new dialer profile model introduced by the dynamic multiple encapsulations feature
(I0S 12.0(7)T and later), the configuration on the ISDN interface is ignored and only the
configuration on the profile interface is used, unless PPP name binding is used. Before a
successful bind by calling line identification (CLID) occurs, no encapsulation type and
configuration are assumed or taken from the physical interfaces.
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Step 4

Step 5

Configure the dialer interfaces for both routers, starting with SanJosel. The dialer
interface receives the logical configuration that is applied to a physical interface. Issue
the following commands on SanJosel:

SanJosel(config)#interface dialer 0
SanJosel(config-if)#dialer pool 1
SanJosel(config-if)#ip address 192.168.16.1 255. 255.255.0
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#ppp nultilink
SanJosel(config-if)#dialer |oad-threshold 1 either
SanJosel(config-if)#dialer-group 1
SanJosel(config-if)#di al er renote-nane Capetown
SanJosel(config-if)#dialer string 5554000
SanJosel(config-if)#dialer string 5554001

Now create a dialer profile on Capetown as shown here:

Capet own(config)#interface dialer 0

Capet own(config-if)#di al er pool 1

Capet own(config-if)#ip address 192.168.16.3 255. 255. 255.0
Capet own( confi g-if)#encapsul ati on ppp

Capet own(config-if)#ppp authentication chap

Capet own(config-if)#ppp nultilink

Capet own(config-if)#dialer |oad-threshold 1 either
Capet own(config-if)#dialer-group 1

Capet own(config-if)#di al er renote-name SanJosel
Capet own(config-if)#dialer string 5551234

Capet own(config-if)#dialer string 5551235

Note: With a dialer interface, you use the di al er renpt e- nane and di al er
st ri ng commands in place of a dialer map.

Use the show i sdn st at us command to check ISDN Layer 2 and SPID status. Use
thecl ear interface bri 0/ 0 command, multiple times if necessary, to enable a
SPID status of established and valid.

1. How will SanJosel know to use Capetown at 5554000 when it receives interesting
traffic that must be routed to 192.168.16.3? In other words, is there anything in the
dialer interface configuration that SanJosel can use to determine that this dialer
profile should be used to reach 192.168.16.37?

Configure static routing on both routers so that nodes on the remote network can reach
nodes at the central site. Use a default route on the Capetown router (since it is a remote
site stub network) as shown here:

SanJosel(config)#i p route 192.168.216.0 255.255. 255. 0 192. 168. 16. 3

Capet own(config)#i p route 0.0.0.0 0.0.0.0 192.168.16.1
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Step 6

Enable debug di al er on both SanJosel and Capetown.

Test your ISDN connection by pinging Host B from Host A. This ping should
eventually be successful. Once you are connected, issue the show di al er command.

1. According to the output from show di al er, what logical interface has been bound
to interface BR10/0:1?

Issue the show i p interface brief command. Since you configured PPP multilink,
both B Channels should show “up and up.” Troubleshoot as necessary.

Allow the ISDN connection to time out, or manually disconnect both B channels by
issuing the i sdn di sconnect interface bri0/0 all command at either router.

With both B Channels disconnected on each router, issue the show i p i nterface
bri ef command a second time.

2. According to this command, interface dialer O is still “up and up.” Why?
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Lab 5.3.2: Using a Dialer Map-Class with Dialer Profiles

Atlas 4/1 Atlas 4/2
& ISDN (== )
WBriOIO 192.168.16.1/24 Bri0/0 192.168.16.3/24
Ph# 555-1234, 555-1235 PPP Ph# 555-4000, 555-4001
SPID: 5105551234001 SPID: 51055540000001
SPID: 5105551235001 SPID: 51055540010001

Objective

In this lab, you will configure two Cisco routers for ISDN BRI using dialer profiles and a dialer
map-class.

Scenario

Step 1

Step 2

The International Travel Agency wants you to configure an ISDN DDR connection between a
remote office (Capetown) and its corporate network core router (SanJosel). They have
asked that you configure PPP encapsulation and CHAP authentication over this link.
Because the company plans to increase the number of ISDN connections at the central and
remote sites, you will use dialer profiles to simplify future configurations.

Although the company has only one remote site connection at this time, you have been
instructed to configure two dialer profiles in order to test its operation. Since you will be
testing router-to-router connectivity, you will not need to configure the workstations in this
exercise.

Before beginning this lab, it is recommended that you reload the router after erasing its
startup configuration. This prevents you from having problems caused by residual
configurations. Build (cable) the network according to the above diagram, but do not
configure either router’s BRI interfaces yet. Use the Adtran Atlas 550 or a similar device to
simulate the ISDN cloud. If you are using the Atlas 550, be sure to use straight-through
cables and connect both routers to the BRI module ports of the Atlas 550, as labeled in the
diagram.

Configure both routers to use the appropriate ISDN switch type, National ISDN-1. Because
you will be using PPP encapsulation and CHAP on the B channels, enter the case sensitive
username and password information on both routers. Note that this lab uses different
passwords and username combinations than previous labs.

SanJosel(config)#i sdn switch-type basi c-ni
SanJosel(confi g) #user nane Capet own password ci sco
SanJosel(confi g)#username JULI ET password ci sco
SanJosel(confi g) #enabl e password ci sco
SanJosel(config)#line vty 0 4
SanJosel(config-line)#password cisco
SanJosel(config-line)#exit
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Step 3

Step 4

Capet own( confi g) #i sdn switch-type basi c-ni

Capet own( confi g) #user nane SanJosel password ci sco
Capet own( confi g) #user nane ROVEO password ci sco
Capet own( confi g) #enabl e password ci sco

Capet own(config)#l ine vty 0 4

Capet own( confi g-1i ne)#password ci sco

Capet own(confi g-1line)#exit

On both routers, configure di al er-1i st 5 to identify all IP traffic as “interesting” as shown
below for SanJosel.:

SanJosel(config)#dialer-list 5 protocol ip permt

Configure the BRI on SanJosel and Capetown to use dialer profiles. In this lab, you
configure both BRIs to be members of two dialer pools. Remember, you must enter
encapsulation configuration commands for both the physical interface (BRI 0/0) and the
logical (dialerO, etc.)

SanJosel(config)#interface bri0/0
SanJosel(config-if)#isdn spidl 51055512340001 5551234
SanJosel(config-if)#isdn spid2 51055512350001 5551235
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#ppp chap host nanme ROVEO
SanJosel(config-if)#dial er pool -menber 1
SanJosel(config-if)#no shutdown

Capet own(config)#i nterface bri0/0

Capet own( config-if)#i sdn spidl 51055540000001 5554000
Capet own(config-if)#i sdn spid2 51055540010001 5554001
Capet own( confi g-if)#encapsul ati on ppp

Capet own(config-if)#ppp authentication chap

Capet own(config-if)#ppp chap hostname JULI ET

Capet own(config-if)#di al er pool - menber 1

Capet own( config-if)#no shutdown

Note: The ppp chap host name command configures an alternate CHAP username for
each router. For example, using the above configuration, SanJosel can authenticate as both
SanJosel and ROMEO.

On both routers, create a map- cl ass called AGGRESSIVE that can be used to apply
multiple dialer configurations to a dialer string easily. Issue the following commands on both
routers as shown below for SanJosel.:

SanJosel(confi g) #map-cl ass di al er AGGRESSI VE
SanJosel(confi g- map-cl ass) #di al er idle-tinmeout 30
SanJosel(confi g-map-cl ass)#dialer fast-idle 10
SanJosel(confi g- map-cl ass)#di al er wait-for-carrier-tinme 25
SanJosel(confi g- map-cl ass) #exi t

1. In addition to dialer, what other types of map-class can you configure (use the Help
feature to find the answer)?
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Step 5
Configure the dialer interfaces for both routers, starting with SanJosel. The dialer
interface receives the logical configuration that is applied to a physical interface.

SanJosel(config)#interface dialer 0

SanJosel(config-if)#ip address 192.168.16.1 255.255.255.0
SanJosel(config-if)#dialer pool 1
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#di al er renote-nane Capetown
SanJosel(config-if)#dialer-group 5
SanJosel(config-if)#dialer string 5554000 cl ass AGGRESSI VE
SanJosel(config-if)#dialer string 5554001 cl ass AGGRESSI VE

1. By applying the map-class, AGGRESSIVE, to each dialer string, which timers are you
configuring?

SanJosel(config)#interface dialer 1

SanJosel(config-if)#i p address 172.16.0.1 255. 255. 255.0
SanJosel(config-if)#dialer pool 1
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#ppp chap hostnane ROVEO
SanJosel(config-if)#dialer renote-nane JULIET
SanJosel(config-if)#dialer-group 5
SanJosel(config-if)#dialer string 5554000 cl ass AGGRESSI VE
SanJosel(config-if)#dialer string 5554001 cl ass AGGRESSI VE

2. What does the command ppp chap host namre ROVEOdo?

Now create a dialer profile on Capetown, as shown here:

Capet own( confi g)#i nterface dialer 0

Capet own(config-if)#ip address 192.168. 16.3 255. 255. 255.0
Capet own(config-if)#di al er pool 1

Capet own(confi g-if)#encapsul ati on ppp

Capet own( config-if)#ppp authentication chap

Capet own(config-if)#di al er renote-name SanJosel

Capet own(config-if)#dialer-group 5

Capet own(config-if)#dialer string 5551234 cl ass AGGRESSI VE
Capet own(config-if)#dialer string 5551235 cl ass AGGRESSI VE
Capet own(config)#i nterface dialer 1

Capet own(config-if)#ip address 172.16.0.3 255. 255.255.0
Capet own(config-if)#dial er pool 1

Capet own(confi g-if)#encapsul ati on ppp

Capet own( config-if)#ppp authentication chap

Capet own(config-if)#ppp chap hostname JULIET

Capet own(config-if)#di al er renote-name ROVEO

Capet own(config-if)#dialer-group 5

Capet own(config-if)#dialer string 5551234 cl ass AGGRESSI VE
Capet own(config-if)#dialer string 5551235 cl ass AGGRESSI VE
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Step 6

To simplify testing, create hostname mappings on both routers as shown here:

SanJosel(config)#i p host Capetown 192.168. 16.3
SanJosel(config)#i p host JULIET 172.16.0.3

Capet own( confi g) #i p host SanJosel 192.168.16.1
Capet own( confi g) #i p host ROVEO 172.16.0.1

Note: Make sure that the host names configured here EXACTLY match the chap hostnames
and dialer remote host names in the previous configuration. Failure to do so will cause the
distance sees the connected router as a different host.

Step 7
Before connecting, issue the show di al er command.
1. According to the output of this command, what is BRI0/0:1's dialer idle timeout set to?
2. What is BRIO/O:1's fast idle timer set to?
Use the show i sdn st at us command on both routers to check the ISDN Layer 2 and
SPID status. Use the cl ear i nterface bri 0/ 0 command, multiple times if necessary, to
enable a SPID status of established and valid.
Now test the dialer profile operation. In addition to debug di al er, you may also want to
enable debugging for PPP authentication. Ping Capetown (192.168.16.3) from SanJosel
using the following command:
SanJosel#pi ng Capet own
SanJosel should dial Capetown and connect. The pings should eventually be
successful, as shown here:
Sendl ng 5, 100-byte |CWP Echos to 192.168.16.3, tineout is 2 seconds:
149:26: BRIO/O DDR rotor dialout [priority]
00: 49:26: BRIO/0 DDR Dialing cause ip (s=192.168.16.1, d=192.168. 16. 3)
00: 49:26: BRIO/0O DDR Attenpting to dial 5554000
00: 49: 111669149728: %1 NK- 3- UPDOM: I nterface BRI 0O/0:1, changed state to up
00: 49: 113835732748: BRI 0/0:1: interface nust be fifo queue, force fifo
00: 49: 113835732564: %I ALER-6-BIND: Interface BRI0O/0:1 bound to
profile Dialer0
00: 49: 115964116991 98 SDN-6- CONNECT: Interface BRIO/0:1 i s now
connected to 5554000
00:49:111698112601: isdn_call _connect: Calling lineaction of BRI 0/0: 1.
00: 49:28: BRO/0:1 DDR Dialer protocol up
00:49:28: BRIO/0:1 DDR dialer protocol up
00:49:28: Dialer0: dialer_ckt_sw_client_connect: incomng circuit
switched call.!!!
Success rate is 60 percent (3/5), round-trip mn/avg/ max = 32/32/32 ns
3. According to the output of debug di al er, what logical interface has been bound to
interface BRI0/0:1?
Troubleshoot as necessary.
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With SanJosel still connected to Capetown (reconnect if necessary), pi ng JULIET from
SanJosel using the following command:

SanJosel#pi ng JULI ET

Again, the connection and pings should eventually be successful, using the second B
Channel, BRIO/O:2. Troubleshoot as necessary.

4. According to the output of debug di al er, what logical interface has been bound to
interface BR10/0:2?

With both connections still active, issue the show di al er command on SanJosel. A partial
sample output is shown here:

SanJosel# show di al er

<out put om tted>

BRIO/O:1 - dialer type = | SDN

Idle tiner (30 secs), Fast idle timer (10 secs)
Wait for carrier (25 secs), Re-enable (15 secs)
Dialer state is data link |ayer up

Dial reason: ip (s=192.168.16.1, d=192.168. 16. 3)
Interface bound to profile Dialer0

Tinme until disconnect 4 secs

Current call connected 00: 00: 29

Connect ed to 5554000 (Capetown)

BRIO/0:2 - dialer type = | SDN

Idle tiner (30 secs), Fast idle tinmer (10 secs)
Wait for carrier (25 secs), Re-enable (15 secs)
Dialer state is data link |ayer up

Dial reason: ip (s=172.16.0.1, d=172.16.0.3)
Interface bound to profile Dialerl

Time until disconnect 19 secs

Current call connected 00: 00: 13

Connected to 5554001 (JULI ET)

Dialer0 - dialer type = D ALER PROFI LE

Idle tiner (120 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link |ayer up

Nurmber of active calls =0

Number of active circuit switched calls =0

<out put om tted>

5. According to the output of the show di al er command, what phone number is BRIO/0:1
connected to? What is the hostname of that router?

6. What phone number is BRI0/0:2 connected to? What is the hostname of that router?
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7. According to the output of the show di al er command, what is BRI0/O:1's idle timer set
to?

8. What is BRI0/0:1's fast idle timer set to?

9. Why did these values change when SanJosel connected to Capetown?

10. What is one advantage of using a dialer profile instead of a dedicated configuration on
the BRI?

11. What is one advantage of using a dialer map-class?
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Lab 6.3.1: Configuring X.25 SVCs

Router Simulated
X.25 Cloud

S0/0 S0/1
DCE DCE

X.121 Address
311082194567

X.121 Address
311082191234

S0/0 192.168.3.1 /24 S0/0 192.168.3.2 /24

Fa0/0 Fa0/0
‘ 192.168.1.1 /24 192.168.2.1 /24 ‘

Configure X.25 SVCs to connect a central office router to a branch location using a third
router as a simulated X.25 switch.

Objective

Scenario

International Travel Agency (ITA) has a small branch office in an area that is not served
by either Frame Relay or ISDN technology. You have been asked to put together an X.25
prototype to see if the technology will meet ITA’s requirements. In this first trial, you will
be using switched virtual circuits (SVCs).

Because an X.25 test network is not available, you will first configure a router to act as an
X.25 switch. Once the switch is configured, you will configure two routers to interface with
the X.25 network. Use X.25 SVCs to create a functional link between the two routers. The
branch router (Branch) connects a stub network, so configure a default route on the
branch router side and a static route on the central router (Central_1) side.

Step 1

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Cable the lab as shown in the diagram.
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Step 2

Step 3

The first router to be configured will be the X.25 switch router, which will simulate the
X.25 network. Configure the following information on the router:

Set the hostname to Switch on the router.

Rout er (conf i g) #host nane Switch

Turn on the X.25 switching feature with the following command:

Swi t ch(confi g)#x25 routing

Configure each of the serial interfaces on the X.25 switch (Switch) router to use X.25
encapsulation:

Swi tch(config)#interface serial 0/0

Swi tch(config-if)#encapsul ati on x25 dce
Swi tch(config-if)#cl ockrate 56000

Swi tch(config-if)#no shutdown
Switch(config-if)#interface serial 0/1
Swi tch(config-if)#encapsul ati on x25 dce
Swi tch(config-if)#cl ockrate 56000

Swi tch(config-if)#no shutdown
Switch(config-if)#~rzZ

Use the following commands to set up the static X.121 address for each connection so
that the router will know which interfaces to switch the X.25 packets out:

Swi tch(config)#x25 route 311082191234 interface serial 0/0
Swi tch(config)#x25 route 311082194567 interface serial 0/1

Configure the branch (Branch) router using the following steps:
Set the hostname to Branch on the router:

rout er (confi g)#host nane Branch

Configure the interfaces and assign the IP addresses:

Branch(confi g)#i nterface fastethernet 0/0
Branch(config-if)#i p address 192.168. 1.1 255. 255. 255.0
Branch(config-if)#no shut down

Branch(confi g)#i nterface serial 0/0

Branch(confi g-if)#encapsul ati on x25
Branch(config-if)#i p address 192.168. 3.1 255. 255. 255.0
Branch(config-if)#no shut down

Assign the X.121 address to this interface:

Branch(config-if)#x25 address 311082191234
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Step 4

Step 5

Set up the X.25 mapping to the other side:

Branch(config-if)#x25 map ip 192.168. 3.2 311082194567 broadcast

Add the necessary default route to facilitate successful routing:

Branch(config)#ip route 0.0.0.0 0.0.0.0 192.168.3.2

Configure the central office (Central_1) router using the following steps:
Set the hostname to Central_1 on the router:

rout er (confi g)#host name Central _1

Configure the interfaces and assign the IP addresses:

Central _1(config)#interface fastethernet 0/0

Central _1(config-if)#i p address 192.168.2.1 255.255.255.0
Central _1(config-if)#no shutdown

Central _1(config)#interface serial 0/0

Central _1(config-if)#encapsul ati on x25

Central _1(config-if)#i p address 192.168. 3.2 255. 255. 255.0
Central _1(config-if)#no shutdown

Assign the X.121 address to this interface:
Central _1(config-if)#x25 address 311082194567

Set up the X.25 mapping to the other side:

Central _1(config-if)#x25 nmap ip 192.168.3.1 311082191234
br oadcast

Add the necessary static route to facilitate successful routing:

Central _1(config)#ip route 192.168.1.0 255.255.255.0 192.168.3.1

Verify end-to-end connectivity.
From either Branch or Central_1, ping the other’s FastEthernet interface.

If it doesn’t work you have a problem with your configuration. Make sure that the Ethernet
interfaces are up and connected at least to a hub or switch.

Remember connectivity is between Branch and Central_1; the other router is working as
a switch.
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Step 6

On all three routers, use the appropriate show interfaces command and see what X.25
information is available. The following is an example of what the output for Central_1

might look like:

Central 1#show interfaces serial 0/0
Serial 0/0 is up, line protocol is up
Hardware is HD64570 with 5-in-1 nodul e
Internet address is 192.168.3.2/24
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on X25, | oopback not set
X. 25 DTE, address 311082194567, state Rl, nmodulo 8, tinmer
Defaults: idle VC tineout O
ci sco encapsul ation
i nput/out put w ndow sizes 2/2, packet sizes 128/128
Tinmers: T20 180, T21 200, T22 180, T23 180

Channel s: I ncom ng-only none, Two-way 1-1024, Qutgoing-only

none
RESTARTs 0/ 0 CALLs 0+0/0+0/0+0 DI AGs 0/0
LAPB DTE, state CONNECT, nmodulo 8, k 7, Nl 12056, N2 20
T1 3000, T2 0, interface outage (partial T3) 0, T4 0
VS 3, VR1, tx NR1, Renote VR 3, Retransm ssions O
Queues: U S frames 0, | frames 0, unack. 0, reTx O

| FRAMEs 27/17 RNRs 0/0 REJs 0/0 SABM Es 0/1 FRVRs 0/0 DI SCs

0/0
Last input 00:01: 05, output 00:00:49, output hang never
Last clearing of "show interface" counters 00:01:41
Queueing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
45 packets input, 645 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, 0 giants, O throttles

O input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort

36 packets output, 3087 bytes, 0 underruns
O output errors, 0 collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions
DCD=up DSR=up DIR=up RTS=up CTS=up
Central _1#

Note the encapsulation and the DTE/DCE designation.

1. Inthe above output, what is the LAPB state?

2. Inthe above output, what is the X.25 address of the interface?
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On any of the three routers, use the show x25 ? command to see the available options.

Central 1#show x25 ?

cont ext

hunt - gr oup

interface

map

profile

route

services

Ve

Xot

|<Cr'>

pad

renot e-red
Central _1#

Show X. 25 state for one or nore interfaces

Show X. 25 hunt group(s)

Show X. 25, CWMNS, or Annex-G VCs on one interface
Show x25 map table

Show X. 25 profile(s)

Show x25 routing table

Show X. 25 services information (default)

Show speci fic X 25/ CWNS/ ANNEXG virtual circuit(s)
Show XOT ( X. 25-Over-TCP) VCs

Qut put nodifiers

X25 pad connection status
X25 REMOTE- RED t abl e

Try the context option and compare the results to the show interfaces result. Try map,
services and any others that interest you. Note that not all of the commands will display
results, depending on which router you are using. The map option works on either end of the
router but not the switch, for example.

On the Switch router, try the show X25 r out e command. This command shows nothing on
the other two routers because they are not acting like an X.25 switch (x25 routing).

Swi t ch#show x25 route

# WMatch Substitute Route to

1 dest 311082191234 serial 0/0

2 dest 311082194567 serial 0/1
Swi t ch#
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Lab 6.3.2: Configuring X.25 PVCs

Router Simulated
X.25 Cloud

PVC1 PVC4
X.121 Address S0/0  S0/1 X.121 Address
311082191234 DCE  DCE 311082194567
S0/0 192.168.3.1 /24 S0/0 192.168.3.2 /24

Fa0/0 FaO/O
‘ 192.168.1.1 /24 192.168.2.1 /24 ‘

Configure X.25 PVCs to connect a central office router to a branch location using a third
router as a simulated X.25 switch.

Objective

Scenario

International Travel Agency (ITA) has a small branch office (Branch) in an area that is not
served by either Frame Relay or ISDN technology. You have been asked to put together
an X.25 prototype to see if the technology will meet ITA’'s requirements. In this second
trial, you will be using permanent virtual circuits (PVCSs).

Because an X.25 network is not available, you will first configure a router to act as an
X.25 switch. Once the switch is configured, you will configure two routers to interface with
the X.25 network. Use X.25 PVCs to create a functional link between the two routers. The
branch router (Branch) connects a stub network, so configure a default route on the
branch router side and a static route on the central router (Central_1) side.

Step 1

Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This will prevent you from having problems caused by residual
configurations. Cable the lab as shown in the diagram.

Step 2
The first router to be configured will be the Switch router, which will simulate the X.25

network. Log into the Switch router and enter global configuration mode. Configure the
following information into the router:
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Step 3

Set the hostname to Switch on the router.

rout er (confi g)#host nane Switch

Turn on the X.25 switching feature with the following command:

Swi t ch(confi g) #x25 routi ng

Set up the static X.121 address so that the router will know which interfaces to switch the
X.25 packets out:

Swi tch(config)#x25 route 311082191234 interface serial 0/0
Swi tch(config)#x25 route 311082194567 interface serial 0/1

Configure each of the serial interfaces on the X.25 switch router so that they use X.25
encapsulation and set up the PVC mappings:

Swi tch(config)#interface serial 0/0

Swi tch(config-if)#encapsul ati on x25 dce

Swi tch(config-if)#x25 pvc 1 interface seriall pvc 4
Swi tch(config-if)#cl ockrate 56000

Swi tch(config-if)#no shutdown

Switch(config-if)#i nterface serial 0/1

Swi tch(config-if)#encapsul ati on x25 dce

Swi tch(config-if)#x25 pvc 4 interface serial0 pvc 1
Swi tch(config-if)#cl ockrate 56000

Swi tch(config-if)#no shutdown

Configure the branch (Branch) router using the following steps:
Set the router hostname to Branch:

rout er (confi g) #host nane Branch

Configure the interfaces and assign the IP addresses:

Branch(confi g)#i nterface fastethernet 0/0
Branch(config-if)#i p address 192.168. 1.1 255. 255. 255.0
Branch(config-if)#no shut down
Branch(config-if)#interface serial 0/0

Branch(confi g-if)#encapsul ati on x25
Branch(config-if)#i p address 192.168. 3.1 255. 255. 255.0
Branch(config-if)#no shut down

Assign the X.121 address to this interface:

Branch(config-if)#x25 address 311082191234

Instead of using the x25 map command to establish an SVC, use the x25 pvc
command to create a PVC. Set up the PVC in interface configuration mode:

Branch(config-if)#x25 pvc 1 ip 192.168.3.2 311082194567 broadcast
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Add the necessary default route to facilitate successful routing:

Branch(config)#ip route 0.0.0.0 0.0.0.0 192.168.3.2
Step 4

Configure the central office (Central_1) router using the following steps:

Set the hostname to Central_1 on the router:

rout er (confi g)#host name Central _1

Configure the interfaces and assign the IP addresses:

Central _1(config)#interface fastethernet 0/0

Central _1(config-if)#i p address 192.168.2.1 255.255.255.0

Central _1(config-if)#no shutdown

Central _1(config-if)#interface serial 0/0

Central _1(config-if)#encapsul ati on x25

Central _1(config-if)#i p address 192.168. 3.2 255. 255.255.0
Central _1(config-if)#no shutdown

Assign the X.121 address to this interface:

Central _1(config-if)#x25 address 311082194567

Set up the X.25 PVC to the other side:

Central _1(config-if)#x25 pvc 4 ip 192.168.3.1 311082191234
br oadcast

Add the necessary static route to facilitate successful routing:

Central _1(config)#ip route 192.168.1.0 255.255.255.0 192.168.3.1
Step 5

Verify end-to-end connectivity.

From either Branch or Central_1, ping the other’s FastEthernet interface.

If it doesn’t work you have a problem with your configuration. Make sure that the
FastEthernet interfaces are up; troubleshoot as necessary.

Remember connectivity is between Branch and Central_1; the other router is working as
a switch.

Step 6

On all three routers, use the appropriate show interfaces command and see what X.25
information is available.

Use the show x25 pvc command to display information about the X.25 PVC.
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On all three routers, use the appropriate show interfaces command and see what X.25
information is available. The following is an example of what Switch might look like:

Swi t ch#show i nterfaces
Serial 0/0 is up, line protocol is up
Hardware is HD64570 with 5-in-1 nodul e
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on X25, | oopback not set
X. 25 DCE, address <none>, state Rl, nodulo 8, timer O
Defaults: idle VC timeout O
ci sco encapsul ation
i nput/out put wi ndow sizes 2/2, packet sizes 128/128
Tinmers: T10 60, T11 180, T12 60, T13 60
Channel s: I ncom ng-only none, Two-way 25-128, Qutgoing-only none
RESTARTs 1/0 CALLs 0+0/0+0/0+0 DI AGs 0/0
LAPB DCE, state CONNECT, nodulo 8, k 7, N1 12056, N2 20
T1 3000, T2 0, interface outage (partial T3) 0, T4 0
VS 0, VRO, tx NRO, Remrote VR 0, Retransmni ssions O
Queues: U/ S franmes 0, | franes 0, unack. 0O, reTx O
I FRAMEs 8/8 RNRs 0/0 REJs 0/0 SABM Es 24/1 FRVRs 0/0 DI SCs 0/0
Last input never, output 00:05:29, output hang never

Serial 0/1 is up, line protocol is up
Hardware is HD64570 with 5-in-1 nodul e
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on X25, | oopback not set
X. 25 DCE, address <none>, state Rl, nobdulo 8, tiner O
Defaults: idle VC timeout 0O
ci sco encapsul ation
i nput/out put wi ndow sizes 2/2, packet sizes 128/128
Tinmers: T10 60, T11 180, T12 60, T13 60
Channel s: I ncom ng-only none, Two-way 25-128, Qutgoing-only none
RESTARTs 1/0 CALLs 0+0/0+0/0+0 DI AGs 0/0
LAPB DCE, state CONNECT, nodulo 8, k 7, N1 12056, N2 20
T1 3000, T2 0, interface outage (partial T3) 0, T4 O
VS 7, VR7, tx NR7, Renpte VR 7, Retransmissions O
Queues: U S franes 0, | franes 0, unack. 0, reTx O
IFRAMES 7/7 RNRs 0/0 REJs 0/0 SABM Es 92/1 FRVRs 0/0 DI SCs 0/0
Last input never, output 00:06:54, output hang never
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Lab 7.4.1: Basic Frame Relay Router and Switch Configuration

router

S0/0 /192.168.192.1 /24 S0/0 \ 192.168.192.2 /24

% IGRP 234 %
1 1

Fa0/0 Fa0/0

192.168.0.1 /24 192.168.200.1 /24

Objective

Configure a router as a Frame Relay switch, connecting two routers in a point-to-point
topology.

Scenario

Step 1

Step 2

You are the network engineer for International Travel Agency, preparing to

deploy Frame Relay as the primary connectivity for the company WAN. While waiting for
the service provider to provision T1 lines, you create router configurations in advance.
Since you do not have access to a Frame Relay switch, you must configure a Cisco
router as a Frame Relay switch to test router configurations. Your network will use IGRP,
autonomous system number 234, to advertise LANs at each location.

Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This prevents you from having problems caused by residual
configurations. Once you have prepared the equipment, proceed with Step 2. This lab
assumes Cisco I0S version 11.2 or later is running on all routers.

Configure the Frame Relay switch with static mapping necessary to switch
packets along the appropriate PVC.

Start by enabling f r ame-r el ay swi t chi ng on the router acting as the service
provider Frame Relay cloud.

FRswi t ch(confi g)#frame-rel ay sw t ching

The remaining configurations on the Frame Relay switch are interface-specific. On both
serial interfaces, encapsulate frames as Frame Relay, define the interface as a Frame
Relay DCE. Here is an example:
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FRswi t ch(config)#i nterface serial 0/0
FRswi t ch(config-if)#encapsul ati on frame-rel ay
FRswi tch(config-if)#frame-relay intf-type dce

Frame Relay switches identify inbound frames by their data-link connection identifier
(DLCI). The DLCI is then referenced in a switching table to determine the outbound port.
To statically define an end-to-end PVC between SanJosel and London, a static route
needs to be configured for each serial interface, as shown here:

FRswi t ch(config)#i nterface serial 0/0

FRswi tch(config-if)#frame-relay route 18 interface serial 0/1 16
FRswi tch(config-if)#interface serial 0/1

FRswi tch(config-if)#frame-relay route 16 interface serial 0/0 18

The switch logic says, “if frame inbound interface serial 0/0 is labeled DLCI 18, then send
outbound interface serial 0/1 labeled with DLCI 16.” For traffic traveling in the opposite
direction, “if frame inbound interface serial 0/1 is labeled DLCI 16, then send outbound
interface serial 0/0 labeled with DLCI 18.” This can be seen with show f r anme-r el ay

r out e on the switch, as shown here

FRswi t ch#show frane-rel ay route

I nput Intf I nput Dl ci Qut put Intf Qut put Dl ci St at us
Serial 0/ 0 18 Serial 0/ 1 16 active
Serial 0/1 16 Serial 0/0 18 active

Step 3
Next, configure SanJosel with IP addresses and a routing protocol as shown in the
diagram. Because the default encapsulation for Cisco routers is HDLC, interface serial
0/0 needs to be configured for Frame Relay encapsulation, as shown here:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#encapsul ation franme-rel ay
SanJosel(config-if)#ip address 192.168.192.1 255.255.255.0
SanJosel(config-if)#exit

SanJosel(config)#router igrp 234
SanJosel(config-router)#network 192.168.0.0
SanJosel(config-router)#network 192.168.192.0

Configure London using the same command syntax.

Step 4
Use extended pings and show i p rout e to test Frame Relay connectivity and IGRP
route propagation.

London#show i p route
Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0

C 192.168.200.0/24 is directly connected, FastEthernet0/0

| 192.168. 0.0/ 24 [100/80135] via 192.168.192.1, 00:00: 25,
Serial 0/0

London#pi ng

Protocol [ip]:

Target | P address: 192.168.0.1
Repeat count [5]: 20

Dat agram si ze [ 100]:
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Step 5

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 192.168.200.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 20, 100-byte I CWMP Echos to 192.168.0.1, tineout is 2

seconds:
rrrrrrrerrrrrrrerrrnd

Success rate is 100 percent (20/20), round-trip mn/avg/ max =
64/ 64/ 68 s
London#

That is all it takes to configure an end-to-end Frame Relay network. This is a simple
process, due to the ability of Cisco routers to dynamically learn information from the
adjacent Frame Relay switch and neighboring routers. Also, realize the router is using
default values for Frame Relay variables that are not explicitly configured.

Many variables were defined through default configuration and discovery, but you can still
view those default values for Frame Relay encapsulation type, DLCI mapping, and LMI
on SanJosel.

Cisco routers support two Frame Relay encapsulation types: Cisco and IETF (Internet
Engineering Task Force). Cisco is a proprietary encapsulation type; IETF is standards
based. Use IETF whenever connecting to a non-Cisco router through a Frame Relay
PVC. Since the Frame Relay encapsulation type has not been defined, the default must
be in use. Issue show i nterface serial 0/0on SanJosel, as shown:

SanJosel#show i nterface serial 0/0
Serial0/0 is up, line protocol is up
Hardware i s Power QU CC Seri al
Internet address is 192.168.192.1/24
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on FRAME- RELAY, | oopback not set
Keepal i ve set (10 sec)
|

<out put onmited>

In the above output, there is no indication of the encapsulation type other than FRAME-
RELAY. Change SanJosel Serial 0/0 Frame Relay encapsulation type to IETF and show
i nterface serial 0/0 again.

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#encapsul ation frane-relay ietf

SanJosel#show i nterface serial 0/0
Serial0/0 is up, line protocol is up
Hardware i s Power QU CC Seri al
Internet address is 192.168.192.1/24
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on FRAME- RELAY | ETF, | oopback not set
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Keepal i ve set (10 sec)
|

<out put onmited>

In the above output, the IETF encapsulation type is declared. Thus, if you see only
FRAME-RELAY, the router must be using the default encapsulation type, Cisco. Change
the encapsulation type back to Cisco by not specifying a type.

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#encapsul ation franme-rel ay

DLCls identify unique permanent or switched virtual circuits (PVCs or SVCs). One device
can support DLCIs ranging from 16-1007. The complete DLCI range is 0-1023, with 0-15
and 1008-1023 reserved for special purposes. Example: Multicasts are identified with
1019 and 1020.

Issue the show frane-rel ay map command on SanJosel, as shown here:

SanJosel#show frane-rel ay map
Serial 0/0 (up): ip 192.168.192.2 dlci 18(0x12,0x420), dynanic,
broadcast,, status defined, active

“Mapping” is the association between a DLCI and its next-hop network address. The router
logic says, “if routing to next-hop 192.168.192.2, tag frame with DLCI 18.” The Frame Relay
switch does not understand IP addressing, but does know where to send frames tagged as
DLCI 18. Recall the switch logic from Step 2.

1.Given the minimal commands executed on SanJosel, how does the router know which
DLCI to use, and the IP address of the next-hop router using that PVC?

DLCIs have to be configured on the Frame Relay switch. If DLCIs are not configured on the
router, they are learned dynamically from the switch through LMI (defined below). Once the
router has a DLCI number identifying a virtual circuit, the router sends an Inverse ARP
through that circuit requesting information from whatever DTE (router) is on the other end.
When the process is completed in both directions, the circuit is ready for traffic.

Link Management Interface (LMI) is the Layer 2 protocol between the DTE (the router) and
a DCE (switch), exchanging keepalives every 10 seconds, with DLCI information conveyed
every 60 seconds. There are three different LMI types: Cisco, ANSI, and Q933a. DTE
devices must match the LMI type of the DCE. Since you did not explicitly configure the LMI
type on the switch, the network must be using the default LMI type. Execute show f r ane-
relay I m on SanJosel.

SanJosel#show frane-relay | m
LM Statistics for interface Serial 0/0 (Frane Relay DTE) LM TYPE

= Cl SCO

Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumry Call Ref O Invalid Msg Type O
Invalid Status Message 0 Invalid Lock Shift O
Invalid Information ID 0O Invalid Report IE Len O
Invalid Report Request 0 Invalid Keep IE Len O
Num St at us Enq. Sent 325 Num St at us nmsgs Rcvd 326
Num Update Status Rcvd 0 Num St atus Tineouts 0O
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The default LMI type is Cisco. Note that LMI type is interface-specific. This same router
could use a different LMI type on another serial interface; perhaps when connected to a
second Frame-Relay switch for redundancy. The LMI type is also identified by a DLCI,
communicated from the switch to the router.

2. Which DLCI is used by the Cisco LMI type?

If you do not already know the answer, issue the show i nterface serial 0/0
command on SanJosel, as shown here:

SanJosel#show i nterface serial 0/0
Serial0/0 is up, line protocol is up

Har dware is Power QUI CC Seri al

Internet address is 192.168.192.1/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on FRAME- RELAY, | oopback not set

Keepal i ve set (10 sec)

LM enq sent 109, LM stat recvd 109, LM upd recvd 0, DTE
LM up

LM enq recvd 0, LM stat sent 0, LM upd sent O

LM DLCl 1023 LM type is CISCO frame relay DTE

Br oadcast queue 0/ 64, broadcasts sent/dropped 36/0, interface
broadcasts 17

Last input 00:00: 05, output 00:00:05, output hang never

Last clearing of "show interface" counters 00:18: 15

<out put onmited>

The Cisco LMI type uses DLCI 1023.

Frame Relay can be implemented in four basic topologies: point-to-point, hub-and-spoke
(star), full mesh, and partial mesh. Frame Relay is easy to configure in a simple topology,
but it has many variations. Complication is introduced when multiple PVCs share one
physical interface or when implementing a Non-Broadcast Multiple-Access Network
(NBMA) over Frame Relay. Common variations are addressed in the following labs.
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Lab 7.4.2: Configuring Full-Mesh Frame Relay

—_—
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DLCI 18 w DLCI 17

S0/0
A

1/1
PVC PVC
Adtran Atlas 550

Frame Relay
192.168.192.0/24

DLCI 16 1/2 2/1 DLCI 16

.2 4
=< 0 son @D
| ondon >~y
Singapore
pLci17 PVC  pLciis eel

[
Fa0/0 192.168.200.1 /24 IGRP 234 Fa0/0 192.168.232.1 /24

Objective
Configure three routers with Frame Relay in a full-mesh topology.

Scenario
Your ISP has provisioned Frame Relay PVCs for the International Travel Agency WAN.
As the administrator, you are responsible for configuring Frame Relay among regional
offices. You begin with North America, Asia, and Europe. The design calls for all three
routers to be placed on the same logical IP network in a full-mesh topology. Also, use
IGRP (AS 234) to dynamically exchange routes. The ISP Frame Relay switch uses the
ANSI LMI-type, and is configured with the DLCIs shown in the diagram.

Step 1
Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This will prevent you from having problems caused by residual
configurations. After you prepare the equipment, proceed with Step 2. Cable the network
according to the above diagram. This lab assumes use of an Adtran Atlas 550 for Frame
Relay emulation. You can also use a router with three serial interfaces as a Frame Relay
switch. If you are using the Atlas 550, be sure to connect the routers’ serial interfaces to the
correct port on the Atlas (labeled in the diagram) using a V.35 cable. Even if you have a
WAN emulator, perform the lab both ways if possible. Being able to configure a router as a
Frame Relay switch in a full-mesh topology is beneficial to understanding Frame Relay
connectivity.
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Step 2

On SanJosel, apply IP addressing to the interfaces, configure IGRP as the routing
protocol, and encapsulate the Serial 0/0 WAN link as Frame Relay, as shown here:

SanJosel(config)#i nterface serial 0/0
SanJosel(config-if)#ip address 192.168.192.1 255.255.255.0
SanJosel(config-if)#encapsul ation franme-rel ay
SanJosel(config-if)#interface fastethernet 0/0
SanJosel(config-if)#ip address 192.168.0.1 255.255. 255.0
SanJosel(config-if)#exit

SanJosel(config)#router igrp 234
SanJosel(config-router)#network 192.168.0.0
SanJosel(config-router)#network 192.168.192.0

Configure Frame Relay on Singapore and London using the same command
syntax.

Step 3

Verify complete configuration of full-mesh Frame Relay WAN.

Test with extended pings between each set of routers. Example: London to
Singapore.

London#pi ng

Protocol [ip]:

Target | P address: 192.168.232.1

Repeat count [5]: 50

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 192.168.200.1

Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 50, 100-byte | CMP Echos to 192.168.232.1, tineout is

seconds:
| T T T I I I I I |

Success rate is 100 percent (50/50), round-trip m n/avg/ nmax
56/ 60/ 80 ns

All pings should be successful. With only one physical connection to the Frame Relay

cloud, two different next-hop routers can be reached.

Issue the show frane-rel ay | m on Singapore, as shown here:

Si ngapor e##show frane-relay I m

LM Statistics for interface Serial 0/0 (Frane Relay DTE) LM TYPE

= ANSI
Invalid Unnunbered info O Invalid Prot Disc O
Invalid dumry Call Ref O Invalid Msg Type O
Invalid Status Message 0 Invalid Lock Shift O
Invalid Information ID 0O Invalid Report IE Len O
Invalid Report Request 0 Invalid Keep IE Len O
Num St at us Eng. Sent 2523 Num St at us nsgs Rcvd 2522
Num Update Status Rcvd 0 Num St atus Ti neouts 7
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The LMI type is ANSI.

1. The default LMI type is Cisco and you did not explicitly configure another type; why did
the router select ANSI?

If a router is running Cisco 10S release 11.2 or later, it can autosense the LMI type as
either Cisco, ANSI T1.617 Annex D (ANSI), or ITU-T Q.933 Annex A (q933a).

Issue the show frane-rel ay pvc command on Singapore.

Si ngapor e#show frame-rel ay pvc

PVC Statistics for interface Serial 0/0 (Frane Rel ay DTE)

Active I nactive Del et ed Static

Local 2 0 0 0

Swi t ched 0 0 0 0

Unused 0 0 0 0

DLCl = 16, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =

Serial 0/ 0

i nput pkts 676 out put pkts 470 in bytes 92211

out bytes 86466 dropped pkts O in FECN pkts 0

in BECN pkts O out FECN pkts O out BECN pkts
0

in DE pkts 0 out DE pkts O

out bcast pkts 372 out bcast bytes 76274

pvc create tine 03:32:04, last time pvc status changed 03: 32: 04

DLCI = 18, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =

Serial 0/0
i nput pkts 433 out put pkts 436 in bytes 81309
out bytes 82942 dropped pkts O in FECN pkts O
in BECN pkts 0 out FECN pkts O out BECN pkts
0
in DE pkts 0 out DE pkts O
out bcast pkts 371 out bcast bytes 76182

pvc create tine 03:32:05, last tinme pvc status changed 03: 32: 05

Singapore S0/0 is using two DLCIs, 16 and 18, which you did not explicitly
configure. The router learned about these dynamically from the Frame Relay switch. Recall
that a DLCI identifies a PVC through the Frame Relay cloud.

Issue the show frane-rel ay map command on Singapore.

Si ngapor e#show frame-rel ay nmap
Serial 0/0 (up): ip 192.168.192.1 dlci 16(0x10,0x400), dynani c,
broadcast,, status defined, active
Serial 0/0 (up): ip 192.168.192.2 dlci 18(0x11, 0x410), dynanmi c,
broadcast,, status defined, active

Recall that mapping is the association between a DLCI and the next-hop DTE (router). The
next hop is identified by its IP address.
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2. Since mapping was not explicitly configured, how was this mapping achieved?

Once a router receives a list of DLCIs, it sends an Inverse ARP through every PVC
requesting information regarding the DTE at the other end. The returned IP address and
status information is displayed in the map table. Note that, according to the show f r anme-
rel ay map output above, these maps were created dynamically. Note: Broadcasts and
multicasts are supported on these PVCs, enabling routing protocols to exchange updates
between regional sites.

Now issue the show i p r out e command on Singapore:
Si ngapor e#show i p route
Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0

| 192. 168. 200. 0/ 24 [ 100/ 8486] via 192.168.192.2, 00:00: 03,
Serial 0/0

C 192.168.232.0/24 is directly connected, FastEthernet0/0

| 192.168.0.0/24 [100/8486] via 192.168.192.1, 00: 00: 05,
Serial0/0

Singapore should have a complete routing table, indicating that your full-mesh Frame
Relay configuration is complete.

Step 4

Network engineers may not be comfortable with implicit configurations. The benefits of
dynamic mapping are minor due to the static nature of most WANSs. Once a link is
established, there may not be a change for years. Also, if variables are not explicitly
defined with configuration commands, the configuration file will not yield much information
about the Frame Relay network.

You can explicitly configure the routers to define elements discussed previously. Here is an
example of how SanJosel might be configured:

SanJosel(config)#interface fastethernet 0/0
SanJosel(config-if)#ip address 192.168.0.1 255. 255. 255.0
SanJosel(config-if)#interface serial 0/0
SanJosel(config-if)#encapsul ation franme-rel ay
SanJosel(config-if)#frame-relay map ip 192.168.192. 2 18 broadcast
SanJosel(config-if)#frame-relay map ip 192.168.192.4 17 broadcast
SanJosel(config-if)#frame-relay | m-type ansi
SanJosel(config-if)#exit

SanJosel(config)#router igrp 234

SanJosel(config-router)#network 192.168.192.0
SanJosel(config-router)#network 192.168.0.0

SanJosel(confi g-router)#passive-interface fastethernet 0/0

The frame-rel ay map command associates next-hop ip addresses with local a DLCI.
The br oadcast keyword allows multicasts and broadcasts to be propagated through that
PVC. Theframe-rel ay | m -type command statically defines the DTE (router) LMI
protocol, which must match the DCE (switch).

Note that, in this configuration, IGRP routing updates are blocked from exiting FastEthernet
0/0. This saves bandwidth on the LAN, as there are no IGRP neighbors on that network.
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Lab 7.4.3: Configuring Full-Mesh Frame Relay With Subinterfaces
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Objective
Configure three routers with Frame Relay in a full mesh using subinterfaces.

Scenario
While looking forward to fine-tuning traffic flow among regional sites connected to the
International Travel Agency WAN, you realize greater control could be implemented if
there was an individual physical leased line between each site. Unfortunately, your
managers will not approve the cost of an additional leased line.

However, you can configure separate logical connections between the sites by using
subinterfaces. Each router will have one physical interface connected to the Frame Relay
switch. The single physical interface (s0/0) with have two logical subinterfaces
configured, one for each regional site. Physical redundancy is achieved in the carrier’s
Frame Relay cloud, enabled by multiple PVCs per physical interface on the routers.
Although your provider charges for each additional PVC, the fee is very small, especially
when compared with the cost of a leased line.

Step 1
Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This prevents you from having problems caused by residual
configurations. After you prepare the equipment, proceed with Step 2.
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Build the network according to the above diagram. This lab assumes use of an

Adtran Atlas 550 as the Frame Relay cloud. You may use other WAN emulators or a
router as a Frame Relay switch. If you are using the Atlas 550, be sure to connect each
router’s serial interface to the correct port on the Atlas (labeled in the diagram) using a
V.35 cable.

Step 2
Configure each router’s FastEthernet interface and IGRP (AS 234) as shown in the
diagram. Configure serial interfaces to use Frame Relay with subinterfaces. Enter the
following commands on SanJosel:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#no i p address
SanJosel(config-if)#encapsul ation franme-rel ay
SanJosel(config-if)#frame-relay | m-type ansi
SanJosel(config-if)#No shutdown

The no i p address command is only necessary if the interface has already been
configured with an IP address.

Issue the following commands to configure a point-to-point subinterface using DLCI 17.
Note that the subinterface number has been chosen so that you can easily determine
which PVC each subinterface is using (for example, subinterface 0.17 uses DLCI 17).
Although this practice is not required, it is very common.

Specify the subinterfaces with the keyword point-to-point as shown below, and not
multipoint. Some versions of the 10S allow you to create a subinterface without
specifying either type, which results in a multipoint subinterface (the default).

SanJosel(config)#i nterface s0/0.17 point-to-point
SanJosel(config-subif)#i p address 192.168.193. 1 255. 255. 255.0
SanJosel(config-subif)#frame-relay interface-dlci 17

Thefrane-rel ay interface-dl ci command is used to specify which DLCI is used
by each subinterface. Point-to-point subinterfaces can each use only one DLCI. If you do
not specify a subinterface for a DLCI, it will be associated with the major interface (s0/0 in
this case). Now issue the commands needed to configure the subinterface that will use
DLCI 18, as shown:

SanJosel(config)#i nterface s0/0.18 point-to-point

SanJosel(config-subif)#i p address 192.168.192.1 255. 255. 255.0
SanJosel(config-subif)#frame-relay interface-dlci 18

Configure London and Singapore according to the diagram. Use the command syntax in
this step as a guide.

Step 3
Verify PVC status by issuing the show f rame-rel ay pvc command on SanJosel.

SanJosel#show frame-rel ay pvc

PVC Statistics for interface Serial 0/0 (Frane Relay DTE)

Active I nactive Del et ed Static
Local 2 1 0 0
Swi t ched 0 0 0 0
Unused 0 0 0 0
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DLCI = 16, DLCI USAGE = LOCAL, PVC STATUS = | NACTI VE, | NTERFACE =
Serial 0/ 0
i nput pkts 0 out put pkts O in bytes 0
out bytes 0 dropped pkts O in FECN pkts 0O
in BECN pkts O out FECN pkts O out BECN pkts 0
in DE pkts 0 out DE pkts O
out bcast pkts O out bcast bytes 0

pvc create tine 00:48: 21,

DLCI
Serial 0/0.17

i nput pkts 167

out bytes 19871

in BECN pkts 0

in DE pkts 0

out bcast pkts 59

pvc create tine 00:48: 34,

DLCI

Serial 0/0. 18

i nput pkts 156

out bytes 18758

in BECN pkts 0

in DE pkts 0

out bcast pkts 55

pvc create tine 00:48: 35

17, DLCI USACE = LOCAL, PVC STATUS = ACTI VE

18, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE

last time pvc status changed 00: 48: 21

| NTERFACE =

out put pkts 179
dropped pkts 5

out FECN pkts O

out DE pkts O

out bcast bytes 10890
last time pvc status changed 00: 29: 13

in bytes 21552
in FECN pkts O
out BECN pkts O

I NTERFACE =

out put pkts 135
dropped pkts 5

out FECN pkts O

out DE pkts O

out bcast bytes 10718
last time pvc status changed 00:07: 14

in bytes 27757
in FECN pkts O
out BECN pkts O

The output of this command shows the PVC status according to the router’s perspective.
The different states are ACTIVE, INACTIVE, and DELETED. ACTIVE is a successful
end-to-end (DTE to DTE) circuit. INACTIVE is a successful connection to the switch (DTE
to DCE) without a DTE detected on the other end of the PVC. This can occur if the router
dynamically learns of a DLCI not intended for its network, due to a residual or incorrect
configuration on the Frame Relay switch. The DELETED state is when the DTE is
configured for a DLCI the switch does not recognize as valid for that interface.

If you see INACTIVE DLCIs that you do not intend to use, check with your service
provider regarding their status. In this configuration, SanJosel detects DLCI 16, which is
not used in this lab. To keep your router from dynamically creating a PVC with whatever
DTE is on the other end, disable Inverse-ARP for DLCI 16, as shown here:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#no frame-relay inverse-arp ip 16

Issue the show frame-relay map command on SanJosel to determine if Frame Relay
has mapped the appropriate DLCIs to the correct IP address.

SanJosel#show frane-rel ay map

Serial 0/0.17 (up): point-to-point dlici, dlci 17(0x11, 0x410),
br oadcast
status defined, active
Serial 0/0.18 (up): point-to-point dlici, dlci 18(0x12,0x420),

br oadcast
status defined, active

1. According to the output, are DLCI 17 and DLCI 18 mapped to next-hop IP
addresses?
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With point-to-point subinterfaces, there is no mapping between a local DLCI and a next-
hop address. Each subinterface is treated as if it were a separate physical interface and
each Frame Relay PVC contains only two hosts. There is no need to explicitly identify the
next-hop. Point-to-point subinterfaces can also be implemented using IP unnumbered.

Step 4
Make sure IGRP is working by issuing the show i p r out e command on SanJosel.

SanJosel#show i p route
Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0.18

C 192.168.193.0/24 is directly connected, Serial0/0.17

| 192.168.194. 0/ 24 [100/82125] via 192.168.192.2, 00:00: 00,
Serial 0/0.18

[ 100/82125] via 192.168.193.4, 00:01: 25,

Serial 0/0.17

| 192. 168. 200. 0/ 24 [100/80135] via 192.168.192.2, 00:00: 00,
Serial 0/0.18

| 192.168. 232. 0/ 24 [100/80135] via 192.168.193.4, 00:01: 25,
Serial 0/0.17

C 192.168.0.0/24 is directly connected, FastEthernet0/0

Verify round-trip connectivity with an extended pi ng from SanJosel (sourced from
192.168.0.1) to London (192.168.200.1). This pi ng should be successful. Troubleshoot
as necessary.
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Lab 7.4.4: Configuring Hub-and-Spoke Frame Relay
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Objective
Configure Frame Relay on three routers in a hub-and-spoke topology.

Scenario
In an effort to cut costs, you monitor the International Travel Agency’s internetwork traffic
patters and determine that the PVC between London and Singapore is underutilized. By
canceling the redundant PVC, you can save money and still provide connectivity among all
regional sites with a hub-and-spoke topology. Any traffic destined for Singapore and
originating in London would be relayed through SanJosel. The hub-and-spoke topology
creates a single point of failure (the hub router), a risk ITA administration is willing to take.

Step 1
Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This prevents you from having problems caused by residual
configurations. Once you have prepared the equipment, proceed with Step 2.

Build the network according to the above diagram. This lab assumes use of an

Adtran Atlas 550 as the Frame Relay cloud. You may use other WAN emulators or a router
as a Frame Relay switch. If you are using the Atlas 550, be sure to connect each router’s
serial interfaces to the correct port on the Atlas (labeled in the diagram) using a V.35 cable.

Step 2
Configure SanJosel for IGRP (AS 234) and Frame Relay. As the hub router,
SanJosel needs to direct packets through multiple PVCs. Configuring a multipoint
subinterface allows one subinterface to be associated with more than one DLCI. Use the
frame-relay interface-dl ci command to specify local DLCIs, as shown here:
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SanJosel(config)#interface serial 0/0
SanJosel(config-if)#encapsul ation franme-rel ay
SanJosel(config)#interface serial 0/0.1 multipoint
SanJosel(config-subif)#i p address 192.168.192. 1 255. 255. 255.0
SanJosel(config-subif)#frame-relay interface-dlci 17
SanJosel(config-fr-dlci)#exit
SanJosel(config-subif)#frame-relay interface-dlci 18
SanJosel(config-fr-dlci)#exit

SanJosel(confi g-subif) #exit

SanJosel(config)#router igrp 234
SanJosel(config-router)#network 192.168.192.0
SanJosel(config-router)#network 192.168.0.0

Next, configure London for IGRP (AS 234) and Frame Relay. Only one DLCI is needed on
the spoke routers, so you can use a point-to-point subinterface. Because this is a
subinterface configuration, include the franme-rel ay i nterface-dl ci command, as
shown here:

London(confi g)#i nterface serial 0/0

London(confi g-if)#encapsul ation frane-rel ay
London(confi g)#i nterface serial 0/0.16 point-to-point
London(confi g-subi f)#i p add 192. 168. 192. 2 255. 255. 255.0
London(confi g-subif)#frane-relay interface-dlci 16
London(config-fr-dlci)#exit

London(confi g- subi f) #exi t

London(confi g)#router igrp 234

London(confi g-router)#network 192.168. 200. 0
London(confi g-router)#network 192.168.192.0

Using the above commands as a guide, configure Singapore according to the
diagram.

Step 3
Test for connectivity with pings between routers.

London#pi ng 192. 168.192. 1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.192.1, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max
44/ 44] 44 s

London#pi ng 192. 168. 192. 4

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.192.4, tinmeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max

88/ 90/ 92 ns

1. Do the pings demonstrate successful connectivity?

In order to have a functioning internetwork, hosts at each site must be able to
communicate. You can test the complete path, from LAN to LAN, with extended pings.
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First, ping from SanJosel’s LAN interface (192.168.0.1) to Singapore’s LAN interface
(192.168.232.1). This ping should be successful. Next, ping from SanJosel’s LAN interface
(192.168.0.1) to London’s LAN interface (192.168.200.1). This ping should also be
successful.

Finally, ping from London’s LAN interface to Singapore’s LAN interface, and vice versa:

London#pi ng

Protocol [ip]:

Target | P address: 192.168.232.1

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 192.168.200.1

Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 192.168.232.1, tinmeout is 2
seconds:

Success rate is 0 percent (0/5)

These pings fail. Since users on the London LAN cannot access the Singapore LAN, your
configuration is not complete.

To isolate the problem, view all three routing tables:
SanJosel#show i p route
Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0.1

| 192. 168. 200. 0/ 24 [100/80135] via 192.168.192.2, 00:01:19,
Serial0/0.1

| 192.168.232.0/ 24 [100/80135] via 192.168.192.4, 00:00: 53,
Serial0/0.1

C 192.168.0.0/24 is directly connected, FastEthernet0/0

London#show i p route

Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0.16

C 192.168.200.0/24 is directly connected, FastEthernet0/0

| 192.168. 0. 0/ 24 [100/80135] via 192.168.192.1, 00:00: 18,
Serial 0/0. 16

Si ngapor e#show i p route
Gateway of l|ast resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0.16

C 192.168.232.0/24 is directly connected, FastEthernet0/0

| 192.168.0.0/24 [100/8486] via 192.168.192.1, 00: 01: 06,
Serial 0/0. 16
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London and Singapore have not received IGRP updates about each other's LANSs.
However, both of these networks are properly advertised via IGRP commands, and have
been installed in SanJosel’s routing table.

As the hub router, SanJosel should forward information to the spoke routers,

including routing advertisements. Recall that distance vector routing protocols combat
routing loops with the split horizon rule, which states that a router cannot advertise a route
through the same physical interface it was received on. When you configure an interface
with the encapsulation frame-relay command, split horizon is automatically disabled on
the major interface (Serial 0/0, etc). However, split horizon is enabled by default on Frame
Relay subinterfaces.

Since both of the PVCs use the same multipoint subinterface on SanJosel, routes learned
from one spoke router cannot be sent back through the same subinterface to the other
spoke router. You must disable spilt horizon in order for SanJosel to be able to send a
route learned from one spoke to the other.

Disable split horizon on SanJosel’s subinterface, Serial 0/0.1.

SanJosel(config)#interface serial 0/0.1 multipoint
SanJosel(config-subif)#no ip split-horizon

Verify your configuration by issuing the show ip interface s0/0.1 command, as shown
here:

SanJosel#show ip interface s0/0.1
Serial0/0.1 is up, line protocol is up

Internet address is 192.168.192.1/24

Br oadcast address is 255.255. 255. 255

Addr ess deterni ned by setup command

MIU i s 1500 bytes

Hel per address is not set

Directed broadcast forwarding is disabled

Qut goi ng access list is not set

I nbound access list is not set

Proxy ARP is enabl ed

Security level is default

Split horizon is disabled

ICWP redirects are al ways sent

| CMP unreachabl es are al ways sent

I CVMP nmask replies are never sent
fast switching is enabl ed
fast switching on the sane interface is enabl ed
Fl ow switching is disabled
Feature Fast switching turbo vector
mul ticast fast switching is enabl ed
mul ticast distributed fast switching is disabled
rout e-cache flags are Fast
Rout er Di scovery is disabl ed

TTUVTTVTTUTTUVTTUT

Now check Singapore’s routing table again:
Si ngapor e#show i p route
Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0.16
| 192. 168. 200. 0/ 24 [100/82135] via 192.168.192.1, 00:00: 19,

Semester 6: Remote Access v2.0 - Lab 7.4.4 Copyright 0 2001, Cisco Systems, Inc.



Serial 0/0. 16

C 192.168.232.0/24 is directly connected, FastEthernet0/0
| 192.168. 0.0/ 24 [100/8486] via 192.168.192.1, 00:00:19,

Serial 0/0. 16

Confirm internetwork connectivity between the Singapore and London LANs with an

extended ping.

Si ngapor e#pi ng

Protocol [ip]:

Target | P address: 192.168.200.1
Repeat count [5]: 55

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 192.168.232.1

Type of service [0]:

Set DF bit in I P header? [no]:
Validate reply data? [no]:
Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:
Type escape sequence to abort.

Sendi ng 55, 100-byte I CVMP Echos to 192.168.200.1, tineout is 2

seconds:

round-trip mn/avg/ max =

Success rate is 100 percent (55/55),
92/ 93/ 108 s

If this ping is successful, all three regional sites are communicating over a hub-and-spoke

Frame Relay topology.
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Lab 8.3.1: Frame Relay Subinterfaces and Traffic Shaping

Fa0/0 192.168.0.1/24

S0/0.18 192.168.192.1/24
S0/0.17 192.168.193.1/24

DLCI 17

Adtran Atlas

Frame
2/1 [19.2 kbps\ DLCI 16
50/0.16 5y @2
IGRP

1
Fa0/0 192.168.200.1/24 Fa0/0 192.168.232.1/24

S0/0.16 192.168.192.2/24 | | S0/0.16 192.168.193.4/24

Objectives
Configure Frame Relay on three routers in a hub-and-spoke topology using subinterfaces
and map-classes.

Configure rate enforcement to control traffic rates on a per-PVC basis.

Scenario
Each Frame Relay link in the International Travel Agency (ITA) WAN is a T1 (1.544
mbps). After monitoring traffic patterns on ITA’'s WAN for one week, you naotice that the
PVC between SanJosel and Singapore has a low average throughput. In an effort to cut
costs, you decide to revise your contract with the service provider to reduce the
Committed Information Rate (CIR) from 1.544 Mbps to 19.2 kbps.

If SanJosel transmits 80 times faster than Singapore can receive, either the Frame
Relay switches need to buffer the frames or Singapore could be flooded with traffic. Not
wanting to rely on the traffic management of the Frame Relay service provider, you
decide to throttle back the rate at which SanJosel transmits to Singapore. This will
reduce congestion before it becomes an issue in the WAN.

Step 1
Before beginning this lab, it is recommended that you reload each router after erasing its
startup configuration. This prevents you from having problems caused by residual
configurations.

Build the network according to the above diagram. This lab assumes use of an Adtran
Atlas 550 as the Frame Relay cloud. You may use other WAN emulators or a router as a
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Step 2

Step 3

Frame Relay switch. If you are using the Atlas 550, be sure to connect the routers’ serial
interfaces to the correct port on the Atlas (labeled in the diagram) using a V.35 cable.

Configure the router basic information such as router name and passwords as well as the
LAN interfaces. In this lab, use Cisco Frame Relay encapsulation. You may explicitly
configure the LMI-type as ANSI, or you can allow the router to autosense the LMI type.
Use the basic frame relay information below to configure the routers.

Note: Each PVC exists as a point-to-point network on its own logical IP subnet. A
partial configuration for SanJosel is shown here:

On SanJosel:

SanJosel(config)#i nterface serial 0/0.17 point-to-point
SanJosel(config-subif)#i p address 192.168.193. 1 255. 255. 255.0
SanJosel(config-subif)#frame-relay interface-dlci 17
SanJosel(config-fr-dlci)#exit
SanJosel(config-subif)#interface serial 0/0.18 point-to-point
SanJosel(config-subif)#i p address 192.168.192. 1 255. 255. 255.0
SanJosel(config-subif)#frame-relay interface-dlci 18

On London:

London(confi g)#i nterface serial 0/0.16 point-to-point
London(confi g-subi f)#i p address 192. 168. 192. 2 255. 255. 255.0
London(confi g-subif)#frane-relay interface-dlci 16
London(config-fr-dlci)#exit

On Singapore:

Si ngapor e(confi g)#i nterface serial 0/0.16 point-to-point

Si ngapor e(confi g-subi f)#i p address 192. 168. 193. 2 255. 255. 255.0
Si ngapor e(confi g-subif)#frane-relay interface-dlci 16

Si ngapore(config-fr-dlci)#exit

Test connectivity with extended pings between LANSs at different regional sites. From
SanJosel, use extended ping to test connectivity with London. Send several large
packets (over 1000-byte datagram size) to measure throughput, and note the round-trip
times in milliseconds.

SanJosel#pi ng

Protocol [ip]:

Target | P address: 192.168.200.1

Repeat count [5]: 55

Dat agram si ze [100]: 1111

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 192.168.0.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 55, 1111-byte | CWP Echoes to 192.168.200.1, tinmeout is 2

seconds:
| 1 T T O O O O |
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Success rate is 100 percent (55/55), round-trip mn/avg/ max =
176/ 179/ 192 ns

Issue extended pings, using the same parameters, to record round-trip times between
regional LANs: From SanJosel to Singapore and from Singapore to London.

Round-trip times will vary, primarily due to the WAN interface card in your router. The
router probably contains either a WIC-2A/S supporting up to 128 kbps or a WIC-2T
supporting up to 2.048 mbps. For the purposes of this lab, either WIC is fine. The round-trip
times will become relevant when compared to the results of later tests.

Step 4
On Singapore and SanJosel, create a map- cl ass in global configuration mode defining
the CIR. A logical name must be assigned to uniquely identify each map-class. Use CIR
as the name.

Si ngapor e(confi g) #map-cl ass frane-relay CIR
Si ngapor e(confi g- map-cl ass) #frane-relay traffic-rate 19200

SanJosel(config)#map-class frane-relay CIR
SanJosel(config-map-class)#franme-relay traffic-rate 19200

A Frame Relay map-class can be used by any Frame Relay interface. In this case, you
will apply the map-class to Singapore’s subinterface, as shown below. Since the map-

class specifies rate enforcement, you must enable Frame Relay traffic-shaping on the

major interface.

Si ngapor e(confi g)#i nterface serial 0/0

Si ngapore(config-if)#frane-relay traffic-shaping

Si ngapore(config-if)#i nterface serial 0/0.16 point-to-point
Si ngapor e(confi g-subif)#frane-relay class CIR

Configure the other end of this PVC, on SanJosel, using the same commands:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#frane-relay traffic-shaping
SanJosel(config-if)#interface serial 0/0.17 point-to-point
SanJosel(config-subif)#frame-relay class CIR

Step 5
Test connectivity and throughput with extended pings as before, recording round-trip
times. The average and round-trip times should have increased as traffic was buffered
due to slow WAN links. Here are some sample results:

SanJosel#pi ng
<out put om tted>
Sendi ng 55, 1111-byte | COWP Echoes to 192.168.232.1, timeout is 2

seconds:
| T A I A I O O A |

Success rate is 100 percent (55/55), round-trip mn/avg/ max =
184/ 460/ 520 ns

London#pi ng
<out put om tted>
Sendi ng 55, 1111-byte | CWP Echoes to 192.168.232.1, timeout is 2

seconds:
| T I A T I A I O O A |

Success rate is 100 percent (55/55), round-trip mn/avg/ nmax =
356/ 464/ 540 s
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Step 6

1. How are these ping results different from the first set of pings run in Step 3?

To observe detailed traffic shaping statistics, issue show frane-rel ay pvc 17 on
SanJosel. Although traffic-shaping is enabled, it is only active if traffic is buffered. For
this reason, you might see “shaping inactive” in the output of this command, as shown
here:

SanJosel#show frane-relay pvc 17
PVC Statistics for interface Serial 0/0 (Frane Relay DTE)

DLCl = 17, DLClI USAGE = LOCAL, PVC STATUS = ACTIVE, | NTERFACE =
Serial 0/0.18

i nput pkts 82 out put pkts 80 in bytes 14127

out bytes 13930 dropped pkts 1 in FECN pkts 0

in BECN pkts O out FECN pkts O out BECN pkts
0

in DE pkts 0 out DE pkts O

out bcast pkts 66 out bcast bytes 12983

pvc create tine 00:39:54, last tinme pvc status changed 00: 03: 00

cir 19200 bc 19200 be 0 limt 300 i nterval
125

m ncir 9600 byte increnent 300 BECN r esponse no

pkts 17 bytes 2828 pkts del ayed 0 byt es
del ayed 0O

shapi ng inactive
traffic shaping drops 0O
Serial 0/0.18 dlci 18 is first conme first serve default queuing

Qut put queue 0/40, 0 drop, O dequeued

1. According to the output of this command, what is the CIR of this PVC?
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Lab 8.3.2: On-Demand Routing

@. J soo 1
DLCI 18

11
Adtran Atlas 550

Frame Relay
192.168.192.0/24

192.168.0.0/24
1/2

IGRP 234

DLCI 16

Fa0/0 192.168.1.1/24

&
1

Fa0/0 192.168.200.1/24

Objective
Configure and redistribute On-Demand Routing (ODR) over Frame Relay.

Scenario
As the network administrator for the International Travel Agency (ITA), you are
responsible for establishing connectivity between company headquarters (San Jose) and
European regional headquarters (London). Eleven LANs are directly connected to a
single router in London with one Frame Relay WAN link. Since the London router is part
of a stub network, it only needs a default route toward San Josel. Not using a routing
protocol over the slow WAN link will save bandwidth. In order to send data back to
London, a static route could be placed on SanJosel and redistributed, but you know that
the local administrators in London will be adding LANs in the coming weeks. Also, there
are other regional sites adding LANs. To reduce the burden on you and your staff, you
decide to implement ODR as a way to dynamically add routes to the network without the
overhead of routing protocols.

Step 1
Physically build the network as shown in the diagram. If you are using an Adtran Atlas
550 WAN emulator, ensure that the cables are connected to the correct ports.

Step 2
Configure IGRP on only the two San Jose routers. Also, use explicit commands to
configure Frame Relay between SanJosel and London, as shown here:

SanJosel(config)#interface fastethernet 0/0
SanJosel(config-if)#ip address 192.168.0.1 255.255. 255.0
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Step 3

1.

SanJosel(config-if)#interface serial 0/0

SanJosel(config-if)#ip address 192.168.192.1 255.255.255.0
SanJosel(config-if)#encapsul ation franme-rel ay
SanJosel(config-if)#frame-relay map ip 192.168.192.2 18 broadcast
SanJosel(config-if)#frame-relay | m-type ansi
SanJosel(config-if)#exit

SanJosel(config)#router igrp 234

SanJosel(config-router)#network 192.168.192.0
SanJosel(config-router)#network 192.168.0.0

Verify Frame Relay is working by pinging from SanJosel to London (192.168.192.2). The
pings should be successful; troubleshoot as necessary.

View the routing table on SanJose2:

SanJose2#show i p route
<out put om tted>

Gateway of last resort is not set
| 192. 168. 192. 0/ 24 [100/80135] via 192.168.0.1, FastEthernet0/1

C 192.168.0.0/24 is directly connected, FastEthernetO/1
C 192.168.1.0/24 is directly connected, FastEthernet0/0

Does SanJose2’s routing table include an entry for all networks in the diagram?

SanJose?2 has routes to all networks except the London LAN. Try pinging London’s WAN
interface (192.168.192.2) from SanJose? this time.

Since SanJose?2 has a route to the Frame Relay link, why are the pings failing?

Verify that London has a route back to SanJose2, using the show i p r out e command:

London#show i p route
<out put om tted>

Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0
C 192.168.200.0/24 is directly connected, FastEthernet0/0

London has not learned any routes since it is not configured with a routing protocol. It
doesn’t make sense to run a dynamic routing protocol on a stub router, such as London.
Simply configure a default route toward SanJosel.

London(config)#i p route 0.0.0.0 0.0.0.0 192.168.192.1

After you configure the default route, try to ping SanJose2’s Fast Ethernet interface
(192.168.1.1). This ping should now be successful; troubleshoot as necessary.

Now that London has all routing information needed to reach any network, check to see if
SanJosel has a complete routing table, as shown here:
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Step 4

SanJosel#show i p route
<out put om tted>

Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0

C 192.168.0.0/24 is directly connected, FastEthernet0/0

| 192.168.1.0/24 [100/120] via 192.168.0.2, 00:00: 54,
Fast Et hernet 0/ 0

Note that SanJosel does not have a route to 192.168.200.0 (London’s LAN).

Users in London will never receive data until SanJosel learns a route to their LAN and
distributes that route to SanJose2. A static route to 192.168.200.0/24 could be entered in
SanJosel. As more LANs are implemented in London or any other remote stub network,
you need to add more static routes. To avoid this hassle, you can implement On-Demand
Routing (ODR).

Cisco routers send network IDs and subnet masks for adjacent networks in Cisco
Discovery Protocol (CDP) frames. ODR tells the receiving router to build routes with the
information. To configure ODR, simply enable it on the hub (receiving) router.

SanJosel(confi g)#router odr

After enabling ODR, check SanJosel’s routing table again, as shown:

SanJosel#show i p route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile,
B - BGP
D- EICRP, EX - EICRP external, O- OSPF, |IA - OSPF
inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2
El - OSPF external type 1, E2 - OSPF external type 2,
E - ECP

i - 1S1S L1 - 1S I1Slevel-1, L2 - IS 1S level-2, ia -
IS 1S inter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0
C 192.168.0.0/24 is directly connected, FastEthernet0/0
| 192.168.1.0/24 [100/120] via 192.168.0.2, 00: 00: 34,
Fast Et hernet 0/ 0
O 192.168.200.0/24 [160/1] via 192.168.0.2

What could be the problem if you have enabled ODR but there is still no route to the
London LAN?

Since ODR depends on CDP, verify that CDP is enabled. Issue the show cdp command
on SanJosel.

SanJosel#show cdp
G obal CDP infornmation:
Sendi ng CDP packets every 60 seconds
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Sendi ng a hol dtine val ue of 180 seconds
Sendi ng CDPv2 advertisenents is enabled

CDP is enabled globally by default, with frames exchanged every 60 seconds. On
SanJosel, view adjacent Cisco devices learned through CDP:

SanJosel#show cdp nei ghbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route

Bri dge
S- Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt me Capability Platform
Port 1D
SanJose?2 Fas 0/0 149 R 2621
Fas 0/1

If, CDP does not appear to be running over the Frame Relay cloud between SanJosel
and London enable it on both routers and on the Frame Relay interfaces. An example of
enabling it on an interface is shown below:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#cdp enable

After you enable CDP, view SanJosel’s routing table again:

SanJosel#show i p route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile,
B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF
inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2
El - OSPF external type 1, E2 - OSPF external type 2,
E - EGP

i - IS1S L1 - 1S I1Slevel-1, L2 - I1S-ISlevel-2, ia -
IS ISinter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

C 192.168.192.0/24 is directly connected, Serial0/0

0 192. 168. 200. 0/ 24 [160/1] via 192.168.192.2, 00:00: 32,
Serial 0/0

192.168.0.0/24 is directly connected, FastEthernet0/0

192.168.1.0/24 [100/120] via 192.168.0.2, 00:01: 20,
Fast Et hernet 0/ 0

-0

Note that SanJosel finally has a route to the London LAN.
2. What is the administrative distance of the ODR route to the London LAN?

Step 5
Finally, verify connectivity with an extended ping from the SanJose2 LAN to the London
LAN:

SanJose2#pi ng

Protocol [ip]:

Target | P address: 192.168.200.1
Repeat count [5]:
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Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmmands [n]: vy

Source address or interface: 192.168.1.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 100-byte | CMP Echoes to 192.168.200.1, tinmeout is 2
seconds:

Success rate is 0 percent (0/5)

1. Why did the ping fail?

View SanJose2’s routing table:

SanJose2#show i p route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile,
B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A — OSPF
inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA externa
type 2
El - OSPF external type 1, E2 - OSPF external type 2,
E - EGP

i - 1S1S L1 - 1S I1Slevel-1, L2 - IS 1S |level-2,
* - candidate defaul t

U - per-user static route, o - ODR, P - periodic
downl oaded static route

T - traffic engineered route

Gateway of |ast resort is not set

| 192.168.192. 0/ 24 [100/80135] via 192.168.0.1, FastEthernet0/1
C 192.168.0.0/24 is directly connected, FastEthernetO/1
C 192.168.1.0/24 is directly connected, FastEthernet0/0

Even though SanJosel and SanJose2 are sharing IGRP routes, SanJosel is not
forwarding the route learned through ODR. ODR only works between two routers for a
total of one hop. ODR is intended as a low-maintenance way to implement hub-and-
spoke topologies where routing protocols may utilize too much bandwidth. ODR is not a
true routing protocol, though an ODR route can be redistributed into a routing protocol.

On SanJosel, provide default metrics for IGRP and redistribute ODR routes:

SanJosel(config)#router igrp 234
SanJosel(config-router)#default-metric 1000 100 250 100 1500
SanJosel(config-router)#redistribute odr

View the routing table on SanJose?2 to confirm redistribution, as shown here:
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Step 6

SanJos

e2#show i p route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile,
B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, I|A - OSPF
inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2
El - OSPF external type 1, E2 - OSPF external type 2,
E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - I1S-1S level-2,
* - candi date default
U - per-user static route, o - ODR, P - periodic downl oaded
static route
T - traffic engineered route

Gateway of last resort is not set

| 192. 168. 192. 0/ 24 [100/80135] via 192.168.0.1,
| 192. 168. 200. 0/ 24 [100/10110] via 192.168.0. 1,
C 192.168.0.0/24 is directly connected,

C 192.168.1.0/24 is directly connected,

Fast Et hernet 0/ 1
Fast Et hernet 0/ 1
Fast Et hernet 0/ 1
Fast Et hernet 0/ 0

The London LAN appears as an IGRP route.

The benefit of ODR is apparent as more LANs are created in London. Simulate another

LAN in London

by creating a loopback interface, as shown here:

London(confi g) #i nterface | oopback 0
London(config-if)#i p address 192.168.208. 1 255. 255. 255.0

Now view SanJose2’s routing table:

SanJose2#show i p route

mobi | e,

Codes: C - connected, S - static, - IGRP, R- RP, M-
B - BCGP
D- EICRP, EX - EICRP external, O- OSPF, IA - OSPF
inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
type 2
El - OSPF external type 1, E2 - OSPF external type 2,
E - ECP
i - 1S1S L1 - IS-1Slevel-1, L2 - I1S-1S level-2,

* - candidate default

U - per-user static route, o - ODR, P - periodic downl oaded

static route

Gat eway of

|
|
|
C
C

T - traffic engineered route

| ast resort is not set

192.168.192. 0/ 24 [100/80135] via 192.168.0.1, FastEthernet0/1
192. 168. 200. 0/ 24 [100/10110] via 192.168.0.1, FastEthernet0/1
192. 168. 208. 0/ 24 [100/10110] via 192.168.0.1, FastEthernet0/1
192.168.0.0/24 is directly connected, FastEthernetO/1
192.168.1.0/24 is directly connected, FastEthernet0/0

Note that the new network, 192.168.208.0/24 is dynamically added to both San Jose

routers’ tables
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Lab 9.5.1: Configuring ISDN Dial Backup

PRIMARY LINK

Frame Relay
2/2 11

S0/0 192.168.192.4 /24 S0/0 192.168.192.1 /24
\ Bri0/0 192.168.16.4 /24 Bri0/0 192.168.16.1 /24

I I
Fa0/0 192.168.216.1 /24\'\ / Fa0/0 192.168.0.1 /24

Port2 ISDN port 1

Ph #: 555-4000, 555-4001 Ph #: 555-1234, 555-1235
SPID 1: 51055540000001 SPID 1: 51055512340001
SPID 2: 51055540010001 SECONDARY SPID 2: 51055512350001
LINK
Objective

Configure ISDN dial backup for a fixed Frame Relay WAN link.

Scenario
As the network engineer for the International Travel Agency (ITA), you are
responsible for full-time WAN connectivity between regional headquarters and San Jose
company headquarters. You have provisioned Frame Relay permanent virtual circuits
(PVC) in a star topology, with SanJosel as the hub router. To provide fault tolerance,
each Frame Relay PVC is backed up with ISDN BRI.

Step 1
Build the network as shown in the diagram. If you are using the Atlas 550 as a WAN
emulator, be sure to use the ports as indicated in the diagram. Before beginning this lab,
it is recommended that you reload each router after erasing its startup configuration. This
will prevent you from having problems caused by residual configurations.

Step 2
Configure and test ISDN BRI on Capetown, using CHAP authentication, as shown here:

Capet own( confi g) #i sdn switch-type basic-n

Capet own( confi g) #user nane SanJosel password ci sco

Capet own(config)#dialer-list 1 protocol ip permt

Capet own(config)#i nterface bri 0/0

Capet own(config-if)#i p address 192.168. 16.4 255. 255. 255.0

Capet own( confi g-if)#encapsul ati on ppp

Capet own( config-if)#ppp authentication chap

Capet own(config-if)#i sdn spidl 51055540000001 5554000

Capet own( config-if)#i sdn spid2 51055540010001 5554001

Capet own(config-if)#dialer map ip 192.168.16.1 nane SanJosel
br oadcast 5551234

Capet own(config-if)#dialer idle-tineout 60

Capet own(config-if)#dialer-group 1
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Next, configure SanJosel. SanJosel will only accept BRI calls, so do not configure a
phone number with the di al er nap statement:

SanJosel(config)#i sdn switch-type basic-n
SanJosel(confi g) #user nane Capet own password ci sco
SanJosel(config)#dialer-list 1 protocol ip permt
SanJosel(config)#interface bri 0/0
SanJosel(config-if)#ip address 192.168.16.1 255. 255.255.0
SanJosel(config-if)#encapsul ati on ppp
SanJosel(config-if)#ppp authentication chap
SanJosel(config-if)#isdn spidl 51055512340001 5551234
SanJosel(config-if)#isdn spid2 51055512350001 5551235
SanJosel(config-if)#dialer map ip 192.168. 16.4 nane Capet own
br oadcast
SanJosel(config-if)#dialer idle-tineout 60
SanJosel(config-if)#dialer-group 1

Pi ng across the ISDN link by sending a ping from Capetown to SanJosel
(192.168.16.1). This ping should be successful; troubleshoot as necessary.

Step 3
Configure and test Frame Relay connectivity on both routers. Capetown’s configuration
is shown here as an example:

Capet own( confi g) #i nterface s0/0

Capet own(config-if)#ip address 192.168.192. 4 255. 255. 255.0

Capet own(config-if)#encapsul ation franme-rel ay
Capetown(config-if)#frame-relay map ip 192.168.192.1 16 broadcast

Use pi ng to verify that the Frame link is operational. Pi ng one serial interface from the
other.

Step 4
Configure and test static routing between the Capetown spoke router and the SanJosel
hub router. Because Capetown supports a stub network, create a static route to all
unknown networks pointing at SanJosel. SanJosel will use a specific static route to
return packets to the Capetown LAN, as shown here:

SanJosel(config)#i p route 192.168.216. 0 255. 255. 255. 0
192. 168. 192. 4

Capet own(config)#ip route 0.0.0.0 0.0.0.0 192.168.192.1

Verify that the static routing configuration works by performing extended pings between
LANSs.

Step 5
Configure backup routing.

The Frame Relay link has adequate bandwidth for normal traffic. The ISDN BRI is
deployed only for fault tolerance. Your service provider will be charging you per minute of
ISDN call time if you exceed defined data transfer levels. Having a redundant path is
worth the cost, but use of the line needs to be minimized to avoid associated charges.

Place floating static routes between SanJosel and Capetown, utilizing the ISDN link:

Capet own(config)#ip route 0.0.0.0 0.0.0.0 192.168.16.1 222
SanJosel(config)#i p route 192.168.216. 0 255. 255. 255. 0 192. 168. 16. 4
222
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View the routing tables, as shown here
SanJosel#show i p route
Gateway of last resort is not set
192.168.192.0/24 is directly connected, Serial0/0
192.168.216.0/24 [1/0] via 192.168.192.4

C

S

C 192.168.16.0/24 is directly connected, BRIO/O

C 192.168.0.0/24 is directly connected, FastEthernet0/0

Capet own#show i p route

Gateway of last resort is 192.168.192.1 to network 0.0.0.0

C 192.168.192.0/24 is directly connected, Serial0/0

C 192.168.216.0/24 is directly connected, FastEthernet0/0

C 192.168.16.0/24 is directly connected, BRIO/O
S* 0.0.0.0/0 [1/0] via 192.168.192.1

1. Although you have configured two static routes on each router, only one of those
routes is installed in each routing table. Why?

The static routes using the Frame Relay link have a default administrative distance

of 1, which is preferred over all routes except directly connected routes, which have an
administrative distance of 0. If the Frame Relay link fails, associated routes will eventually
be removed from the routing table, and ISDN routes with an administrative distance of
222 will be placed in the routing table. Connectivity will be restored, albeit at a much
slower rate.

To make the ISDN link active only in the event of a Frame Relay link failure, make BRI
0/0 a backup interface to Serial0/0 on Capetown:

Capet own( confi g) #i nterface s0/0
Capet own( confi g-if)#backup interface bri0/0
Capet own(config-if)#backup delay 6 8

Only Capetown is configured with the backup i nt er f ace and backup del ay
commands. The first backup delay value (6) represents the number of seconds between
Serial 0/0 failure and the backup link (BRI 0/0) becoming active. The second value (8) is
the number of seconds after Serial 0/0 is restored before bringing down the backup link. If
you were to configure SanJosel’s BRI as a backup interface, Capetown could not
establish a dialup connection with SanJosel. SanJosel’s BRI would either be in standby
mode (shutdown) or trying to make a dialup call. In either case, Capetown would not be
able to connect with it.

Take another look at Capetown’s routing table, as shown here:
Capet own#show i p route
Gateway of last resort is 192.168.192.1 to network 0.0.0.0
C 192.168.192.0/24 is directly connected, Serial0/0

C 192.168.216.0/24 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 192.168.192.1
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Step 6
Test dial backup with an extended ping between Capetown and SanJosel. While the
ping progresses, pull the serial cable from both routers.

The directly connected route for the ISDN link has disappeared. Check to see if the BRI
is down by issuing the show i nt er f ace command on Capetown, as shown here:

Capet own#show int bri0/0

BRIO/0O is standby nbde, |ine protocol is down
Hardware is PQU CC BRI with Uinterface
Internet address is 192.168.16.4/24
MIU 1500 bytes, BW64 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on PPP, | oopback not set

<out put onmmited>

The output of this command shows that the line is down, but standing by, in the event the
serial interface goes down.

On Capetown, issue the show backup command:

Capet own#show backup
Primary Interface Secondary Interface St at us

Serial 0/ 0 BRI 0/ 0 nor mal operation

Capet own#pi ng

Protocol [ip]:

Target | P address: 192.168.0.1

Repeat count [5]: 555

Dat agram si ze [ 100]:

Timeout in seconds [2]: 1

Ext ended conmands [n]: vy

Source address or interface: 192.168.216.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 555, 100-byte | COWP Echos to 192.168.0.1, tinmeout is 1

seconds:
| T I A I A I O I O A A I |

Success rate is 98 percent (545/555), round-trip mn/avg/ max =
32/ 39/ 60 ns
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It took over five seconds for ISDN to become active after Frame Relay failed. While
active, the backup interface is in backup mode. Issue the show backup command on
Capetown, as shown here:

Capet own#show backup
Primary Interface Secondary Interface St at us

Serial 0/0 BRI 0/ 0 backup node

2. How did Capetown get to SanJosel if the only route was through the failed Frame
Relay link?

To verify your answer to Question 2, issue show i p r out e on Capetown. The following
route should now be in Capetown'’s routing table:

C 192.168.16.0/24 is directly connected, BRIO/O

When Serial 0/0 failed, its associated static route was removed from the routing table and
replaced by the floating static route over the ISDN link.

Verify that SanJosel’s ISDN interface is up by issuing the show i nterface bri0/0
command:

SanJosel#show i nterface bri0/0

BRIO/O is up, line protocol is up (spoofing)
Hardware is PQU CC BRI with Uinterface
Internet address is 192.168.16.1/24
MIU 1500 bytes, BW64 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on PPP, | oopback not set

<out put onmited>

You have successfully implemented dial backup for WAN connectivity. Save your
configurations from this lab; they will be used to complete the next lab exercise.
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Lab 9.5.2: Using Secondary Links for On-Demand Bandwidth
PRIMARY LINK

Frame Relay
128 kbps
2/2

S0/0 192.168.192.4 /24 S0/0 192.168.192.1 /24
\ Bri0/0 192.168.16.4 /24 Bri0/0 192.168.16.1 /24

Fa0/0 192.168.216.1 /24
1 Fa0/0 192.168.0.1 /24

Port2 ISDN port 1

Ph #: 555-4000, 555-4001 Ph #: 555-1234, 555-1235
SPID 1: 51055540000001 SPID 1: 51055512340001
SPID 2: 51055540010001 SECONDARY SPID 2: 51055512350001
LINK
Objective

Configure ISDN dial-on-demand bandwidth supporting overload traffic from the primary
Frame Relay link.

Scenario
The International Travel Agency has expanded, increasing traffic between Capetown and
SanJosel. While waiting for your service provider to provision greater bandwidth on your
Frame Relay link, you configure ISDN to carry traffic in case the Frame
Relay link becomes saturated.

Stepl
Build the network as shown in the diagram. If you are using the Atlas 550 as a WAN
emulator, be sure to use the ports as indicated in the diagram.

Step 2
Load your saved configuration files from the completion of the previous lab. If you have not
done the previous lab (Lab 9-1), do so now.

Step 3
As configured in the previous lab, ISDN will become active only if the Frame Relay link fails.
Instead, you want ISDN to become active as the Frame Relay link reaches a predefined
traffic threshold. Configure Capetown with the following syntax:

Capet own( config) #i nterface serial 0/0
Capet own( config-if)#no backup delay 6 8
Capet own(config-if)#backup load 2 1

The first number in the backup | oad command is the percentage of bandwidth utilization
necessary on Serial 0/0 to trigger the activation of backup interface BRI 0/0. The second
number is the percentage of bandwidth utilization on Serial 0/0 required to deactivate BRI
0/0. Due to the sporadic nature of data communications, percentages are evaluated, by
default, during a sliding five-second window.
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Note: The backup | oad values configured in this lab are ridiculously low to
demonstrate functionality. In a production network, load values would be defined to
avoid saturation of the Frame Relay link. Example: backup | oad 60 20.

Confirm backup configuration using the following command:

Capet own#show i nterface serial 0/0
Serial0/0 is up, line protocol is up
Har dware i s Power QUI CC Seri a
Internet address is 192.168.192.4/24
Backup interface BRIO/0, failure delay O sec, secondary disable
delay O sec,
ki ckin load 2% kickout |oad 1%
MIU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on FRAME- RELAY, | oopback not set

Step 4
View the routing tables of both routers:

SanJosel#show i p route

Gateway of last resort is not set

192.168.192.0/24 is directly connected, Serial0/0
192.168.216.0/24 [1/0] via 192.168.192.4

192.168.16.0/24 is directly connected, BRI0O/0
192.168.0.0/24 is directly connected, FastEthernet0/0

O0Omo

Capet own#show i p route
Gateway of last resort is 192.168.192.1 to network 0.0.0.0
C 192.168.192.0/24 is directly connected, Serial0/0

C 192.168.216.0/24 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 192.168.192.1

1. Which route will Capetown use to reach SanJosel over the ISDN cloud?

When the ISDN link only provided fault tolerance, floating static routes appeared in the
routing table when a Frame Relay link failed and the route via Serial 0/0 was removed from
the routing table. Only one route at a time was available; now both routes need to be
available during times of excessive traffic. This can be accomplished with equal
administrative distances. Modify the administrative distance for static routes associated with
BRI 0/0 interfaces on both routers, as shown here:

Capet own(config)#no ip route 0.0.0.0 0.0.0.0 192.168.16.1 222
Capet own(config)#i p route 0.0.0.0 0.0.0.0 192.168.16.1

SanJosel(config)#no ip route 192.168.216. 0 255. 255. 255. 0 192. 168. 16. 4
222
SanJosel(config)#i p route 192.168.216. 0 255. 255. 255. 0 192. 168. 16. 4

As the backup interface is activated, both routes can coexist in the routing table, which allows
load balancing between the two equal cost paths.

2-4 Semester 6: Remote Access v2.0 - Lab 9.5.2 Copyright 0 2001, Cisco Systems, Inc.



Step 5

Test the dial-on-demand bandwidth by loading the Frame Relay link over 2 percent with an
extended ping from Capetown to SanJosel. Watch the BRI router interface while you are
pinging. You should see one channel light activate when ISDN is triggered. As soon as the
ping is complete, issue the show backup and show i p rout e commands, as shown here:

Capet own#pi ng

Protocol [ip]:

Target | P address: 192.168.0.1

Repeat count [5]: 55

Dat agram si ze [100]: 1500

Ti meout in seconds [2]: 1

Ext ended conmands [n]: vy

Source address or interface: 192.168.216.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 55, 1500-byte | COWP Echos to 192.168.0.1, timeout is 1

seconds:
rrrrrrrrrrrrrrrrrrrrrrrrrnd rrrrrrerrrrrrrrrrerrrrrrrnrnd

Success rate is 96 percent (53/55), round-trip mn/avg/ max =
380/ 418/ 444 s

Capet own#show backup
Primary Interface Secondary Interface St at us

Serial0/0 BRI 0/ 0 over | oad node

Capet own#show i p route
Gateway of last resort is 192.168.192.1 to network 0.0.0.0

C 192.168.192.0/24 is directly connected, Serial0/0
C 192.168.216.0/24 is directly connected, FastEthernet0/0
192.168.16.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.16.0/24 is directly connected, BRI O/0
C 192.168.16.1/32 is directly connected, BRI 0O/0
S* 0.0.0.0/0 [2/0] via 192.168.192.1
[1/0] via 192.168.16.1

There are two parallel routes to SanJosel while the BRI 0/0 interface is up. ISDN activated at
about the same time the two packets were dropped due to congestion.

Issue show backup after one minute, or after the BRI 0/0 channel light turns off:

Capet own#show backup
Primary Interface Secondary Interface St at us

Serial 0/0 BRI 0/ 0 nor mal operation

Semester 6: Remote Access v2.0 - Lab 9.5.2 Copyright 0 2001, Cisco Systems, Inc.



The BRI 0/0 interface has deactivated and returned to standby. Another command you can
use to to check interface status is show i p i nterface bri ef, as shown here:

Capet own#show i p interface brief

Interface | P- Addr ess
Fast Et hernet 0/ 0 192. 168. 216. 1
Serial 0/ 0 192.168.192. 4
BRI 0/ 0 192. 168. 16. 4
BRI 0/0: 1 unassi gned

BRI 0/ 0: 2 unassi gned
Serial 0/1 unassi gned

oxK?
YES
YES
YES
YES
YES
YES

Met hod
NVRAM
NVRAM
NVRAM
unset

unset

NVRAM

St at us Pr ot ocol
up up

up up

st andby node down

adm ni stratively down down

adm ni stratively down down
adm ni stratively down down

You have successfully configured dial-on-demand bandwidth.
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Lab 10.4.1: Weighted Fair Queuing

PVC

DLCI 16 DLCI 17

=< N
Dy —

Frame Relay
192.168.192.0/24

G

1 1
Fa0/0 192.168.232.1/24 Fa0/0 192.168.0.1/24

Objective

In this lab, you will optimize weighted fair queuing.

Scenario

Step 1

Step 2

Step 3

As the network engineer for the International Travel Agency, you are responsible for
WAN connectivity. As ITA has grown, traffic has increased on your Frame Relay network.
Over the last few weeks, network technicians have reported unreliable Telnet access
between San Jose and regional sites. After an investigation, you discover that average
Frame Relay network utilization between Singapore and SanJosel is near saturation.
While investigating ways to increase bandwidth, you optimize weighted fair queuing as a
temporary solution to meet the needs of all users.

Build the network as shown in the diagram. If you are using the Atlas 550 as a WAN
emulator, be sure to use the ports as indicated in the diagram. Before beginning this lab,
it is recommended that you reload each router after erasing its startup configuration. This
will prevent you from having problems caused by residual configurations.

Configure the network as shown in the diagram with Frame Relay, Ethernet and IGRP
with autonomous system number 234.

View the default queuing strategy on the Singapore Frame Relay link, as shown here:

Si ngapor e#show i nterfaces serial 0/0
Serial0/0 is up, line protocol is up
Har dware is Power QUI CC Seri al
Internet address is 192.168.192.4/24
MIU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on FRAME- RELAY, | oopback not set
Keepal i ve set (10 sec)
LM enq sent 385, LM stat recvd 386, LM upd recvd 0, DTE LM
up
LM enq recvd 0, LM stat sent 0, LM upd sent O
LM DLCI 0 LM type is ANSI Annex D franme relay DTE
Br oadcast queue 0/ 64, broadcasts sent/dropped 745/0, interface
broadcasts 418
Last input 00:00: 02, output 00:00:02, output hang never
Last clearing of "show interface" counters 01:12:40
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output
dr ops:
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0

Queuei ng strategy: weighted fair

Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/32 (active/ max active/ max total)
Reserved Conversations 0/0 (all ocated/ max al |l ocat ed)

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec
852 packets input, 155960 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored, 0O abort
1144 packets output, 252560 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

To view just the queuing configuration on the Frame Relay interface, issue the command,
show queue serial 0/0:

SanJosel#show queue serial 0/0
I nput queue: 0/75/0 (size/max/drops); Total output drops: O
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)

Since I0S 11.2, weighted fair queuing (WFQ) is the default queuing method on all
interfaces with bandwidth of E1 (2.048 Mbps) or less. Earlier versions of the I0S default
to first-in, first-out (FIFO). FIFO queuing is preferred on high-bandwidth interfaces where
saturation is uncommon.

If a router’s serial interface is using FIFO, you can configure WFQ by issuing the f ai r -
gueue command:

Si ngapor e(confi g)#i nterface serial 0/0
Si ngapor e(confi g-if)#fair-queue

On a congested FIFO interface, low-volume, interactive sessions like Telnet are
subject to intolerable delays while high-bandwidth applications like FTP monopolize
available bandwidth. WFQ identifies and gives equal access to a variety of application
protocols. WFQ can be thought of as statistically multiplexing all applications. Low-
volume sessions are given the necessary bandwidth while high-volume sessions share
the remainder. However, there is no guarantee of reserved bandwidth.

Interfaces that are overwhelmed with traffic can be forced to consistently drop packets.
Queuing should not be seen as a solution to this problem. In such cases, more bandwidth
is required. Queuing actually compounds performance problems because it demands
additional router CPU cycles and forces the router to apply queuing logic to each packet.
Thus, queuing is either a temporary fix, or a solution for those rare occasions when
interactive sessions fail due to latency or dropped packets.

Each communication session between hosts creates a flow. The router understands a
flow as a record of attributes, including source and destination addresses, port numbers,
and the inbound interface. The router can then compare subsequent packets to existing
flows. As packets are identified as belonging to a certain session, they are buffered
accordingly.
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To give each session equal router resources, a default maximum of 64 messages
(packets) can be buffered by any one session. For ITA’s network, you must increase the
congestion threshold to 128 packets. This allows the router to buffer more packets per
session, but decreases the number of sessions serviced in any period of time.

Note: Queuing is only active when congestion exists. Congestion exists when
any interface has one or more packets buffered in its queue. If all interfaces are
clear of buffered packets, queuing is idle.

Step 4
Increase the congestion threshold value to 128 packets on both routers’ Frame Relay
links, as shown here:

Si ngapor e(confi g)#i nterface serial 0/0
Si ngapor e(confi g-if)#fair-queue 128

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#fair-queue 128

Look again at the WFQ parameters on Serial 0/0, as seen here:

SanJosel#show i nterfaces serial 0/0
Serial0/0 is up, line protocol is up

Hardware i s Power QU CC Seri al

Internet address is 192.168.192.1/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliability 254/255, txload 1/255, rxload 1/255

Encapsul ati on FRAME- RELAY, | oopback not set

Keepal i ve set (10 sec)

LM enq sent 1155, LM stat recvd 1156, LM upd recvd 0, DTE
LM up

LM enq recvd 0, LM stat sent 0, LM upd sent O

LM DLCI 0 LM type is ANSI Annex D frame relay DTE

Br oadcast queue 0/ 64, broadcasts sent/dropped 1141/0, interface

br oadcasts 592

Last input 00:00: 03, output 00:00:03, output hang never

Last clearing of "show interface" counters 03:18: 42

I nput queue: 0/75/0 (size/max/drops); Total output drops: O

Queuei ng strategy: weighted fair

Qut put queue: 0/1000/128/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/max active/ max total)
Reserved Conversations 0/0 (all ocated/ max al |l ocat ed)

5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec
1615 packets input, 143360 bytes, 0 no buffer
Received 0 broadcasts, O runts, O giants, O throttles
4 input errors, 0 CRC, 4 frane, 0 overrun, O ignored, O abort
2308 packets output, 326118 bytes, 0 underruns
0 output errors, 0 collisions, 7 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Si ngapor e#show queue serial 0/0
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output
dr ops:
0
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/128/0 (size/max total/threshol d/ drops)
Conversations 0/1/32 (active/ max active/ nmax total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)

3-4 Semester 6: Remote Access v2.0 - Lab 10.4.1 Copyright 0 2001, Cisco Systems, Inc.



When the Frame Relay link is saturated, and queuing activates, each session will be able
to buffer up to 128 packets before dropping any incoming packets. After the 128-packet
discard threshold limit is reached for a particular flow, no packets will be buffered for that
flow until the queue for that flow drops to 25% of the discard threshold. In this case, the
gueue must reach 32 packets (25% of 128). If packets are dropped, upper-layer
protocols, such as TCP, may compensate and retransmit undelivered packets.

You have successfully changed the behavior of weighted fair queuing.
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Lab 10.4.2: Priority Queuing
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Objective

In this lab, you are to implement priority queuing.

Scenario

Step 1

Step 2

As the network engineer for the International Travel Agency, you are responsible for
WAN connectivity. As ITA has grown, traffic has increased on your Frame Relay network.
Additional bandwidth has not yet been provisioned for your Frame Relay permanent
virtual circuits (PVC). At peak traffic times during the workday, the network becomes
sluggish and unreliable. Immediate action needs to be taken until more bandwidth can be
acquired. You decide to implement priority queuing.

Build the network as shown in the diagram. If you are using the Atlas 550 as a WAN
emulator, be sure to use the ports as indicated in the diagram. Before beginning this lab,
it is recommended that you reload each router after erasing its startup configuration. This
will prevent you from having problems caused by residual configurations.

Priority queuing allows you to define types of traffic and associate each type of traffic with
one of four queues: high, medium, normal, and low. Priority queuing will transmit all
packets in the high queue first. When the high queue is empty, the medium queue is
emptied, and the high queue is checked again for buffered packets. Only after all higher
priority queues are emptied, lower queues are checked and emptied. It is possible that
low queues will hold packets that never get transmitted, causing their associated
sessions to time out.

There are three steps to configuring priority queuing. First, traffic is defined using access
lists. Second, access lists are associated with queues using priority lists. Finally, priority
lists are associated with interfaces.

You have defined three types of traffic you wish to assign priority to: TCP, UDP, and
ICMP. All other traffic will be placed in the default queue, which is the normal queue.

Define three types of traffic with access lists on both routers, as shown here:

SanJosel(config)#access-list 111 pernmit tcp any any
SanJosel(config)#access-list 112 permt icnp any any
SanJosel(config)#access-list 113 pernit udp any any

Si ngapor e(confi g) #access-1ist 121 permit tcp any any
Si ngapor e(confi g) #access-1ist 122 pernit icnp any any
Si ngapor e(confi g) #access-1ist 123 permit udp any any
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Step 3

Priority lists now need to be created, and each access list must be associated with a
gueue. As with access lists, packets are compared to a priority list one line at a time,
starting with the first line of the priority list. The first priority list line that matches the
packet sends it to the associated queue. The following priority list statements are
compared to the packet. For efficiency, structure your priority list so that a majority of
packets are matched to the first few lines.

Give TCP traffic high priority, ICMP medium priority, and UDP low priority on both routers
as shown here:

Si ngapore(config)#priority-list 3 protocol ip high list 121
Si ngapore(config)#priority-list 3 protocol ip nmediumlist 122
Si ngapore(config)#priority-list 3 protocol ip lowlist 123

SanJosel(config)#priority-list 5 protocol ip high list 111
SanJosel(config)#priority-list 5 protocol ip nediumlist 112
SanJosel(config)#priority-list 5 protocol ip high list 113

Most of the configuration is complete, but queuing will never be applied until the
priority list is associated with an interface. Apply the priority lists to the serial
interfaces, as shown here:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#priority-group 5

Si ngapor e(confi g)#i nterface serial 0/0
Si ngapore(config-if)#priority-group 3

Traffic outbound interface Serial 0/0 will be compared withthe priority |i st
statements.

Confirm configuration with the show queuei ng pri ority command. Note that this
command misspells the word “queuing.” When using the Cisco I0S, you must spell this
word incorrectly as “queueing” in order for the command to be recognized, as in the
example here:

SanJosel#show queueing priority
Current priority queue configuration;

Li st Queue Args

5 hi gh protocol ip list 111
5 medi um protocol ip list 112
5 hi gh protocol ip list 113

Si ngapor e#show queuei ng priority
Current priority queue configuration:

Li st Queue Args

3 hi gh protocol ip list 121
3 medi um protocol ip list 122
3 | ow protocol ip list 123
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To view the quantity of packets in each queue per interface, issue show queue on each
router, as shown here:

Si ngapor e#show queueing interface serial 0/0
Interface Serial 0/0 queueing strategy: priority

Qut put queue utilization (queue/count)
hi gh/ 274 medi uni 560 normal /34 | ow 0

SanJosel#show queueing interface serial 0/0
Interface Serial 0/0 queueing strategy: priority

Qut put queue utilization (queue/count)
hi gh/ 306 medi uni 560 normal /88 | ow 0

As the link becomes saturated and some traffic has to wait, you have ensured that TCP
traffic will always be transmitted first, medium traffic should get through, and normal and
low traffic might get through. Since more packets will likely be buffered in the lower-

priority queues, they are larger by default. The default queue sizes are high 20, medium
40, normal 60, and low 80.

Recall that the default queue for all undefined traffic is the normal queue. You have
decided to elevate the priority of undefined traffic by configuring the default queue as

having medium priority on both routers:

SanJosel(config)#priority-list 5 default nedi um

Increase the number of records (packets) for the medium queue since that is now the
default queue for all undefined traffic.

SanJosel(config)#priority-list 5 queue-limt 20 90 60 80

Confirm queuing configuration, as shown here:

Si ngapor e#show queuei ng priority

Current priority queue configuration:

Li st
3

3
3
3

Queue Args

hi gh protocol ip
medi um protocol ip
| ow protocol ip
mediumlimt 90

list 121
list 122
list 123

Note: Only non-default queue sizes appear in the output.

You have successfully implemented and optimized priority queuing.
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Lab 10.4.3: Custom Queuing
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Objective

In this lab, you are to implement Custom Queuing.

Scenario

Step 1

Step 2

Step 3

As the network engineer for the International Travel Agency, you are responsible for
WAN connectivity. As ITA has grown, traffic has increased on your Frame Relay network.
ITA partners, including airlines and hotel chains, have begun to complain about the
speed of your web site. Also, file uploads, downloads, Web sessions, and database
synchronizations time out on a regular basis. Though additional bandwidth has been
ordered from the service provider, you have been directed to ensure partners and
customers are not affected by bandwidth problems in the interim. If necessary, internal
users will suffer during peak traffic times. After monitoring the network, you decide to
allocate bandwidth, giving Voice over IP (VolP) 40 percent, FTP 20 percent, and HTTP
20 percent, with all other traffic sharing the remaining 20 percent.

Build the network as shown in the diagram. If you are using the Atlas 550 as a WAN
emulator, be sure to use the ports as indicated in the diagram. Before beginning this lab,
it is recommended that you reload each router after erasing its startup configuration. This
prevents you from having problems caused by residual configurations.

Configure the network as shown in the diagram with Frame Relay, Ethernet and IGRP
with autonomous system number 234.

Custom queuing attempts to remedy some of the potentially devastating effects other
gueuing methods can have on low-priority traffic. Recall that some applications may
never get serviced when priority queuing is used.

Custom queuing will ‘multiplex’ bandwidth to assure that all queues get the pre-defined
proportion of bandwidth. Seventeen different queues exist, of which 1-16 can be
associated with traffic types. Queue 0 is the system queue, used by essential traffic, such
as interface keepalives. Queue 0 is always serviced first. The remaining queues are
serviced in a round-robin fashion, with each queue completely emptied in turn.
Proportions of bandwidth are expressed as the maximum number of bytes a queue can
hold. Queues that can buffer a relatively large number of bytes will have the opportunity
to transmit more data per unit of time than queues buffering a relatively small number of
bytes. Since custom queuing allocates bandwidth based on the maximum number of
bytes rather than on time, bandwidth is not wasted. As soon as a queue is empty, the
router moves to the next queue.
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Step 4

Step 5

Define traffic for each queue with queue lists, as shown here:

Si ngapor e(confi g) #queue-list 1 protocol ip 1 tcp ftp
Si ngapor e(confi g) #queue-list 1 protocol ip 2 tcp ww
Si ngapor e(confi g) #queue-list 1 default 3

Because VolIP uses TCP and UDP, you need to reference an extended access list that
will define VolP traffic. Create the access list first.

Si ngapor e(confi g)#access-1list 111 permt tcp any any eq 1720
Si ngapor e(confi g) #access-1ist 111 permit udp any any range 16380
16480

Now reference the access list from the queue list.

Si ngapor e(confi g) #queue-list 1 protocol ip 4 list 111

The queue number within the queue list is only a unique identifier and not an indication of
any hierarchy or preference. What matters is the relative number of bytes a queue can
hold.

When the Frame Relay link is saturated, assuming all queues are full, bandwidth will be
divided relative to queue size. Again, you want to allocate bandwidth to applications
based on the following percentages: VolP 40 percent, FTP 20 percent, HTTP 20 percent,
and all other traffic sharing the remaining 20 percent.

The default queue size is 1500 bytes. If 1500 bytes are assumed to equal 20 percent of
bandwidth, then doubling the VolP queue will yield 40 percent. To figure out what
percentage of bandwidth a queue is receiving in times of congestion, divide the queue
size by the sum of all queues. For example, 3000 bytes/7500 bytes = 0.4 or 40 percent.

Define queue limits on both routers, as shown here:

Si ngapor e(confi g) #queue-1ist 1 queue 1 byte-count 1500
Si ngapor e( confi g) #queue-1ist 1 queue 2 byte-count 1500
Si ngapor e(confi g) #queue-1ist 1 queue 3 byte-count 1500
Si ngapor e( confi g) #queue-1ist 1 queue 4 byte-count 3000

Now that the traffic is defined and associated with a queue, and the maximum bytes are
defined for each queue, configure both Frame Relay interfaces to use custom queuing.

Si ngapor e(confi g)#i nterface serial 0/0
Si ngapor e(confi g-if)#custom queue-list 1
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Step 6

Verify your configuration with the show queuei ng cust omand show i nterface

command,

as shown here:

Note: Remember to use the incorrect spelling, “queueing.”

SanJosel#show queuei ng custom
Current custom queue configuration:

S

Li st Queue Args

1 3 def aul t

1 1 protocol ip tcp port ftp
1 2 protocol ip tcp port www
1 4 protocol ip list 111

1 4 byt e- count 3000

ngapor e##show i nterfaces serial 0/0

Serial0/0 is up, line protocol is up

Har dware i s Power QUI CC Seri a
Internet address is 192.168.192.4/24
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliability 255/255, txload 5/255, rxload 5/255
Encapsul ati on FRAME- RELAY, | oopback not set
Keepal i ve set (10 sec)
LM enq sent 1917, LM stat recvd 1919, LM upd recvd 0, DTE
LM up
LM enq recvd 0, LM stat sent 0, LM upd sent O
LM DLCI 0 LM type is ANSI Annex D frane relay DTE
Br oadcast queue 0/ 64, broadcasts sent/dropped 794/0, interface
br oadcasts 240
Last input 00:00: 00, output 00:00:00, output hang never
Last clearing of "show interface" counters 05:19:42
I nput queue: 1/75/0 (size/max/drops); Total output drops: O
Queuei ng strategy: customlist 1
Qut put queues: (queue #: sizel/ max/drops)
0: 0/20/0 1: 0/20/0 2: 0/20/0 3: 0/20/0 4: 0/20/0
5: 0/20/0 6: 0/20/0 7: 0/20/0 8: 0/20/0 9: 0/20/0
10: 0/20/0 11: 0/20/0 12: 0/20/0 13: 0/20/0 14: 0/20/0
15: 0/20/0 16: 0/20/0
5 mnute input rate 31000 bits/sec, 4 packets/sec
5 mnute output rate 31000 bits/sec, 4 packets/sec
6383 packets input, 1956197 bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored, 0O abort
6534 packets output, 1960423 bytes, 0 underruns
0 output errors, O collisions, 7 interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

The command output shows statistics for each queue. Queuing will become active when

Frame Relay becomes saturated and thresholds have to be enforced.

You have successfully implemented custom queuing.
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Lab 11.5.1: Configuring Static NAT
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Objective
Configure Network Address Translation (NAT) static translation to provide reliable outside
access to three shared company servers.

Scenario
When the International Travel Agency (ITA) expanded and updated their network, they
chose to use the 192.168.0.0 /24 private addresses and NAT to handle connectivity with
the outside world. In order to secure the outside IP addresses from their ISP, ITA must
pay a monthly fee per IP address. ITA has asked you to set up a series of prototypes that
would demonstrate NAT's capabilities to meet ITA’s requirements. The company hopes
to be able to get by with 14 real IP addresses (42.0.0.48 /28). For a variety of reasons
including security concerns, the company wishes to hide the internal network from the
outside.

Step 1
Build and configure the network according to the above diagram. This configuration
requires the use of subnet zero, so you might need to enter the i p subnet - zero
command, depending on the version of I0OS you are using.

Configure SanJosel to use a default route to ISP1, as shown:

SanJosel(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.5

Host A represents one of the proposed shared servers that will be part of an Ethernet
LAN attached to SanJosel. Host B represents a user in the ITA network.
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Step 2

Step 3

Step 4

Step 5

Verify your configurations with the show r unni ng- conf i g command.

Verify that SanJosel can pi ng ISP1’s serial interface (10.0.0.5) and that ISP1 can pi ng
SanJosel’s serial interface (10.0.0.6).

At this time, ISP1 cannot pi ng either workstation or SanJosel’s Fast Ethernet
interface (192.168.0.1).

Both workstations can pi ng each other and 10.0.0.6, but cannot pi ng 10.0.0.5. Why
does the latter ping fail?

In fact, the pi ng request should be getting to 10.0.0.5. Because ISP1 has no entry in its
routing table for the 192.168.0.0 /24, ISP1 cannot reply. You will configure a static route
to solve this problem in Step 7.

SanJosel is the boundary router where you will configure NAT. The router will be
translating the inside local addresses to inside global addresses, essentially converting
the internal private addresses into legal public addresses for use on the Internet.

On SanJosel, create static translations between the inside local addresses (the servers
to be shared) and the inside global addresses using the following commands:

SanJosel(config)#i p nat inside source static 192.168.0.3 42.0.0.49
SanJosel(config)#i p nat inside source static 192.168.0.4 42.0.0.50
SanJosel(config)#i p nat inside source static 192.168.0.5 42.0.0.51

If you needed a static translation for a fourth server, 192.168.0.6, what would be the
appropriate command?

Next, specify an interface on SanJosel to be used by inside network hosts requiring
address translation:

SanJosel(config)#i nterface fastethernet0/0
SanJosel(config-if)#i p nat inside

You must also specify an interface to be used as the outside NAT interface:

SanJosel(config)#interface serial 0/0
SanJosel(config-if)#ip nat outside

To see the translations, use the show i p nat transl ati ons command. The results
should look something like this:

SanJosel#show i p nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de
gl obal

--- 42.0.0.49 192.168.0. 3
--- 42.0.0.50 192.168.0. 4
--- 42.0.0.51 192.168.0.5

Semester 6: Remote Access v2.0 - Lab 11.5.1 Copyright 0 2001, Cisco Systems, Inc.



Step 6

Step 7

To see what NAT activity has occurred, use the show i p nat statistics command.
The results should look something like this:

SanJosel#show i p nat statistics
Total active translations: 3 (3 static, 0 dynamc; 0 extended)
Qutside interfaces:
Serial 0/ 0
I nside interfaces:
Fast Et hernet 0/ 0
Hts: 0 Msses: 0O
Expired translations: 0O
Dynani ¢ mappi ngs:
SanJosel#

Note that the Hits value is currently 0.

From Host A, pi ng 10.0.0.5 (ISP1’s serial interface). The pings should still fail
because ISP1 has no route for 192.168.0.0 /24 in its routing table.

Return to the console connection of SanJosel and type show i p nat statistics,
as shown here:

SanJosel#show i p nat statistics
Total active translations: 3 (3 static, 0 dynamc; 0 extended)
Qut side interfaces:
Serial 0/ 0
I nside interfaces:
Fast Et hernet 0/ 0
Hts: 4 Msses: O
Expired translations: 0O
Dynani ¢ mappi ngs:

You should now see the hits equal 4. This tells you that the translation was made even
though you didn’t get a response. Remember that the ping replies are not sent because
ISP1 does not have route back to SanJosel. It's time to remedy this.

On ISP1, configure the following static route to the global addresses used by
SanJosel for NAT:

I SP1(config)#ip route 42.0.0.48 255. 255. 255.240 10.0.0.6
The subnet mask defines the pool of IP addresses as 42.0.0.48 /28.

You should now be able to successfully pi ng 42.0.0.51. Which is the translated address
of the shared server, 192.168.0.5.

The show i p rout e command confirms that the static route is present, as shown here:

| SP1#show i p route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile,
B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS-ISlevel-2, ia- ISIS
inter area
* - candidate default, U - per-user static route, o - ODR
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Step 8

P - periodic downl oaded static route
Gateway of last resort is not set

42.0.0.0/28 is subnetted, 1 subnets

S 42.0.0.48 [1/0] via 10.0.0.6

10.0.0.0/30 is subnetted, 2 subnets
C 10.0.1.0 is directly connected, Loopback0/0
C 10.0.0.4 is directly connected, Serial0/0

From Host A, pi ng the ISP1 router at 10.0.0.5. This ping should now be successful.
You should also be able to pi ng ISP1’s loopback address, 10.0.1.2, as well.

From the console connection to SanJosel, issue the show i p nat statistics
command and look over the statistics. The number of hits should be much larger than

before.

Trythe show i p nat transl ations verbose command. The results should look
something like this:

SanJosel#show i p nat translati ons verbose

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal

--- 42.0.0.49 192.168.0.3
create 00:40: 25, use 00: 40: 25,
fl ags:

static, use_count: O

--- 42.0.0.50 192.168.0.4
create 00:40: 25, use 00: 40: 25,
fl ags:

static, use_count: O

--- 42.0.0.51 192.168.0.5
create 00:40: 25, use 00: 06: 46,
fl ags:

Step 9

static, use_count: O

Note: The verbose option includes information about how recently each translation was
used.

From SanJosel, use the show i p nat statistics command and make a note of the
number of hits.

From Host B, pi ng both 10.0.0.5 and 10.0.1.2.

1. Both should fail. Why?
From SanJosel, issue the show i p nat statistics command again and note that
the number of hits hasn’t changed. The problem is that NAT did not translate Host B's IP
address (192.168.0.20) to one of the global addresses. The show i p nat
transl ati ons command should confirm this.
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You haven't set up a static translation for Host B, which represents a LAN user. While
you could quickly configure a static translation for this single end user, configuring a static
translation for every user on the LAN could be a huge task, resulting in hundreds of
configuration commands. Dynamic NAT allows you to configure the router to assign
global addresses dynamically, on an as-needed basis. While static translation may be
appropriate for servers, dynamic translation is almost always used with end-user stations.
You will explore dynamic NAT in the next lab exercise.
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Lab 11.5.2: Configuring Dynamic NAT
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Objective

Configure dynamic NAT to provide privately addressed users with access to outside

resources.
Scenario

When the International Travel Agency (ITA) expanded and updated their network, they
chose to use the 192.168.0.0 /24 private addresses and NAT to handle connectivity with
the outside world. In securing the outside IP addresses from their ISP, ITA has to pay a
monthly fee per IP address. ITA has asked you to set up a series of prototypes that would
demonstrate NAT’s capabilities to meet ITA’s requirements. The company hopes to be
able to get by with 14 real IP addresses (42.0.0.48 /28). For a variety of reasons including
security concerns, the company wishes to hide the internal network from the outside.

ITA is hoping to limit user access to the Internet and other outside resources by
limiting the number of connections. You have been asked to prototype the basic dynamic
translation to see if it will meet ITA’s objectives.

Step 1
Build and configure the network according to the above diagram. This configuration
requires the use of subnet zero, so you may need to enter the i p subnet -zero
command, depending on the 10S version you are using. Both Host A and Host B
represent users on the ITA network.

Configure SanJosel to use a default route to ISP1:

SanJosel(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.5

On ISP1, configure a static route to the global addresses used by SanJosel for NAT:

I SP1(config)#ip route 42.0.0.48 255. 255. 255.240 10.0.0.6
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Step 2

Step 3

Define a pool of global addresses to be allocated by the dynamic NAT process. Issue the
following command on SanJosel.:

SanJosel(config)#i p nat pool MYNATPOOL 42.0.0.55 42.0.0.55
net mask255. 255. 255. 240

The name MYNATPOOL is the name of the address pool. If you prefer, you can use a
different word of your choosing. The first 42.0.0.55 in the command is the first IP address
in the pool. The second 42.0.0.55 is the last IP address in the pool. The above command
creates a pool that contains only a single address. Typically, you will configure a larger
range of addresses in a pool. For now, only one address will be used.

Next, you must configure a standard access list to define which internal source
addresses can be translated. Since you are translating any users on the ITA network, use
the following command:

SanJosel(config)#access-list 2 permt 192.168.0.0 0.0.0.255

To establish the dynamic source translation, you must link the access list to the name of
the NAT pool, as shown here:

SanJosel(config)#i p nat inside source list 2 pool MYNATPOOL

Finally, specify an interface on SanJosel to be used by inside network hosts requiring
address translation:

SanJosel(config)#interface fastethernet0/0
SanJosel(config-if)#ip nat inside

You must also specify an interface to be used as the outside NAT interface:

SanJosel(config)#i nterface serial 0/0
SanJosel(config-if)#ip nat outside

On SanJosel, enter the show i p nat transl ati ons command, which should result
in no output. Unlike static translations, which are permanent and always remain in the
translations table, dynamic translations are only assigned as needed, and only appear
when active.

From Host A, pi ng ISP1’s serial and loopback IP addresses. Both pings should work;
troubleshoot as necessary.

Issue the show i p nat translati ons command on SanJosel again. You should
now get a single translation for that workstation. The result might look like this:

SanJosel#show i p nat trans
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl obal
--- 42.0.0.55 192.168. 0. 21

From Host B, pi ng ISP1’s serial and loopback IP addresses. They should both fail. The
one available IP address in the pool is being used by the other workstation. If you had
assigned a larger pool of addresses, Host B could be assigned an address from the pool.
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Step 4
Issue the show i p nat translations verbose command and examine the output:

SanJosel#show i p nat translations verbose
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl obal
--- 42.0.0.55 192.168.0. 21

create 00:13:18, use 00:13:06, left 23:46:53,

flags: none, use_count: 0

1. According to the output of this command, how much time is left before the dynamic
translation times out?

The default timeout value for dynamic NAT translations is 24 hours. This means the
second workstation will have to wait until the next day before it can be assigned the
address.

Next, issue the show i p nat statistics command. Notice that it summarizes the
translation information, shows the pool of global addresses, and indicates that only one
address has been allocated (translated), as shown here:

SanJosel#show i p nat statistics
Total active translations: 1 (0 static, 1 dynamc; 0 extended)
Qut side interfaces:
Serial 0/ 0
I nside interfaces:
Fast Et hernet 0/ 0
Hts: 45 Msses: O
Expired translations: 0O
Dynani ¢ mappi ngs:
-- Inside Source
access-list 2 pool MYNATPOCOL refcount 1
pool MYNATPOCL: netmask 255.255. 255. 240
start 42.0.0.55 end 42.0.0.55
type generic, total addresses 1, allocated 1 (100%, nisses 4

To change the default NAT timeout value from 24 hours (86,400 seconds) to 120
seconds, issue the following command:

SanJosel(config)#i p nat translation tineout 120

You must clear the existing address allocation before the new timer can take effect. Type
clear ip nat translation * toimmediately clear the translation table.

Now, from Host B, try pinging either interface of ISP1 again. The ping should be
successful.

Use the show i p nat translations andshow ip nat transl ations verbose
commands to confirm the translation and to see that the new translations expire in two
minutes.

Next, perform a ping from Host B and issue the show i p nat transl ations

ver bose command again. You should see that the “time left” timer has been reset. This
means that additional hosts will not be allocated an address until a translation has been
inactive for the timeout period.
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Step 5

In this step, configure the NAT pool to include the complete range of global
addresses available to ITA. Issue the following command on SanJosel:

SanJosel(config)#i p nat pool MYNATPOOL 42.0.0.55 42.0.0.62 netmask
255. 255, 255. 240

The preceding command redefines MYNATPOOL to include a range of eight addresses.
You should now be able to pi ng ISP1 from both workstations.

The show i p nat translati ons command confirms that two translations have
occurred, as shown here:

SanJosel#show i p nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de
gl obal

--- 42.0.0.55 192. 168. 0. 20

--- 42.0.0.56 192.168. 0. 21

Increasing the address range in the pool allows more hosts to be translated. However, if
every address in the pool is allocated, the timeout period must expire before any other
hosts can be allocated an address. As you saw in the last step, an allocated address
cannot be released until its host is inactive for the duration of the timeout period.

In the next lab, you will learn to use many-to-one NAT, or NAT overload. An overload
configuration can allow hundreds of hosts to use a handful of global addresses, without
hosts waiting for timeouts.
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Lab 11.5.3: Configuring NAT Overload
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Objective
Configure dynamic NAT with overload.

Scenario
When the International Travel Agency (ITA) expanded and updated their network, they
chose to use the 192.168.0.0 /24 private addresses and NAT to handle connectivity with
the outside world. In securing the outside IP addresses from their ISP, ITA is having to
pay a monthly fee per IP address. ITA has asked you to set up a series of prototypes that
would demonstrate NAT's capabilities to meet ITA’s requirements. The company hopes
to be able to get by with 14 real IP addresses (42.0.0.48 /28). For a variety of reasons
including security concerns, the company wishes to hide the internal network from the
outside.

It appears that the basic dynamic NAT translations will be too limiting and cumbersome to
meet ITA’s needs, so you have been asked to modify the prototype to use the overload
feature.

Step 1
Build and configure the network according to the above diagram. This configuration
requires the use of subnet zero, so you may need to enter the i p subnet -zero
command, depending on the 10S version you are using. Both Host A and Host B
represent users on the ITA network.

Configure SanJosel to use a default route to ISP1:

SanJosel(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.5

On ISP1, configure a static route to the global addresses used by SanJosel for NAT:

| SP1(config)#ip route 42.0.0.48 255. 255. 255. 240 10.0.0.6
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Define a pool of global addresses to be allocated by the dynamic NAT process. Issue the
following command on SanJosel.:

SanJosel(config)#i p nat pool MYNATPOOL 42.0.0.55 42.0.0.62 netmask
255. 255, 255. 240

Configure a standard access list to define which internal source addresses can be
translated. Because you are translating all users on the ITA network, use the
following command:

SanJosel(config)#access-list 2 permt 192.168.0.0 0.0.0.255

Specify an interface on SanJosel to be used by inside network hosts requiring address
translation:

SanJosel(config)#i nterface fastethernet0/0
SanJosel(config-if)#i p nat inside

You must also specify an interface to be used as the outside NAT interface:

SanJosel(config)#interface serial0/0
SanJosel(config-if)#ip nat outside

Step 2
In the last exercise, you saw that a pool of “real” global IP addresses can be used to
provide internally addressed hosts with access to the Internet and other outside
resources. However, in your previous implementation, each global address could be
allocated to only one host at a time.

The most powerful feature of NAT is address overloading, or port address translation
(PAT). Overloading allows multiple inside addresses to map to a single global
address. With PAT, literally hundreds of privately addressed nodes can access the
Internet using only one global address. The NAT router keeps track of the different
conversations by mapping TCP and UDP port numbers.

Configure address overloading on SanJosel with the following command:

SanJosel(config)#i p nat inside source list 2 pool MYNATPOOL
over | oad

After you configure the overload feature, pi ng both interfaces of ISP1 (10.0.1.2 and
10.0.0.5) from Host A. The pings should be successful. Next, issue the show i p nat
transl ati ons command:

SanJosel#show i p nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
icnp 42.0.0.55:1536 192.168.0.21: 1536 10.0.0.5: 1536 10.0.0.5: 1536
icnp 42.0.0.55: 1536 192.168.0.21: 1536 10.0.1.2: 1536 10.0. 1. 2: 1536

1. What port number is the source of the ping?

2. What port number is the destination of the ping?

In addition to tracking the IP addresses translated, the translations table also records the
port numbers being used. Also notice that the first column (Pro) shows the protocol used.
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Now look at the output of the show i p nat transl ati on verbose command:

SanJosel#show i p nat translation verbose

Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl obal
icnp 42.0.0.55: 1536 192.168.0.21: 1536 10.0.0.5:1536 10. 0. 0. 5: 1536
create 00: 00: 09, use 00:00:06, left 00:00: 53,
fl ags:
extended, use_count: O
icnp 42.0.0.55: 1536 192.168.0.21: 1536 10.0.1.2:1536 10. 0. 1. 2: 1536
create 00: 00: 04, use 00:00:01, left 00:00: 58,
flags:

extended, use_count: O

Note: The timeout for these overloaded dynamic translations of ICMP is 60 seconds.
Note also that each session has its own timeout timer. New activity only resets one
specific session’s timer. You may need to pi ng again to see the result on your router.

From the MS-DOS prompt of Host A, quickly issue the following commands and then
return to the SanJosel console to issue the show i p nat transl ati on command.
You must work fast, because you are racing against the 60-second timeout:

Host A: \ >pi ng 10. 0.

0.5
Host A:\>telnet 10.0.0.5 (Do not login. Return to comand w ndow)
Host A:\>ftp: 10.0.0.5 (It will fail. Don't worry about it)

Note: To quit the Windows FTP program, type bye and press Enter.

After you initiate these three sessions, the output of the show i p nat transl ation
command should look something like the following:

SanJosel#show i p nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl obal
icnp 42.0.0.55: 1536 192.168.0.21: 1536 10.0.0.5:1536 10. 0. 0. 5: 1536
tcp 42.0.0.55:1095 192.168.0.21: 1095 10.0.0.5:21 10.0.0.5: 21
tcp 42.0.0.55:1094 192.168.0.21:1094 10.0.0.5:23 10.0.0.5: 23

Although the NAT router has a pool of eight IP addresses to work with, it chooses to
continue to use the 42.0.0.55 for both workstations. The Cisco 10S will continue to
overload the first address in the pool until it is maxed out and then move to the second
address, and so on.

Step 3
In this step, you examine the timeout values in more detail. From Host A, initiate FTP and
HTTP sessions with ISP1 at 10.0.0.5. Since ISP1 is not configured as an FTP server or
Web server, both sessions will fail:

Host A/ \>ftp: 10.0.0.5

To open an HTTP session, type ISP1’s IP address in the URL field of a Web browser
window.

After you attempt both FTP and HTTP sessions, use the show i p nat transl ation
ver bose command and examine the time left entries, as shown here:

SanJosel# show ip nat translation verbose
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
icnp 42.0.0.55:1536 192.168.0.21: 1536 10.0.0.5: 1536 10.0.0.5: 1536
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create 00:00: 29, use 00:00:26, |left 00:00: 33,

fl ags:

extended, use_count: O

tcp 42.0.0.55:1114 192.168.0.21:1114 10.0.0.5:21 10.0.0.5: 21
create 00: 00: 16, use 00:00: 15, left 00: 00: 44,
fl ags:

extended, timng-out, use_count: 0

tcp 42.0.0.55:1113 192.168.0.21:1113 10.0.0.5:23 10.0.0.5: 23
create 00: 00: 22, use 00:00:22, left 23:59:37
fl ags:

extended, use_count: O

tcp 42.0.0.55:1115 192.168.0.21:1115 10.0.0.5:80 10.0.0.5: 80
create 00: 00: 12, use 00:00: 11, left 23:59:48,
flags:

ext ended, use_count: O

Notice that some of the TCP transactions are using a 24-hour timeout timer. To see the
other timers that can be set, use thei p nat transl ati on ? command while in global
configuration mode, as shown here:

SanJosel(config)#i p nat translation ?

dns-ti neout Specify timeout for NAT DNS fl ows
finrst-timeout Specify timeout for NAT TCP flows after a FIN or
RST
i cnp-ti meout Specify tinmeout for NAT | CWP fl ows
nax-entries Speci fy maxi mum nunber of NAT entries
port-ti meout Specify tinmeout for NAT TCP/UDP port specific flows
syn-ti meout Specify tinmeout for NAT TCP flows after a SYN and
no further
data
tcp-ti meout Specify timeout for NAT TCP fl ows
ti meout Specify timeout for dynami c NAT transl ations
udp-ti neout Specify timeout for NAT UDP fl ows

The actual timeout options vary with versions of the I0S. The defaults for some of the
more common times are

e dns-timeout DNS session (60 seconds)

e finrst-timeout TCP session after a FIN or RST / end of session (60 seconds)
* icmp-timeout ICMP session (60 seconds)

* tcp-timeout TCP port session (86,400 seconds — 24 hours)

e timeout Dynamic NAT translations (86,400 seconds — 24 hours)

e udp-timeout UDP port session (300 seconds — 5 minutes)

The finrst-tinmeout timer makes sure that TCP sessions close the related port 60
seconds after the TCP termination sequence.

Dynamic NAT sessions can only be initiated by an internal host. It is not possible to
initiate a NAT translation from outside the network. To some extent, this adds a level of
security to the internal network. It may also help to explain why the dynamic timeout timer
for overload sessions is so short. The window of opportunity stays open just long enough
to make sure that legitimate replies like Web pages, FTP and TFTP sessions, and ICMP
messages can get in.

You saw in Lab 11.5.1 that outside hosts can ping our static NAT translations at any time,
provided the inside host is up. This is so you can share Web, FTP, TFTP, DNS, and other
types of servers with the outside world.
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Step 4

With dynamic NAT not configured for overload, the translation stays up for 24 hours and
could allow an outside host to try to access the translation and therefore the host. But
with the overload option, the outside host has to be able to re-create the NAT IP address
plus the port number, thereby reducing the likelihood of an unwanted host gaining access
to your system.

To see the actual translation process and troubleshoot NAT problems, you can use the
debug i p nat command and its related options.

Remember as with all debug commands, this can seriously impair the performance of
your production router and should be used judiciously. The undebug al | command
turns off all debugging.

On SanJosel, use the debug i p nat command to turn on the debug feature.

From A, pi ng ISP1’s serial interface (10.0.0.5), and observe the translations as shown
here:

SanJosel#debug i p nat

I P NAT debugging is on

06: 37:40: NAT: s=192.168.0.21->42.0.0.55, d=10.0.0.5 [63]

06: 37: 40: NAT*: s=10.0.0.5, d=42.0.0.55->192.168.0.21 [63]

06: 37:41: NAT*: s=192.168.0.21->42.0.0.55, d=10.0.0.5 [64]

06: 37:41: NAT*: s=10.0.0.5, d=42.0.0.55->192.168.0.21 [ 64]

06: 37:42: NAT*: s=192.168.0.21->42.0.0.55, d=10.0.0.5 [65]

06: 37:42: NAT*: s=10.0.0.5, d=42.0.0.55->192.168.0.21 [65]

06: 37: 43: NAT*: s=192.168.0.21->42.0.0.55, d=10.0.0.5 [66]

06: 37:43: NAT*: s=10.0.0.5, d=42.0.0.55->192.168.0.21 [ 66]

06: 38: 43: NAT: expiring 42.0.0.55 (192.168.0.21) icnp 1536 (1536)

Turn off debugging.

SanJosel#undebug all
Al'l possi bl e debuggi ng has been turned off

Notice that we can see both translations as the pings pass both ways through the NAT
router. Note that the number at the end of the row is the same for both translations of
each ping. The s= indicates the source, d= indicates the destination and -> shows the
translation.

The 06:38:43 entry above shows the expiration of the NAT translation.

The det ai | ed option can be used with debug i p nat to provide the port numbers as
well as the IP address translations, as shown here:

SanJosel#debug ip nat detailed

I P NAT detail ed debugging is on

07:03:50: NAT: i: icnp (192.168.0.21, 1536) -> (10.0.0.5, 1536) [101]
07:03:50: NAT: address not stolen for 192.168.0.21, proto 1 port 1536
07:03:50: NAT: ipnat_allocate_port: wanted 1536 got 1536

07: 03:50: NAT*: o: icnp (10.0.0.5, 1536) -> (42.0.0.55, 1536) [101]
07:03:51: NAT*: i: icnp (192.168.0.21, 1536) -> (10.0.0.5, 1536) [102]
07: 03:51: NAT*: o: icnp (10.0.0.5, 1536) -> (42.0.0.55, 1536) [102]
07:03:52: NAT*: i: icnp (192.168.0.21, 1536) -> (10.0.0.5, 1536) [103]
07:03:52: NAT*: o: icnp (10.0.0.5, 1536) -> (42.0.0.55, 1536) [103]
07:03:53: NAT*: i: icnp (192.168.0.21, 1536) -> (10.0.0.5, 1536) [104]
07:03:53: NAT*: o: icnp (10.0.0.5, 1536) -> (42.0.0.55, 1536) [104]
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Lab 11.5.4: Configuring TCP Load Distribution
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Objective

In this lab, you configure NAT with the TCP Load Distribution option. You also learn to
use the pr ef i x- 1 engt h option as an alternative to the net mask option of the i p nat
pool command.

Scenario

Step 1

When the International Travel Agency (ITA) expanded and updated their network, they
chose to use the 192.168.0.0 /24 private addresses and NAT to handle connectivity with
the outside world. In securing the outside IP addresses from their ISP, ITA is having to
pay a monthly fee per IP address. ITA has asked you to set up a series of prototypes that
demonstrate NAT’s capabilities to meet ITA’s requirements. The company hopes to be
able to get by with 14 real IP addresses (42.0.0.48 /28). For a variety of reasons including
security concerns, the company wishes to hide the internal network from the outside.

ITA's Web server (192.168.0.5) is overwhelmed by outside traffic. You have been asked
to create a pool of two mirrored servers to handle the load. These servers will be
addressed as 192.168.0.5 and 192.168.0.6.

Outside users and DNS use the global IP address, 42.0.0.51, to access the Web server.
ITA would like to continue using the single address and have the NAT router distribute
the requests among the two mirrored servers. You have been asked to create a prototype
that will demonstrate TCP load distribution using NAT.

Build and configure the network according to the above diagram. Host A represents a
user outside of ITA’'s network; be sure to configure Host A with the correct default
gateway. Note that SanJosel’s Fast Ethernet interface should be configured with the IP
address 192.168.0.5 /24. This is for testing purposes, so that SanJosel can respond to
HTTP requests directed to 192.168.0.5.

Configure SanJosel to use a default route to ISP1:

SanJosel(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.5

On ISP1, configure a static route to the global addresses used by SanJosel for NAT:

I SP1(config)#ip route 42.0.0.48 255. 255. 255.240 10.0.0.6
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Specify an interface on SanJosel to be used by inside network hosts requiring address
translation:

SanJosel(config)#i nterface fastethernet0/0
SanJosel(config-if)#i p nat inside

You must also specify an interface to be used as the outside NAT interface:

SanJosel(config)#i nterface serial 0/0
SanJosel(config-if)#ip nat outside

Verify that the workstation can pi ng 10.0.0.5 and 10.0.0.6. Troubleshoot as
necessary.

Step 2
For testing purposes, configure SanJosel as a Web server at 192.168.0.5, as shown
here:

SanJosel(config)#i p http server

For the purposes of this lab, another router will act as the second Web server. Configure
this router as shown here:

Rout er (confi g) #host nane Whbh2

Web2(confi g) #enabl e password ci sco

Web2(config)#ip default-gateway 192.168.0.5
Web2(config)#no ip routing

Web2(config)#interface fastethernet0/0
Web2(config-if)#i p address 192.168. 0.6 255.255.255.0
Web2(config-if)#exit

Web2(config)#ip http server

Step 3
Create a NAT pool to represent the planned Web servers, as shown here:

SanJosel(config)#i p nat pool WebServers 192.168.0.5 192.168.0.6
prefix-length 24 type rotary

Note: In the preceding command, the keyword pr ef i x-1 engt h is used instead of the
keyword net mask. Both keywords specify the subnet mask; the prefix-length option
allows you to specify the mask as a bitcount (24 instead of 255.255.255.0).

The t ype rot ary sets up a round-robin rotation through the designated pool. The
name WebSer ver s is a user-defined variable, so it can be any useful word.

Next, create an access list to define the global address that will be used to access the
server pool. Remember, you are to use 42.0.0.51, which was the original Web server IP
address that is known to the outside users:

SanJosel(confi g)#access-l1ist 50 pernmit 42.0.0.51
The command that links the pool and the global address is

SanJosel(config)#ip nat inside destination list 50 pool
WebServers

The i nsi de desti nati on indicates that the NAT translations will be established from
the outside network to the inside network.
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Step 4
Pi ng 42.0.0.51 from Host A. The ping should fail because ping uses ICMP and not TCP,
which is the only protocol supported by the NAT load distribution feature. To test your
configuration, have Host A open a Web browser window.

Type 42.0.0.51 into the address line of the Web browser on Host A. When the following
screen appears, use any username and cisco as the password (it's case-sensitive). If the
router is not configured with cisco as the enable secret/password, then enter the
password that it is configured with instead.

Enter Network Password 7] ]

? Fleasze type your uzer name and pazsword.

Site: 42.0.0.51
R ealm level 15 acocess
Uzer Mame I

Pazsword I

[ Save thiz password in your password list

| aF. I Cancel

After you authenticate to the router, you should see a page similar to the
following:

W sandusel Hume Pege Mol linenel Explerer
Bla Eot W Fyeoibes ook Bep
whwk - =+ - @ [0 3| Deeen Feois (G | Dy

Bujelress H@ ] bitp:lja0.0.50)

e 1
Cisco Systems
Accessing Cisco 2621 "SanJosel"
Telnet - to e router.
Fhow mierfaces = display the stabus of the mferfaces
Show diagnostic log - desplay the diagnostic log,
Blomitor the soaber < HTML access bo the command bne sterface of beeel 01,2 54 567

Connectmity test - ping the namessrper

Show tech-suppeat - display wfomuation corerealy peeded by tech sepor

1. Whatis the inside address of the router whose Web server you are viewing?

Click on the refresh button of the Web browser. A new page should appear, as shown in
the following figure.

3-4 Semester 6: Remote Access v2.0 - Lab 11.5.4 Copyright 0 2001, Cisco Systems, Inc.



3 Wb Hone Page - Microsol bk erreel BExpluner

Ble Edt iew Fgerie Jooh  Heip
doack = = - (@ 2] 4 Dsewtn aiFwortes gmstary | By L
W[ﬂ i s e 0L 0.5

Cisco Systems

Accessing Cisco 2620 "YWeb2"

Telirt - to the Toume

Thoow mberfares < dsplay the stabus of the interfaces

Teevw diagnesnc |og - display the diagnoste log

Ieoubor the pouler - HIBML accads o the command e metace al level 10,1234 5.6/
Conmechvity best = png the namessrver.

spcgt - diplay slfvmahen commmenly needed by tech s on

What is the inside address of the router whose Web server you are viewing?

If you click refresh again, what will happen?

To verify that SanJosel is distributing the TCP load amongst itself and Web2, issue the
show i p nat transl ati on command, as shown here:

SanJosel#show i p nat translation

Pro
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

I nsi de gl obal I nsi de | ocal Qut si de | ocal

42.0.0.51:80 192.168. 0. 5: 80 10. 0. 2. 20: 1322
42.0.0.51:80 192. 168. 0. 6: 80 10. 0. 2. 20: 1323
42.0.0.51:80 192.168. 0. 5: 80 10. 0. 2. 20: 1324
42.0.0.51:80 192. 168. 0. 6: 80 10. 0. 2. 20: 1325
42.0.0.51:80 192.168. 0. 5: 80 10. 0. 2. 20: 1326
42.0.0.51:80 192. 168. 0. 6: 80 10. 0. 2. 20: 1327
42.0.0.51:80 192.168. 0. 5: 80 10. 0. 2. 20: 1328
42.0.0.51:80 192. 168. 0. 6: 80 10. 0. 2. 20: 1329
42.0.0.51:80 192.168. 0. 5: 80 10. 0. 2. 20: 1330
42.0.0.51:80 192. 168. 0. 6: 80 10. 0. 2.20: 1331
42.0.0.51:80 192.168. 0. 5: 80 10. 0. 2. 20: 1332
42.0.0.51:80 192.168. 0. 6: 80 10. 0. 2. 20: 1333

Cut si de gl obal

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

0.

COOLOO00L000

NESESESESY SESESESESYSIS

. 20:
. 20:
. 20:
. 20:
11326
11327
11328
11329
11330
11331
11332
11333

1322
1323
1324
1325
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Lab 12.3.1: Router Security and AAA Authentication

&

I
Fa0/0 192.168.0.1 /24

Host A
192.168.0.20 /24

Objectives
In this lab, you use the | ogi n | ocal command to configure authentication and access
levels.

Also, you are introduced to the Cisco IOS AAA security authentication features,
including custom prompts and debug features.

Scenario
The International Travel Agency (ITA) is concerned about the security of their routers and
switches. You are asked to create a prototype of Cisco’s login security features including
AAA,

Step 1
Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configuration. This prevents you from having problems caused by residual
configurations.

Build and configure the network according to the above diagram. Use the following
commands to configure SanJosel:

SanJosel( confi g) #enabl e password ci sco
SanJosel(config)#line vty 0 4
SanJosel(config-line)#l ogin
SanJosel(config-line)#password cisco
SanJosel(config-line)#line aux O
SanJosel(config-line)#l ogin
SanJosel(config-1line)#password cisco
SanJosel(config-line)#exit

Verify that the router can ping the workstation.
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Step 2

Security for the user EXEC mode can be configured for each of the three access
methods: VTY (Telnet), AUX, and console. VTYs and AUX port access require a login
password by default. If no password is set, the router will not establish a session. Instead,
it will return an error message explaining that a password is required but none is set.

By default, the console port is not configured to request a login password. Typically, it is a
good idea to configure the console port with the | ogi n command, so that a password is
required. Without password security, anyone with a laptop and a console cable can gain
access to the device easily.

The following table shows each of the three access methods, their associated command
syntax, and an example using the same password for each method. It is possible (and
recommended) to set different passwords for each access method.

Password Type Access Method Syntax Example
Console session console port l'ine con O l'ine con O
password password | password cisco
I ogin I ogin
Telnet session VTY interfaces(example | line vty 0 4 line vty 0 4
syntax sets all 5 virtual passwor d password passwor d cisco
interfaces at once) I ogi n I ogi n
AUX session AUX port (if presentcan | | ine AUX 0 line AUX O
be accessed via a password password | password cisco
modem) I ogin I ogin

Step 3

The | ogi n command requires that the user authenticate when connecting to the line.
When the | ogi n command is used without optional keywords, the password must be
defined by the passwor d command, as shown in the Example column of the table.

Telnet to SanJosel from Host A. Verify that you must supply the password, cisco, to gain
user-level access to the router.

It is possible to require a username as well as a password for logins to the router.
Moreover, you can configure different username/password combinations for different
users. These username/password combinations can be stored locally, in the router’'s
database, or remotely, on a specialized security server.

Configure a local username/password database for SanJosel, as shown here:

SanJosel(confi g)#usernane renote password access
SanJosel(confi g)#usernane scott password wol fe

Add an entry with your first nane as the usernane and your | ast
name as the
passwor d.

To finish the configuration, issue the login local command for line con 0, as shown here:

SanJosel(config)#l ine con O
SanJosel(config-line)#l ogin |ocal

The keyword local instructs the router to check username/password combinations
against the local database. Now only the defined combinations of usernames and
passwords can be used to access the user mode from the router’s console. Like all
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passwords in the Cisco 10S, these passwords are case sensitive and can include text
and/or numbers. The usernames are not case sensitive.

Exit out of the session and then log in to SanJosel from the console port. The new
access prompts will look like this:

User Access Verification

User nane: renote
Passwor d:
SanJosel>exi t

User Access Verification

Usernanme: ScOT
Passwor d:
% Login invalid (Used the wrong case on the password)

User nanme: Scott
Passwor d:
SanJosel> (Used the correct case on the password)

From Host A, Telnet to SanJosel and confirmthat you are pronpted
only for a password. The password cisco should still work.

You can al so configure the AUX and VTYs to check
user nane/ password conbi nati ons agai nst the | ocal database. Enter
the foll owi ng commands, on SanJosel:

SanJosel(config)#l ine aux O
SanJosel(config-line)#l ogin |ocal
SanJosel(config)#line vty 0 4
SanJosel(config-line)#l ogin |ocal

From Host A, Telnet to SanJosel and confirm that you need to enter one of the
username/password combinations.

Step 4
The Cisco 10S AAA feature offers several security measures. In this step, you will
examine the authentication feature. The AAA authentication feature is used to validate
users.

Warning: It is important to have a plan when configuring AAA because configuration
commands take effect immediately. It is possible to lock yourself out of the router.

Enter the following lines in SanJosel:

SanJosel(confi g) #aaa new nodel
SanJosel(confi g)#usernane adni n password aaaci sco
SanJosel(confi g)#aaa authentication login default |ocal enable

The aaa new npdel command enables AAA. Once this command is entered, the
console, VTY, AUX and TTY ports require a username and password for access.

The aaa aut hentication | ogin default command defines how the
username/password will be checked. Multiple options can be used with this command.
The first option, which in this case is “local,” will be tried first. In the event the attempt to
check a username/password using this method returns an error, the second method will
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Step 5

Step 6

be tried, and so on. It is very important to note that an authentication failure is not an
error. An error results only if the specified source, such as a remote server, cannot be
read. The available options for the aaa aut hentication | ogi n default command
are:

SanJosel(confi g)#aaa authentication |ogin default ?

enabl e Use enabl e password for authentication.

group Use Server-group (used to access TACACS or RADI US
servers)

line Use |ine password for authentication

| ocal Use | ocal username authentication.

| ocal -case Use case-sensitive |ocal usernane authentication

If you had a TACACS+ server configured with username/password combinations, you
could configure the router with the command, aaa aut henti cation | ogi n defaul t
group tacacs+ | ocal enabl e. The gr oup keyword indicates a server group while
the tacacs+ parameter specifies the type of security server. As the second specified
option in this example command, the local database would only be used if the TACACS+
server could not be reached.

From Host A, Telnet to SanJosel and confirm that you are prompted for a username and
password. Confirm that admin and aaacisco grant you access to the router.

Disconnect from SanJosel and then attempt to log in again. This time, verify that the
username is not case sensitive but the password is.

In some cases, you may want usernames to be case sensitive. You can configure AAA to
make usernames case sensitive by issuing the following command on SanJosel:

SanJosel(confi g)#aaa authentication |ogin default |ocal-case
enabl e

After entering this command, log out and then log back in to the router. Verify that both
the username and password are now case sensitive.

The default login prompt looks like this:

User Access Verification

User name:
When using AAA, you have the option of presenting a more specific and/or user-friendly
prompt. Issue the following command on SanJosel:

SanJosel(confi g) #aaa aut henticati on usernane-pronpt "Enter your NT
user nane: "

To verify the new prompt, exit out of the console session and log back in.

In this step, you will look at the debug aaa aut henti cati on command feature.
On SanJosel activate the debug feature with the following command:

SanJosel#debug aaa aut hentication
AAA Aut henti cation debugging is on

From Host A, Telnet to SanJosel and press Enter the first tine
you are pronpted for a usernane. The second time, use a bogus

Semester 6: Remote Access v2.0 - Lab 12.3.1 Copyright 0 2001, Cisco Systems, Inc.



user nane/ password conbi nati on.

log in correctly.

On the third and final attenpt,

A partial display of the debug output will look like the following lines. The first four lines
set up the login session. Note that the number (1421093628) tracks the session until the
failed password and a new tracking number are generated.

02:48:32: AAA. parse nane=tty2 idb type=-1 tty=-1

02: 48: 32: AAA:

adapt er =0

el =
02: 48: 32: AAA/ NEMORY:

0

port =2 chann

port="tty2' rem.ad

dr="192. 168. 0. 10' aut hen_t ype=ASCl
02: 48: 32: AAA AUTHEN START (1421093628):

action=LOG N servic

e=LOGE N
32: AAA/ AUTHEN START (1421093628):
32: AAA/ AUTHEN START (1421093628):
status = GETUSER
33: AAA/ AUTHEN CONT (1421093628):

02:
02:
02:
02:

02:
02:
02:
02:

48:
48:
48:
48:

48:
48:
48:
48:

32: AAA/ AUTHEN (1421093628):

(user='(undef)")
33: AAA/ AUTHEN (1421093628):

33: AAA/ AUTHEN (1421093628):

SanJosel#

02: 48: 45:

02: 48: 45: AAA/ AUTHEN (1421093628):

02: 48: 45:

02: 48: 45: AAA/ AUTHEN (1421093628):

| ocal -

override

02: 48: 45: AAA AUTHEN (1421093628):
02: 48: 45: AAA/ AUTHEN START (297482216):

action=LOG N service

=LOG N

nane=tty2 flags=0x11l type=5 shel f=0 sl ot=0

create_user (Ox1FEC44) user='' ruser=""'

| service=LOGA N priv=1

port="tty2' list=""

using "default" |ist
Met hod=LOCALCASE

continue_l ogin

status = GETUSER
33: AAA/ AUTHEN CONT (1421093628):
33: AAA/ AUTHEN LOCAL (1421093628):

Met hod=LOCALCASE
no usernane: GETUSER

status = GETUSER

AAA/ AUTHEN CONT (1421093628) :

continue_login (user="")

status = GETUSER

AAA/ AUTHEN CONT (1421093628) :

User

Met hod=LOCAL CASE
not found, enul ating

status = ERROR

port="tty2' list=""

The (297482216) attempt ends up as a failed attempt — bad password, as shown here:

(lines omitted)

02: 48: 49: AAA/ AUTHEN (297482216):
02: 48: 49: AAA/ AUTHEN (297482216):

password i ncorrect

st at us

= FAIL

The following lines are a partial display of the successful attempt:

02: 48:
02: 48:
02: 48:
02: 48:

Use undebug

(lines omtted)

57: AAA/ AUTHEN CONT (782251026): c

57: AAA/ AUTHEN (782251026):

57: AAA/ AUTHEN CONT (782251026) :

57: AAA/ AUTHEN (782251026):

al | to turn off all debugging.

st at us

st at us

onti nue_l ogin (user='bob')
= CETPASS

Met hod=LOCALCASE

= PASS
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Lab 12.3.2: AAA Authorization and Accounting

&

I
Fa0/0 192.168.0.1 /24

Host A
192.168.0.20 /24

Objectives
In this lab, you will use the exec-ti meout command to control the amount of time
before an idle Telnet or console session is terminated.

You will also be introduced to the Cisco I0S AAA security authorization and accounting
features, which can be implemented to limit the EXEC commands that a user is permitted
to use.

Scenario
The International Travel Agency (ITA) is becoming concerned about the security of its
routers and switches. You are asked to create a prototype of Cisco’s login security
features including AAA and Cisco Secure.

Step 1
Before beginning this lab, it is recommended that you reload the routers after erasing
their startup configurations. This prevents you from having problems caused by residual
configurations.

Build and configure the network according to the above diagram. Use the following
commands to configure SanJosel:

SanJosel(config)#l ine con O
SanJosel(config-line)#exec-tinmeout 0 0
SanJosel(config-1line)#password cisco
SanJosel(config-line)#l oggi ng synchronous
SanJosel(config-line)#transport input none
SanJosel(config-line)#enabl e password cisco
SanJosel(config-line)#line vty 0 4
SanJosel(config-line)#l ogin
SanJosel(config-1line)#password cisco
SanJosel(config-line)#exec-tinmeout 0 0
SanJosel(config-line)#l ine aux O
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Step 2

SanJosel(config-line)#exec-tinmeout 0 0
SanJosel(config-1line)#l ogin
SanJosel(config-line)#password cisco

The exec-ti meout 0 0 commands configure the amount of time a router will wait
before terminating an idle EXEC session. The first number specifies the number of
minutes, and the second number specifies the number of seconds. Thus, the command
exec-ti neout 0 45 would configure the idle timer to 45 seconds. Using two zeros, as
shown above, configures the router so that EXEC sessions never time out. Such a
configuration is a security risk, because unattended sessions will remain open, and could
potentially be exploited by a malicious user. While configuring exec-ti nmeout 0 Ois
uncommon on production routers, it is a useful configuration when performing lab
exercises.

It is possible to set different timeout values for each of the CON, VTY, and AUX
sessions. The default timeout for all three of these lines is 10 minutes.
The AAA feature can be used to limit a user’s options based on the username/password

entered during login.

By default, there are three privilege levels on the router:

Privilege Level | Result

1 User level only (prompt is router>), the default level for login

15 Privileged level (prompt is router#), the level after going into enable
mode

0 Seldom-used, but includes five commands: disable, enable, exit, help,
and logout

You can define levels 2-14 by “moving” commands from one of the default privilege levels
to the new level. Configuring custom privilege levels can involve significant administration
on the router.

To determine your current privilege level, type the show pri vi | ege command:

SanJosel#show privil ege
Current privilege level is 15

While in user EXEC mode, what is your privilege level?

While in privileged EXEC mode, what is your privilege level?

To configure a custom privilege level (in this case, level 7), add the following entries to
the authentication database on SanJosel:

SanJosel(confi g)#usernane cisco0 privilege 0 password ci sco0
SanJosel(confi g)#usernane ci scol5 privil ege 15 password ci scolb5
SanJosel(confi g)#usernane ci sco7 privilege 7 password ci sco7
SanJosel(confi g) #aaa new nodel

SanJosel(confi g)#aaa authentication |ogin default |ocal

Now exit out completely from EXEC mode and log back into the router using the
username ciscol15 and password cisco15. By logging in with privilege level 15, you will
prevent the router from locking you out when you begin to configure AAA authorization.
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Step 3

Note: You must log in as a user with privilege level 15 in order to begin modifying the
default privilege level of IOS commands. Failure to do so will result in console session
lockout when you enter the aaa aut hori zati on exec default | ocal command.

After you authenticate as ciscol5, you can configure AAA authorization and create a
custom privilege level. First, enter the following configuration command:

SanJosel(confi g)#aaa aut hori zation exec default | ocal

Next, specify which commands will be authorized. On SanJosel, issue the following
commands from the console:

SanJosel(confi g)#aaa aut horizati on comands 0 default | ocal
SanJosel(confi g)#aaa aut hori zati on comuands 15 default | ocal
SanJosel(confi g)#aaa aut hori zati on comands 7 default | ocal

After issuing these commands, a user must be “authorized” to use commands in privilege
levels 0, 7, and 15.

The command to configure the router to query a TACACS+ server first would be: aaa
aut hori zati on commands 0 default group tacacs+ |ocal enabl e.The
gr oup keyword indicates a server group while the tacacs+ keyword indicates the type
of security server. If configured with this command, the local database on SanJosel
would only be used if the TACACS+ server were unavailable.

The final step is to specify which commands will exist in privilege level 7. On SanJosel,
issue the following commands from the console:

SanJosel(config)#privilege configure |evel 7 snnp-server host
SanJosel(config)#privilege configure |evel 7 snnp-server enable
SanJosel(config)#privilege configure |evel 7 snnmp-server
SanJosel(config)#privilege exec |level 7 ping
SanJosel(config)#privil ege exec | evel 7 configure term nal
SanJosel(config)#privilege exec |l evel 7 configure

Now enter the debug aaa aut hori zati on command so you can observe the

authorization process.

From Host A, Telnet to SanJosel and log in as ciscol5. Note that, because you have
logged on with privilege level 15, you are immediately given privileged EXEC
access.

Type the show pri vi | ege command and verify your privilege level. Enter global
configuration mode, and note the debug results on SanJosel’s console session.

Exit out of the Telnet session.
Now log back into the router as ciscoO.

After you authenticate as cisco0, can you enter privileged EXEC mode?

As cisco0, enter the ? command at the router prompt.
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2. How many commands are available to privilege level 0?

Step 4

Exit out of the Telnet session, and log in as cisco7. Note that this user, like cisco15,
begins an EXEC session in privileged mode.

Enter global configuration and use the ? command to see which commands are available
in privilege level 7, as shown here:

SanJosel#config termnal

Enter configuration commands, one per line. End with Ctrl-Z.

SanJosel(confi g) #?
Confi gure commuands:

def aul t
end
exit
hel p
no

snnp-server

Set a command to its defaults

Exit from configure node

Exit from configure node

Description of the interactive help system
Negate a conmand or set its defaults

Modi fy SNMP paraneters

Note the debug output on SanJosel. Use the undebug all command to turn off all

debugging.

In this step, you configure AAA accounting on SanJosel. If you do not have a
TACACS+ server, the results will not be stored but the recording will occur.

SanJosel(config)#

aaa accounting exec default start-stop group

tacacs+

SanJosel(config)#

group

aaa accounting commands 15 default start-stop

tacacs+

SanJosel(config)#

aaa accounting network default start-stop group

tacacs+

SanJosel(config)#

group

aaa accounting connection default start-stop

tacacs+

SanJosel(config)#

aaa accounting systemdefault start-stop group

tacacs+

The following is a brief description of each of the above command options:

Option

Result

AAA

Identifies an AAA command

accounti ng

Accounting — or tracking feature of AAA

exec

Tracks EXEC commands on the device

commands 15

Tracks commands by privilege level 15 users (can be 0-15)

net wor k Tracks network services like PPP

connection Tracks outbound Telnet sessions

system Tracks system events like reload

start-stop Include both Start and Stop recordings (compared to stop-only)
def aul t Use the default list as compared to a custom list

group Use a group of servers

TACACS+ Use TACACS+ instead of a RADIUS server
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On SanJosel, enable debug aaa account i ng with the following command:

SanJosel#debug aaa accounting
AAA Accounting debugging is on

From Host A, Telnet to SanJosel and authenticate as cisco15. In the Telnet session,
perform a couple of simple commands like show r un. Return to the console session on
SanJosel and examine the debug output. The following debug output resulted from
ciscol5 entering the show r unni ng- confi g and copy runni ng-config

st art up- confi g commands:

01: 04:59: AAA/ ACCT/ CMD: User ciscolb, Port tty2, Priv 15:
"show runni ng-config <cr>"
01: 04: 59: AAA/ ACCT/ CMD: Found list "default"
01: 04:59: AAA/ ACCT: user ciscolb, acct type 3 (3901449983):
Met hod=t acacs+ (tacacs+)
01: 05: 20: AAA/ ACCT/ CMD: User ciscols, Port tty2, Priv 15:
"copy runni ng-config startup-config <cr>"
01: 05: 20: AAA/ ACCT/ CVD: Found |ist "default"
01: 05: 20: AAA/ ACCT: user ciscol5, acct type 3 (2545785330):
Met hod=t acacs+ (tacacs+)
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Lab 12.3.3: AAA TACACS+ Server

&

I
Fa0/0 192.168.0.1 /24

TACACS+ Server
(CiscoSecure)

Objectives
In this lab, you configure AAA to use a TACACS+ server.

Scenario
The International Travel Agency (ITA) has set up and configured a Cisco Secure
TACACS+ server and needs to place the routers under the control of the TACACS+
server. You may need to modify the host name and IP address of your router.

Step 1
The host shown in the diagram can be running Cisco Secure software to provide
TACACS+ services. Configure SanJosel using the following commands as an
example:

SanJosel(config)#l ine con 0
SanJosel(config-1line)#exec-timeout 0 0
SanJosel(config-line)#password cisco
SanJosel(config-1ine)#l oggi ng synchronous
SanJosel(config-line)#transport input none
SanJosel(config-1ine)#enabl e password ci sco
SanJosel(config-line)#line vty 0 4
SanJosel(config-1line)#l ogin
SanJosel(config-line)#password cisco
SanJosel(config-1line)#exec-timeout 0 0
SanJosel(config-line)#line aux 0
SanJosel(config-1line)#exec-timeout 0 0
SanJosel(config-line)#l ogin
SanJosel(config-1line)#password cisco

Confirm that SanJosel can ping the TACACS+ server.

Your instructor will provide the IP address of the TACACS+ server and an encryption key,
which is required to establish a connection between the router and the server. Your
instructor will also provide you with a username/password combination (already entered
in the Cisco Secure database).

Step 2
On SanJosel, add the following configuration lines:
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SanJosel(confi g) #aaa new nodel

SanJosel(confi g)#usernane adni n password aaaci sco

SanJosel(confi g)#aaa authentication | ogin default group tacacs+

| ocal enabl e

SanJosel(confi g) #t acacs-server host xxX.XxX.xxX.xxx (i p address

of tecacs+ server)

SanJosel(confi g) #t acacs-server key XXXxX (get key from
the instructor)

Exit from SanJosel and then try to log in with the username of nobody and the
password nothing. This should fail if you have a working connection to the TACACS+
server. If the login does not fail, reload the routers and try again.

After the login using nobody fails, log in as the user assigned to you by your instructor.
This login should work, indicating that SanJosel has successfully queried the TACACS+
server, and authenticated your username and password.

If you did not know any of the valid username/password combinations stored on the
TACACS+ server, how could you gain access to the router?

Simulate a network outage by disconnecting the cable from SanJosel’s Fast Ethernet
interface. Attempt to log in to the router a second time via the console port.

Because the router’s attempt to query the TACACS+ server will fail, which authentication
method will be used? Why?

When you attempt to log in, SanJosel will try to query the TACACS+ server first.
Because the network connection to the server is unavailable, this query returns an error.
The second method of authentication defined by the aaa aut henti cati on command
specifies that the local database should be consulted next. Thus, you should be able to
authenticate as admin using the password aaacisco.

Once you have authenticated, enter the following command on SanJosel:
SanJosel(config)#no username adm n password aaaci sco
If no TCP/IP connection to the TACACS+ server is available, and no local

username/password database exists on the router, which authentication method will be
used? Why?

Exit the console session on SanJosel and log back in again. Eventually, you will be
prompted for a username. Enter the username admin, and—when prompted—enter the
password of aaacisco. This authentication attempt will return an error, because there is
no local username/password database. Remember, an error is not the same as an
authentication failure. A failure occurs when the authentication method is operational, but
the username/password combination is found to be invalid.

The third method of authentication defined by the aaa aut henti cati on command
specifies that the enable password (or secret, if it exists) should be used in the event the
first two authentication methods return an error.

You should be able to access the router using the enable password, cisco.
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