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— from MD4 & MD5 to SHA-1 & RIPEMD-160
In hash algorithms

s |[kewise tend to use common iterative st
ructure as do block ciphers




'_Euntll recently was the most widely used

hash algorithm

— ini recent times have both brute-force & cry
ptanalytic concerns

* specified as Internet standard RFC1321

2 brocess message in 16-word (512-bit)
- blocks:

— Using 4 rounds of 16 bit operations on message
block & buffer

— add output to buffer input to form new buffer
value

5. output hash value is the final buffer value
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_ = —note this updates 1 word only of the buffer

— after 16 steps each word is updated 4 time
S

* where g(b,c,d) is a different nonlinear
function in each round (F,G,H,I)

* T[i] is a constant value derived from: sin
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gisprplieduces a 128-bit hash of
ESSAgE
BRICS 3irounds of 16 steps vs 4 in MD5
= % design goals:
— collision resistant (hard to find collisions)

— direct security (no dependence on “hard"
problems)

— fast, simple, compact
— favours little—endian systems (eg PCs)
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= cryptanalysis (but can’t extend)

— Boer & Bosselaers 93 found a pseudo collision (ag
ain unable to extend)

— Dobbertin 96 created collisions on MD compressio
n function (but initial constants prevent exploit)

e conclusion is that MD5 looks vulnerable soon




