Lee, Hoon—-Jae

INEEd of Korean standard encryption
algerithm

= ¢ DES: 56 bits, RC4: 40 bits
— SEED is not an abbreviation, just a name
& HAS—160

— One of the Korean Hash cryptographic
algorithms

— Longer bits than MD5




andatery cipher on internet banking
Sapplications

Proprletary usage of SEED
~ — Possible security holes

— LLack of compatibility
* Private TLS ID

" _ Looks like SHAL

- ® Specifications are available at TTA
— http://www.tta.or.kr
— Written in Korean




SEED"—Structure

DES-like structure

E [G4)
The size of input/output bit is
fixed 128-bit

E [61)
The size of key bit is fixed

128-bit

Four 8*8 S-boxes

Fixed xor & modular addition
operations

The number of rounds is fixed
16

SEEP=GUNd function E

64-bit inputfoutput block
| l + Divided into 32-bit block
Wrapped with 4 phases

| - mixing phase of two 32-bit
& subkey block
- 3 layers of G functions with

addition operation

C' = G[GIGI(C @ ki) © (D@ k )] + (D&
k)1 +GC@k, @Dkl

'=C"+G[G[(C ® k) ®(DDk,)]+(D
® ki)l



SEEP=G function (S—Box)

* Four 8*8 S-boxes

+ Block permutation with sixteen 4-bit sub-
blocks

| Y3=82(X3), Y2=81(X2), Y1=S2(X1), Y0=81(X0)

Z0 = (YO&m0) ® (Y1&m1)  (Y28m2)
@ (Y3&m3)

Z1= (Y0&m1) ® (Y1&m2) ® (Y28m3)
® (Y3&m0)

Z2 = (Y0O&m2) ® (Y1&m3)  (Y28m0)
@ (Y3&m1)

Z3 = (YO&m3) ® (Y1&m0) @ (Y28m1)
® (Y38m2)

( m0=0xfc, m1=0xf3, m2=0xcf, m3=0x3f)

* Four 8*32 $S-boxes & xor operation

$83 = 52(X3)&m2||S2(X3)&m1||S2(X3)&m0

|
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(IS2(X3)&m3

$52 = $1(X2)&m1||S1(X2)&mO0||S1(X2)&m3
(151(X2)&m2

881 = S2(X1)&m0|[S2(X1)&m3||S2(X1)&m2
(IS2(X1)&mf1

$S0 = $1(X0)&m3||S1(X0)&m2]|S1(X0)&m1

(151(X0)&m0

Z = $S3(X3) ® S82(X2) ® SS1(X1) & SSO(X0)




SEERD=¥Ey. Schedule
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o [y o[ s}—— xm KC =0x9e3779h9

: : KCi=Ox3c6ef373

i KD0 = 5{A+C-KCo) ! KCe=0x78d detet

158 | KO1 = S(B -D+KCa) | KC=0xflbhedee

KCi=0xe3779h99
KCs=Oxc6ef3T33

| KC KC:=0x8dde 6267

I
.

¥ KC7=Dx1bhcdcet
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KCy EC1z =0x779h 9963
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