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HistoryHistory

•• SEEDSEED
–– Need of Korean standard encryption Need of Korean standard encryption 
algorithmalgorithm

–– Need of moreNeed of more--bits encryption algorithmbits encryption algorithm
•• DES: 56 bits, RC4: 40 bitsDES: 56 bits, RC4: 40 bits

–– SEED is not an abbreviation, just a nameSEED is not an abbreviation, just a name

•• HASHAS--160160
–– One of the Korean One of the Korean Hash cryptographicHash cryptographic
algorithmsalgorithms

–– Longer bits than MD5Longer bits than MD5
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MotivationMotivation

•• Korean government enforces the use of Korean government enforces the use of 
SEEDSEED
–– Mandatory cipher on internet banking Mandatory cipher on internet banking 
applicationsapplications

•• Proprietary usage of SEEDProprietary usage of SEED
–– Possible security holesPossible security holes

–– Lack of compatibilityLack of compatibility

•• Private TLS IDPrivate TLS ID

Features of SEED and HASFeatures of SEED and HAS--
160160

•• SEEDSEED
–– 128128--bit block cipherbit block cipher

–– FeistelFeistel structure with 2 sstructure with 2 s--boxesboxes

•• HASHAS--160160
–– 160160--bit output secure hash functionbit output secure hash function

–– Looks like SHA1Looks like SHA1

•• Specifications are available at TTASpecifications are available at TTA
–– http://http://www.tta.or.krwww.tta.or.kr

–– Written in KoreanWritten in Korean
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SEED SEED --StructureStructure

SEEDSEED--round function Fround function F
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SEEDSEED--G_functionG_function (S(S--Box)Box)

SEEDSEED--G_functionG_function (SS(SS--Box)Box)
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SEEDSEED--Key ScheduleKey Schedule


