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10.3 Dynamic Access Lists

Lock-and-key is a Cisco IOS feature that enables users to temporarily open 
a hole in a firewall without compromising other configured security 
restrictions. 
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1. A user opens a Telnet session to a 
firewall router configured for lock-and-key. 
The user connects via one of the VTYs on 
the router. 
2. The Cisco IOS receives the Telnet packet, 
opens a Telnet session, prompts the user for 
a username and password, and performs the 
authentication process. The authentication 
can be done by the router or by a security 
server (such as a TACACS+ or RADIUS box).     
3. When a user passes authentication, he or 
she is logged out of the Telnet session, and 
the software creates a temporary entry in the 
dynamic access list. Depending on the 
configuration, this temporary entry can limit 
the range of networks to which the user is 
given temporary access. 
4. The user exchanges data through 
the "hole" in the firewall. 
The IOS deletes the temporary access list 
entry when a configured timeout is reached, 
or when the system administrator manually 
clears it. The configured timeout can be 
either an idle timeout or an absolute timeout.  
5. The temporary access-list entry is not 
automatically deleted when the user 
terminates a session. It remains until the 
timeout is reached or until it is cleared by the 
system administrator. 
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10.4  Session Filtering
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10.5 Context-Based Access Control
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10.6 Using an Alternative to Access Lists


