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OQutline

O What' s Smartcard?
O DPA attacks to Smartcard
O Experimental Results
- DES
- RSA
- ECC
O Common Criteria
O Conclusion
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History of Cryptology

1976 1978

Diffe & Hellman Rivest, Shamir & Adleman
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E-Auction Secure Multimedia AVARIN|
Firewall

Confidentiality
Integrity

ElGamal
RSA
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2= Smart Card Security

( ) -

- IT 30740
PKI

: SPA/ /[IPA/HO-DPA
: SEMD/ /ZEM D
/
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Integrated

lose Coupling Coupling
Capacitive ctive

0- Imm 0-10 cm
High Freq.
4.915 MHz

ot or surface operatipn Anticollision
600 bps during ATRO6 kbps during ATR
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* Contact Padslooks different

*|SO7816-1~6

» Means by which Card Reader makes
electrical contact with the card
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0-100cm
Low Freq.

<135 kHz

Anticollision
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: RST for reset signal to card

1 Vpp

: not defined
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Smart Card - CPU and OS

Smartcard CPU
* INTEL 8051, Motorolla 6805 8-bit processor
 32-bit processor based on RISC architecture
Smartcard Chip Category
e Dumb Cards, Wired Logic Cards

* Smartcards

Smartcard Operating System
*0S >

» commands to open, read, write, erase files
« access control to files through key or PIN

» message certification, and communication
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Volatile Memory

* DRAM

 Scratchpad, RAM Stack ( Working Area )
» 128 ~ 512 Bytes

Nonvolatile Memory
* ROM
- Smartcard Operating System, Card Mask
- 2 ~ 16K Bytes
« EEPROM, Flash Memory
- User/Application Area (UAM )
-1~ 16 K Bytes
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= EEPROM,FLASH, ROM, SRAM

-~ m Reliable Process and Design for Small Size

Endurance and Data Retention

RF and I/O

1SO14443 and 1SO7816
Modulation: 10% or 100% ASK

Bit-Coding: PWM, BPSK, NRZ, Modified Miller

Security

Crypto Processor (RSA, 3-DES)
Various Detector against Attacks
Random Number Generator for Authentication
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= 8-Bit CPU (SAM87RC)
= 16-Bit/32-Bit CPU (CalmRISC)
= 32-Bit CPU (ARM7TDMI,SC100)
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SmartCard - Chip Manufacturer

+ Samsung

2003 Software- Graduate Seminar

Security

Memory

Copyright (C) Cryptography & NetSec Lab




% International

Chip Maker RAM NVM Surface
(bytes) (Kbytes) (Kbytes) (mm)

SCO01 Motorolla 68HCO05 . 3.5x5.5
SC24 Motorolla 68HCO05 4.14 x 3.44
SC28 Motorolla 68HC05 . 27

ST1821 Thompson 8048 3.4 x5.36
ST16301 Thompson 68HC05 3.66 x 4.93
ST16F48 Thompson 68HCO5 4.8 x4.9
44C10 Siemens 80C51 13

44C40 Siemens 80C51 18.39
44C80 Siemens 80C51 24.49
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Chip w/ Coprocessor

% International

* Public-Key Cryptosystem

« 8-bit Processor and Coprocessor for modular exponentiation
* ISO 7816-1, chip size of 25mm?2, some EEPROM area occupied

ST16CF54 Thompson 68HC05 secret  secret
ST16KL74 Thompson 68HCO05 secret secret
SLE44C200 SIEINENS 80C51 24.5 5.7
SLE44CR80S Siemens 80C51 <25

P83C852 Philips 80C51 22.3 2.5
P83C858 Philips 80C51

MC68HCO05 Motorolla 68HC05 27

CY512i Cylink 80C31 73
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SmartCard - Other Circuits

RST and ATR
* RESET signal, card initialization

» Answer to RESET signal, ( card type and appliation type )

Synchronization Circuit

* Timing signal from internal clock or external clock
 synchronize card's internal operations and communications
5~ 14 MHz

Communication Circuit

* I/O Port in contact C7

* Syn

e Internal Amplifier
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Cryptographic processing
(Encrypt/Decrypt/Sign/etc.)

Secret Keys

Cryptographicprocessing
(Encrypt/Decrypt/Sign/etc.)

i

Secret Keys




History of Power Attacks

e
Differential Power Analysisin CRYPTO ' 99
etal

Power Analysis Attacks of Modular Exponentiation in CHES' 99
etal

Resistance against DPA for ECC in CHES 99

Randomized Addition-Subtraction Chains against PA in CHES' 01
etal

DPA Countermeasur e by improving the window method in CHES' 02
etal
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Control signa
Data signal

Trigger

Attacker g gnal

R onse _ Smartcard

Control signa Card reader Secret: k = 573A7B...
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U Power Analysis Attack

Olnformation from Power Consumption

Dynamie Current:

Infermation Leaked
Voare —EE l!.‘-urrent ,\"‘0

T
z [Transltiunﬂaunl]

Discharge Current; [ Hamming Weight j

L. - Current d

E_a—\__L w
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Power Analysis Attacks

Number of Bit Transitions vs. Power Consumption
[Messerges,1999]

> difference in ith and (i+1)th transition

8 transitions
B transitians
4 transitions
2 transitions

0 transition
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U Power Analysis Attack: DES

SMARTCARD

© wxgmAm e
% i oW B W

aow er 5 upply
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S1-box
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U Power Analysis Attack: DES

(correct
011100B=28D , group 0.0002

0.00015
0.0001

0.00005 ’

g
-0.00005 1 'S

-0.0001

-0.00015
-0.0002

Differential power

(6-bit key guessing on S1-BOX)
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U Power Analysis Attack: DES

DES-DPA : Correct key estimated - peak
Incorrect key - noise

A DT by Kai partition Tunction

gy A St e g C, 2 DHC,, b, K J=0or 1
exp b L, 's msh
el sttty Rttt b di e i € DIC,, b, K )"0 or 1

Par B Aol | o AR Ay 3 DC 0 by K )0 0 1

ﬁn.#ﬂ.\d\rq\-v—"r\ﬂ Ao st g, o s KL incorrect

.& i "".%"J"I.'.pfu' v ""‘"-?"""""“'rﬁ'.h“'l'v-"" i K 1 eorrect
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Input :m, d=(dy., ..., dy)y, 0
Output : A =m® mod n

A «1
For i from k-1 downto 0
A« A'modn & Squaring

if (d=1)then A« A -mmodn ¢ yuiiplicali
endfor
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2# (1 Power Analysis Attack: RSA

RSA-MESD =
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O Power Analysis Attack: ECC

Preliminaries

OBinary scalar multiplication(ECC)

| | Q:O
fori=n -1 to 0 by—-1 do {

- : Doubling
if (k==1) then Q=Q -ion

Return Q

= # of doubling : n, average # of addition: n/2
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U Power Analysis Attack: ECC

Q=0

for i=n -1 to 0 by -1 do {
Q=2Q
if (k;==1) then Q=Q + P
}
Return @

LR binary scalar
multiplication
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2% ] Power Analysis Attack: ECC
Our Power Attack - Il
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‘Countermeasure

O To prevent SPA for ECC
® |ndependency of secret information and

computational procedures

[0 To Prevent DPA for ECC(Q=KkP)

» Randomize (blind) the secret key k,
k' =k+r#E(K)

= Blind thePoint P, P =P+R
» Use Randomized projective coordinates
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<

(Firewall, IDS, VPN, PKI-CA
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v CC(Common Criterian
v' PP(Protection Profile)
v' ST(Security Target)
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® PP Evaluation
PPol BtEE XY, JesedE B

® 5T Evaluation
- ST PP I RAEE S
CH&E =)
® TOFE Evaluation

TOEJSTS RIAMEBE ZEZ8=T10
et 282
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(4)
PP (or) ST
Introduction CC Conformance Claim (ST only)
. . Description
otection Profile &
Security Target Threats
ommon Contents Environment [ Security Policies
Secure Usage Assumptions
OSb_ecu_rlty TOE IT Security Objectives
‘ ectives Environmental Security Obid
IT Security
‘ Requirements

Security Target
Additions >>
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DPA

- FIPS197 AES(Rijndael) Specification
- Implementation attack (Specification)
v'Timing Attack, Power Analysis(SPA, DPA)

v
- NESSIE Project

v  Timing Attack, Power Analysis(SPA, DPA)
v

- CRYPTREC Project
= 7
- (TA, SPA, DPA
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- FIPS140-2 (CMVP)
- 013

(EIPS140-1
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T.P_Probe Physical Probing

(3.3.1.1 TOE of the IC

(IC
. IC failure

analysis, IC reverse
engineering

Information TOE
Leakage TSF

(power analysis.)

y & NetSec Lab

O.l_Leak Information
(4.1 TOE Leakage
) (

O.Phys_Prot Physical

Drntantinn
v

oL uuUn
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T Leak-inherent I(nherent Informangm Leakage

T.Phys-Probing Physical Probing (

Malfunctlon due to Enwronmental Stress
T.Malfunction

T Phys Manipulation Phy5|ca| Manipulation (

Forc;edl rmation Leakage (
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EUROSMART-CPP

e _
O.SIDE (ES) TOE

0.MOD_MEMORY
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TSF
[ :
Objects

- Not Applicable

FPT_FLS.1.1

- Not management activity
FPT_PHP.3.1 TSF TSP

- Not Applicable
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(highly

resistant)
v EUROSMART-CPP(9806/9911)
v EUROSMART-CPP(0001)

« )
v SCSUG-PP(v3.0)

2003.9.30 2003 Software- Graduate Seminar Copyright (C) Cryptography & NetSec Lab



Covert Channel & Side Channel
(2) Covert Channel( ):
(2) Side Channel( ): Timing, Power, Fault-Insertion, EM

Side Channel Analysis

- Power Analysis Attack =» (SCA.P)
- Timing Attack > (SCA.T)
- Fault Attack > (SCA.F)
- Electromagnetic Attack = (SCA.E)
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(AVA_SCA)

2 2 Cavad

=4

(AVA_SCA.P1)

SHEEAEA 2

(AVA_SCA.P2)

sHAEA=a3

(AVA_SCA.F3)

H'E & Iz &

(SCA.E)

=
-
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D )

Az AE HAEZAE ol&
Subset of the
ADV IMP.1 implementation of the
TSF

AVA VLAJ3 Moderately resistant

O.Phys_prot
AAHA RALA T
e
AVA_SCA P2 O.Flt_Ins, O.I Leak
(Systematic side-channel

power analysis)
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Analysis
Attack)

AV A SC AAHe 2 BRAstE A2
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Advanced
SPA
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(Systema-
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haustive

PAA)

Exhaustive
SPA/DPA
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>P1 - PAA(AVA_SCA.P1): DPA

> P2 - Systematic PAA: &
v /

v
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: DES, RSA-MESD, ECC-DPA

- AES/INESSIE/CRYPTREC
: CMVP(FIPS 140-1,2)
: SCSUG-SCPP/EUROSMART -PP
(AVA_SCA.P1~.P3)

(DPA
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