Chapter 8

Configuring Basic Border Gateway Protocol

Autonomous System

IGP: RIP, IGRP, EGP: BGP
OSPF, EIGRP

Autonomous System 65000 Autonomous System 65500

= AS(Autonomous System)ll OO 000 000 0000 00 00 00
000 0000.0000 000 00 (Routing Policy)dl IGPO O000O0.
= |GPO0 ASO0O0O ODOO0O OO0 oooooo.

= EGPO AS[O ASO 0000 OO0 O0OOOO0O.




AS(Autonomous System)

= JANA(Internet Assigned Number Authority)] AS NumberD O OOO.
EIGRP, IGRP OO ASO0ODO O0O0O0O OO0 ODOOO BGPO ODOOO
IANAODO ASOO0O0O OO OO0 O0O.

= Autonomous System 0 0 00O 16-Bit Numberd 1-655350 OO0 OO
O . 64512 - 655350 Private ASOOO OOOO O0O. (65535—
1024=64512 ~ 65535)

» EGPO ASOO0O PacketDl Routing 0O OO0 OOOO.BGPO EGP
00 000 BGPO OO OOO BGP4O O .(BGP—1:198901 :RFC 1105,
BGP—4:19930 :RFC 1771)

» BGP40 00O Internetd O ISPO ISPO O OO0 OOO, Enterprise(d
0)o IsPO ODO0OO ODOO OO OO0O0O.

= JANAOCO OO0 ASOO0O0O BGPO OO EGPO ODOOO O OOODO.

BGP Use

AS
65500

= ASO 0 BGPO O00O0O0O.BGPO ASO O Routing Informationd 00O O
O 0O 0000 Path Vector Protocold O .
= BGPO Loop—Freel] Routing Informationd OO0 O0O0O0O.




Scalable Routing Protocol Comparison

Interior or Hierarchy )
Protocol Exterior DVorlLS Required Metric
OSPF Interior LS Yes(Area) Cost
EIGRP Interior Advgcced No Composite
BGP i Advanced Path Attributes
Exterior DV No (=Path Vectors)

When to Use BGP

= Packetd ASO OO OO0OO OO ASOD OO0 ODOOO OO (Internet
Service Providerd 0O 0O)

= 000 ASO OO AS OO Multiple Connection 00O OO
= ASO 0000 TrafficO OO0 O00O0 OO0 OO0 OO OO
= BGPO OO0 ODODOO OO0 OO O O0ODOOD OO oo

= 00 00000 Working Guide Lined OO0 OSPF O IGPO Routing

Tabled Limitd 2,000-3,00000 O OO BGPO Segmentation O O
00000000 00. (BGP Segmentation 0000 IGP
Segmentation /Summarizationd OO0 000 OO O00.)




Policy Routing Protocol

* BGPO AS Number 00O O 00000 O Routing InformationT OO O
00000 O OO0 Exterior Gateway Protocoll O .

=ASO0O00O0 BGPO OOO OOO OO.RIP, IGRP, OSPF, EIGRP,
ISHSO O O Interior Gateway Protocolll 0000 OO0 O0O0OOOO.

=ASNumber] OO O OO0OO0O OOQO OO DOOO BGPO OO0 OOO
O0O.ASNumberD OO0 O OO0O0O OO0 O O0OOO OOO Routing
Informationd 00 OO0 O OO0 0O O OO OOOO.

00 000 ASO 0000 OO D000 OO0 obo oooo oog
0 BGPO 0O 0O0O0O.BGPO Policy Routing ProtocolD OO OO0
RoutingD O 0O0O0O OO0 OD00O0 00 000 0000 0000 OO0
o0 0o00no ooog.

How Big Is the Internet?

= 121,598 Route O O O Routing TableD 0 O O .(20030 40 210 OO,
telnet route—server.cerf.net 00 OO0 O 0O0O.)

00 BGP Routing TableD 0000 OOO0O OO 64MBO OOOO O
00 00 128MB OO0 Memoryd O OODO.

= |ISPO OO0 BGP Routed ASO Inject 00 O 0O0O0O Default Routed O
0000 OO0, Default Routedl Partial Routed OO OO, Full BGP
RouteD OO0 OO OO OO O O0O.

= 6,5000 OO0 ASNumberd OOODO.

C:\ >telnet route-server.cerf.net

route—server=sh ip route summary

Route Source Networks Subnets Overhead Memory (bytes)

connected 0 1 56 144

static 1 3 224 576

bgp 1838 82493 25109 6025712 15721128
External: 107602 Internal: O Local: O

internal 1249 1453836

Total 87843 33755 6739544 18931992




When Not to Use BGP

BGPO OO OO0 OO OOO.

Internetd 00 0 0 ASO Single Connectiond 00 000 BGPO 0000
000 Default Routel1 0 Static Routel 0000 00O O0O0O0OO.
Routing Policyll Route Selectiond ASO OO0 OOO0O OO OO BGP
O0odooooobo og.

BGP Routerd 0000 Route Updated OOOO O0OO Memory O
Processor Powerl 000 OOOOOO BGPO OO0 ODOOO O0O.
Network Administratorl] Route Filteringl] 0 BGP Path Selection Process
000000000 00 00 BGPO OO0 OOOO OO.

ASO0 000 BandwidthD O0OO0O OO0 OO0 BGPO OO0 ODOODO
00 .=>Static Routed O0O000.

Static Route

Router(config)# ip route prefix mask {address | interface }
[distance]

= Static Routel Administrative Distancell] 00O OOOO OO0 OO,
Next-Hop-Address) 0000 000 100, Interfaced 0000 OO
ooQO.

= Multiaccess Media( LAN, Frame Relay, X.25, ISDNO)0 0000 OO
00 OO0 Next—Hop-AddressU OO OO OO.

= Point to Point Mediall O O 0O Interfaced OO0 O OO0, 00
Unnumbered Interfacell OO OO0 0000 Interffaced OO0 O OO O
0.

= Floating Static Route] Static Route] Administrative Distancel] [
Dynamic Routing Protocold OO0 OO OO, Dynamic Routing
Protocol 000 OO0 O StaticRoute OO0OO0 OO OOO O0O.
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RIP Default Route Example

10.1.1.0
RIP —

ISP
172.16.0.0 10.1.1.1 10.1.1.2 AS 65000
Service
Provider
ip route 0.0.0.0 0.0.0.0 SO Running
router rip BGP
network 172.16.0.0

* RIPO 0 Default Routedl 0000 RIP DomainO0 0 O0000.

11

OSPF Default Route Example

172.16.0.0 l 10.1.1.1 10.1.1.2 AS 65000

Servi((j:e
. Provider
ip route 0.0.0.0 0.0.0.0 SO Running

BGP
router ospf 111

network 172.16.0.0 0.0.255.255 area 0
default—information originate always

= default—information originate always 0 0 [0 OSPFO Default Route[1 OSPF
Routing Domaind 000000 O0O.Aways 0000 OO0 0000 sod
0000 0000 Defualt Routel OO0 O0OOO ODO0OO.
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OSPF Default Route Example

10.1.1.0

L

) Provider
ip route 0.0.0.0 0.0.0.0 SO Running

BGP

router eigrp 101
network 172.16.0.0
network 0.0.0.0

= network 0.0.0.0 0 00 EIGRPL Default Routell EIGRP Routing Domain]

oooogoo oag.
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BGP Characteristics

= BGPO Enhanced O Distance Vector Routing Protocol O .

* Reliable Update: BGPD TCP O OO OOOO. (TCP Port 17900 OO0
0.)

e BGP Router 0 OO Connectiond] 00O OO Full Routing Tabled OO
000 0000 Incremental, Triggered Update O 0O 00O .

e TCP ConnectivityD OO0O0O OO ODOO0O Keepalive OO O0O0O.
e OO0 Metric(Path Attributes)D OO OO .

» Loop Free Routing Protocold 00 .

* Huge Internetwork(=nternet)0 0 OO0 O OO0 Design 0O O.
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Loop Free Routing Protocol

= AS Pathl] OO OOOO0O OOOO ASOO NumberODO OODODO .
AS100 - AS200 - AS300 - AS400 (130.100.0.0)

« AS4000 OO DOOOO AS3000 OO OOOOO 130.100.0.0 DO ODOO
00 000 0000 AS_pathd 4000 O0OOO.

AS300 : 130.100.0.0 400

« AS30000 OO OOODO AS2000 OO DOOOOO 130.100.0.00 OO OO
0 00000 OO0 AS Numberl AS pathl Prepend OO AS Path 300 400
0 oooo.

AS200 : 130.100.0.0 300 400

e« AS20000 O AS1000 0O OO0 OO O OO OO OO0 OOOO.

AS100 : 130.100.0.0 200 300 400

15

Loop Free Routing Protocol

= AS PathRouting: 000 0000 OO0 As_PathD OO0 OO OO
000 00 OO0 0000 00 As Path OO OO0 OODOO.

* AS_Path 300 4000 O OO 2, AS_Path 200 300 4000 0 OO 300.

= Loop Free Routing Protocol : AS Pathll 00O 0O AS NumberlD 00O
0000 ododb oot obo boobo bo bobo oooo.ooo
BGP Routingl] 00000 Routing Loopd O0O00O0O O00O0.
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Loop Free Routing Protocol

207.126.0.0/16
(8,7,4,2,1)

207.126.0.0/16
(9,8,7,4,2,1)

207.126.0.0/16

17

BGP in IP Packets

6 —TCP

179 —BGP

Frame Payload c
Frame
Header IP Protocol Packet Payload 5
Header | Number TCP Port G o
Header No. Payload

= BGPO Enhanced O Distance Vector Routing Protocoll O .
* Reliable update: BGPO TCPOOO OOOO. (TCP Port 17900 OO

oo.)

18




RIP, IGRP, OSPF, EIGRP, BGP PDU Diagram

17 — UDP 520 —RIP

Frame Payload c
Frame
Header P Protocol Packet Payload R
Header | Number upP Port | Datagram || ¢
Header No. Payload
88 - EIGRP
89 - OSPF
9 -IGRP
Frame Payload c
Frame P - I
Header rotoco Packet Payload R
Header Number c
6 —TCP 179 —BGP
Frame Payload c
Frame
Header P Protocol ::;';et Pay'°:‘; (R
gmel C
Header Number Header No. Payload 1r

BGP Message Header Format

15 23 31

o
~

— Marker —

Length [ Type |

= BGP Messagell 16byte Markerl 2byte Length, 1byte Type OO0 OO O0O.

= Marker: OO OO BGP Messagell 00 OO0 OOODOO,BGPPeerdd OO

00000 00 0000 .Message Typell Opend] 0000 OO0 OOO OO
000 MarkerD OO 10 OO0O0OO0.0 OO0 ODO0O0OO0 OO0OOOOCOCOO.

=mlength: 000 OO0 BGP Messagell 00,00 OO OO0 19byte(16byte +

2byte + 1byte) 0 O 4096byte OO O O0O.
= Type:Messagell OO0 O0O0ODO.

* Open

* Update

 Notification

* Keepalive
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BGP Message Types

= Open :TCP Connection OO0 O BGPOOO OO 0000 OOOO
O0O0000. Version, Senderl AS Number,Hold Time, BGP |dentifier
(Router ID,OSPFO Router IDO O 0O O 0O), Optional Parameter
(Authentication ) 000 OO O0O.0000O Open Messagell 0000
(OpensSent 0 OpenConfirm) BGP Sessiond 0000 OO Update,
Keepalive, Notification Messagel 0000 .

= Keepalive : BGP Peer1 0 BGP Connectiond Alived0 OO 0000 OO
Messsagel O . Peerd Keepalived Defaulttl 600 0 O , Hold TimeO
Defaultd 18000 0.

= Update :00 OO0 PathD OO OO0 Path Attributes 0 Network[l 0
00 OO O0O.NLRI(Network Layer Reachability Information), Path
Attributes, Withdrawn Routes(Multiple Unfeasible Route)dJ 0 OO0 OO
O0. BGP Peers1 0 000 00000 0000 Full Routing Tabledl O
000 0000 Incremental Updatell 00 0.

= Notification :Error0] Detection [0 I BGP Routerd Notification Message
0 OO0 O BGP Connection 0000 .(00O BGP StateD 0 OO0 OO
oo.)

21

OPEN Message Format

0 7 15 23 31

Version

My autonomous system
Hold Time

BGP identifier |

Opt parm len |

Optional Parameters

22
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OPEN Message Format

=Version : 00 000 0O OO0 OO0 OO0 OO0 O0O0OOO Negotiationd O .
0000 000 0000 00 BGPO OO resetd O negotiation [0 . Ciscoll 00
0000 negotiationd 00O OO0 OO0 OO0 OO OO0 O OO.@OO0O OO

NeogotiationD OO0 O0O000)

= My Autonomus System : BGP speaker] 00 AS 00O

= Hold Timer : KEEPALIVE[] UPDATEO OO0 OO O 00 0000 OO OOO
OO0 000 O0O0O0O00 o000 ODODO KEEPALIVED UPDATED OO0 OO
00 O0.00 Neighbord Hold Timel 0000 O OO BGPOOO OO OO O
00000000 HodTimeD OO0 OO0 00O OOOO o000 OOO O OO
00 30 00 OO0 ooO.00obO OO oo oo OO OooOo booo.
Version, Hold Time 0 Openmessagel] 00 OO0 OO0 OO0 OO OOO
Hold Time 00O O 00 ResetO 0 O0O0O.O000 VersionD OO0 OO Reset
oo.

= BGP ldentifier : 0000 OO0 OO0 O0ODOO0O0O OO OO IP Addressdd 00O
Loopback 000000 OO OO IPAddressd0 000O0.00 OO0 OO OO.
(bgp router—id <ip address>)

= Optional Parameter Legnth (Opt Parm Len) : OO0 Optional Parameter 00 0 0 0O
oo oooo.

= Optional Parameters : <Parameter Type, Parameter Length, Parameter Value>

0O 0000, 1byte, 1byte, lengthD0 OO0 OO OO0 OO0O. Optional
Parameter] O O Authentication Information (type 1)0 O O . 23

Open Message Example

-1 8% BGP: ————— BGPF Meszage ———
03 BGP
E} BGEP:. 16 byte Marker (all 1'=s)
M) BGP: Length = 4%
03 BGP: BGP type = 1 {Open}
05 BoP

4

100

130 Second(=s)

COA30101, [192.169.1.1]

3 BGP: Version

3 BGP: Autonomous System nunber
T3 BGP: Hold Tine

3 BGP: BGP Identifier

)| Optiona aransters Length =
BGE:| Opti 1 F L h 16
5 BGP: Unknown Option Data

BGP Capability Negotiation :
Sniffer can not understatnd

24
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BGP State

= |dle : BGPO Start 0 00O O, Peerd O Connectiond OO O0OOO.
= Connect : TCP Connectiond 00000 O00OO0O ODOOO.

= Active : TCP Connection Retryll 00O 00O O00O0O0O.

= OpenSent : Peer] [0 00 Open Messagell 0000 OO O0O0O0O.

= OpenConfirm : Peerl] 0 0 Open Messagell 0 O, Keepalive Messagell
0000 00 0000 . Keepalive Messagell [0 0 00O Established State
ano.

= Established : Peerd 00 00 Keepalive Messageld 00 OO0 O OO0O
Update Packetll] OO OO O O0O.

00 :TCPOODO ODOODO OO OO Neighbor OO Stated Idle—
Connect-Active O OO OO0 OOOO.

25

BGPO 00O 00O OO

 BGPO OOOO OO

*  NLRI: Network Layer Reachability Information : Prefix 0 O ,00 O
Prefixd OO OO (Attribute) O O

e Unfeasible Routes: 00O BGP O OOOO O0O0O Prefix

= BGPO OO OO OO
e BGPU O00O O0OOD0O ODODOD ODOOO.
e BGPSpeaker 0000 BestOOOO DOOO.

OO0 000 OCDOO OO 00
e TCPO 00O (Reliable Transport)d OO OO.

« BGPOOO ACKO OO.
26
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Basic BGP Command

= BGP Routing Protocoll] Enable 0 0O O .

| Router(config)#router bgp autonomous—system \

Router(config—outer)#neighbor {ip—address | peer—group—
name} remote—as autonomous-system

= EBGPO Defaultl TTLO O 10 0000 Messaged OO 00O .(IBGP
O TTLO 2550 0000.)10 OO0 OO0 OO EBGP Routerd 0 OO
0 0000 neighbor {ip—address | peer—-group—hame} ebgp—
multihop [tt]O 00 OO0 OO0OO. Loopback Interfaced 0O 00O
Neighborl 0000 000 ebgp—multihop O0OOO 00000 OO.
ebgp—multhop D000 O0O0OO TTLOO 2550 0000 TTLOO O
ogoooO oboo oo oo.

= Neighbor O 0 O, Loopback Interfacell] 0000 OOOO OO0
neighbor {ip—address | peer—group—name} update—source loopback

interface-number 000 0000 neighborD OO OO0 000 OO. 4

Basic BGP Command

= BGPO BGP Session] 00O 0O O Transport Protocoll] Transmission Control
Protocol (TCP) OO OO .BGP Sessionl] 00O OO0 O00O0O0O Neighbor O
0O Peer00 OO0, TCP Sessiond 00000 BGPOO NeighborO O OO
gooo oo ooo oo.

= NeighborO IP AddressC] OO0 O OCOOODO O OO OO NeighborO O O
0 OO0 OD00O Routing Table OO0OO OO0 OO0 OOO.O0O0DOO
EBGP Sessiond 00O ASO 00O O00O0O0O OO0 OO0 O O0ODOO OOO OO
Neighborl Routing Tabled OO0 OO OO OO, IBGP Session OO 0O0O
OO0 OO 00 OO 000000 0000 OO0 00 o000 ooo od
Neighbor Routing TableO OOO0O0 OO OO OO OO. Neighbord Routing
TableD O0OO0O OO0 IGPO OO0 OO0 OO0 Static RouteD O O0O0OO
oo.

30
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Basic BGP Commands

Routersg:onﬁg—router)# network network—number mask
network—mask

0000 00 000 000000 D000 00 o000, Advertised OO OO
00000 OO0 ASO OO Network AddressCl 00O O 0. IGP Routing Table[
00 Route 00O OO0 O 0O0O.0O0O:Aggregatel]l BGP Tabled 0[O Specific
Route[] Summarizedl 0O 0O 0.)
= Prefix0d IP Routing Tabled Entryl] 000 O000O0 O0.0 OO0 O0OOO
0000 OO0 000 OO0 OCOO0O0 O0.000 000 InjectiondO OO
000 0000 BGP Tablel Inject00 O0O0O.)
= BGPO Defaulttl Classful Prefixd O OO0 no auto—summary OO0 0000
Classless Prefix(d OOO0O O0O.
= Subnetting 0 Supernetting 000 00000 mask 00000 O0OOOO O0O.
(Network OO0 00 maskd O0OO0O OO OO, Auto—summarizationd] 000 O
0 000 Classful Boundaryll Summarizationd 00O OO O Injectiond 0. no
auto—summary 0000 000 OO0OO0O OO Prefixd maskD 0000 OO0
00 00 000 000 Injectiond 0 00O . Auto—summarizationd 000 OO
00 0000 maskd 0000 SubnetD Inject00 O O0O.)
= |0S 12.0 Version D 0000 2000 000 NetworkD OO0 O OO0 12.000
000 NVRAMO DO RAMO OO0 OOO OOO.

31

BGP Example
AS 64500 -
- - AS 65000
= (=2 172.17.0.0
172.16.0.0
10.1.1.2 10.1.1.1

RtrA(config)#router bgp 64500
RtrA(config—router)#neighbor 10.1.1.1 remote—as 65000
RtrA(config—router)#network 172.16.0.0

RtrB(config)#router bgp 65000
RtrB(config—router)#neighbor 10.1.1.2 remote—as 64500
RtrB(config—outer)#network 172.17.0.0 mask 255.255.0.0

32
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Resetting BGP

] Router#clear ip bgp {* | address | peer—group} [soft [in | out]] \

= BGP Policy Reconfigurationd 0 000 OO0 OO.
= *[0 00 Neighbord, addressd OO Neighbord O OOO.

= soft Option 0 [ clearipbgp 000 0000 BGP Tabled Entry[]
0000, BGP Sessionl] Reset 00 0.

= Soft Option0d 0000 BGP Sessionl] Resetdl 0 O00,00000
000 OO0 0000 00 Updated O .in0O Inbound, outd Outbound
UpdateD OO 0O0O.

= Soft Inbound Reconfigurationd Memory Overheadl 00O OO O
Neighbor Router] 0 Soft Outbound Reconfiguration OO0 00O
gooogd.

33

BGP Connection Resetl] [0 0 O BGP Policy
Reconfiguration

= BGP OO Access ListD OO OO OO
= BGP 0 0 WeightDO OO

= BGP O O Distribution Listd OO
*BGP OO TimerO OO OO

= BGP Administrative Distanceld 0O O

= BGP 0 0 Route Mapl OO

34
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BGP Policy Reconfiguration

»BGPO 000 OO0 OO0 OO0 OO((oc—RIB)YO OO0 OO OO
00o0o0.000,BGPO OO0 OO0 OO0 OO0 ODOOO UpdateO
oooo ooo.

= Outbound Policy 00 O OO UpdateD OO0O0OO OOO0O OO
0 . outbound soft—reconfigurationd OO OO0 OO OO0 Update
Oooooo.

» Inbound Policyd 0O 0O 00O BGPO Decision Processl] 00O 00O
0O 000. 000 NeighborD OO0 OO0 OO NeighborO O OO
0 000 OOO0DO Decision ProcessD O OOO.

* Inbound Policy 000 OO O00OOOO BGP Session Clear ,
inbound soft—reconfiguration, Route Refresh 00 000 O OO.

35

BGP Soft Reconfig

= clear ip bgp a.b.c.d soft out
«CPUODO ODODOO.
00 Advertiseddl] Routed O O0O0O Routel D OOODO.

= clear ip bgp a.b.c.d soft in

«CPUO OO OOOO.

0 00 000 OO OO0OO oo.
eclearipbgpa.b.cdsoftin000 OO0O0 000 neighbor x.x.x.x

soft—reconfiguration inboundD O OO0 OO0.(COO0O0O BGP
Configuration 0 0 soft—reconfiguration—inboundd OO OOO0O OO

0.)

36
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Verifying BGP

] Router#show ip bgp [summary | neighbors]

= show ip bgpd BGP Routing Tabled OO 00O.
= show ip bgp summary 0 0 0 BGP Connection] StatusCl 00O 0.

= show ip bgp neighbors Neighborl] 00O TCP O BGP Connection]
oooo.

| Router#debug ip bgp

= keepalive, update, events [0 0 Optiond O O .

37

show ip bgp

RTRA#show ip bgp
BGP table version is 5, local router ID is 192.168.2.1

Status codes:s suppressed,d damped,h history,* valid,>best,i —internal
Origin codes: i —IGP, e —EGP, ? —incomplete

Network Next Hop Metric LocPrf Weight Path
*>172.16.0.0 10.1.1.1

0 65000 i«—_ Origin codes
*>192.168.1.0 10.1.1.1 0 0 65000 i‘/
*>192.168.2.0 0.0.0.0 0 32768 i

BGPOOOO ODODO OO O OO OOOOOODOOOD.OOOOOOOODODOO
00O ooooOooooooooo.

R1# show ip bgp 192.168.0.0

BGP routing table entry for 192.168.0.0/24, version 2
Paths: (1 available, best #1)
65000

192.168.1.254 from 192.168.1.254
Origin IGP, metric 0, localpref 100, valid, external, best

38

19



show ip bgp summary

RTRA#show ip bgp sum

BGP table version is 5, main routing table version 5

3 network entries and 3 paths using 363 bytes of memory
3 BGP path attribute entries using 372 bytes of memory
BGP activity 3/0 prefixes, 3/0 paths

0 prefixes revised.

Neighbor V AS MsgRcvd MsgSent ThblVer InQ OutQ Up/Down State/PfxRcd
10.1.1.1 4 65000 14 13 5 0 0 00:08:03 2

39

show ip bgp neighbors

RTRA#sh ip bgp nei
BGP neighbor is 10.1.1.1, remote AS 65000, external link
Index 1, Offset 0, Mask Ox2
BGP version 4, remote router ID 172.16.10.1
BGP state = Established, table version =5, up for 00:10:47
Last read 00:00:48, hold time is 180, keepalive interval is 60 seconds
Minimum time between advertisement runs is 30 seconds

Received 16 messages, 0 notifications, 0 in queue
Sent 15 messages, 1 notifications, 0 in queue
Prefix advertised 1, suppressed 0, withdrawn O
Connections established 1; dropped 0

Last reset 00:16:35, due to Peer closed the session
2 accepted prefixes consume 64 bytes

0 history paths consume 0 bytes

—More—

= show ip bgp neighbors(] Neighord [0 0 BGP Connection0 00 OO OO.

40
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debug ip bgp

RTRA#debug ip bgp updates

BGP updates debugging is on

RTRA#clear ip bgp *

3wbd: BGP: 10.1.1.1 computing updates, neighbor version 0, table
version 1, starting at 0.0.0.0

3wb5d: BGP: 10.1.1.1 update run completed, ran for Oms, neighbor
version 0, start version 1, throttled to 1, check point net 0.0.0.0
3w5d: BGP: 10.1.1.1 rcv UPDATE w/ attr: nexthop 10.1.1.1, origin i,
aggregated by 65000 172.16.10.1, path 65000

3w5d: BGP: 10.1.1.1 rcv UPDATE about 172.16.0.0/16

3wb5d: BGP: nettable_walker 172.16.0.0/16 calling revise_route
3wbd: BGP: revise route installing 172.16.0.0/16 —10.1.1.1

3w5d: BGP: 10.1.1.1 rcv UPDATE w/ attr: nexthop 10.1.1.1, origin i,
metric 0, path 65000

3w5d: BGP: 10.1.1.1 rcv UPDATE about 192.168.1.0/24

3wb5d: BGP: nettable_walker 192.168.1.0/24 calling revise_route
3wbd: BGP: revise route installing 192.168.1.0/24 —10.1.1.1

41
IBGP _(Internal BGP)
AS 65500
AS 65000
* BGP Neighbor OO0 ASO O 0O0O.
= Neighbord OO OO (DirectLink)@ O0OOO OO.
42
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IBGP_(Internal BGP)

= |[BGPL O ASOO OO ASO OO0 20 OO0 OOOO0O OO OO0 oo
ob.0,EBGPO ODO0OO OO ODOOO 20 OO0 ODODO OO Obooo
OO0O0.eEBGPO ODOOO OO ODOO ODOO BGPO ODOOOO OO.

A EBGE C ) AS200. |

AS100 IBGP.
B EBGP : @ AS300.

*EBGPO 0000 OO ODOOO 100 OO IBGPOOO ODODOODO. BGP
0000 ASO0O OO0 O0OO0ODOOD IePO ODOO ODOO, BGPO IGPO O
Routing Informationd] 000000 OO O0O.

A
AS100 IGP.

43

IBGP (Internal BGP)

=|BGPO OO0 OO0 IBGPOOOO OO ASODO OO0 IBGPOOOOODO ODODO
000000000000 0000 000 IBGP Sessionl OO OO IBGP OO
000 0000 OO0 eBGPO ODOOO OO ASO OO EBGPOOODOOO ODOODO
Ooooo.

«AS20000 OO OO0 O0O0ODO ODODO EOD DO OODO ODOOADO OODO ODOO.
0000 000 OO 000 OO0 OOO0AO IBGP Sessionl OO0 OOOBOO OO
00.000B0O 000 00 ASO OO0 O000AO0O0O0 OO0OO O 000 IBGP
Sessiond] 00 O0O00OCO0 0000 OO0 EBGP Sessiond 00 000 FOOO O
000.000 000 000 CO0O cO OO0 As400000 ODOOO OOO.0OO0OO
0O 0O0O0AO ODOOCODO IBGP Session OO0 0000 OO.

AS100.

AS200 AS300 AS400. 44
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IBGP_(Internal BGP)

=ASO00 EBGPOODOODOO Full Mesh OO0 IBGP Sessiond 00O
0000 . (Route Reflector 0 0 Confederationd OO OO Full MeshO
OO0 ooo.

AS100.
@‘ TBGP TBGP C,
B
BRGP EBGP EBGP.
(&) (® ()
AS200 AS300 AS400.

=00 :BGP Router] IBGPO OO OO O OO0 OO IBGPO Update 00O OO
00 :Routel IBGPO O OO Advertise 00 OO, 00 ASOOO Advertise 00O
0 AS—Pathd AS Numberl 00 OO0 OO0O0O.OO0O EBGP Routedl 00O IBGP
Route Loopd OOOODO 0000 MechanismO O0.Loop 000 OO0 y5
BGPLO IBGP Peerl] 00O Advertise 0 OO0 IBGP Peer] Advertise 00O O0O0O.

Use of Loopback Interfaces

Loopback Interface 1 AS100
RTE
i A2 ~o
st
i 102511

RTA#
loopback interface 1
ip address 150.212.1.1 255.255.0.0

router bgp 100
neighbor 190.225.11.1 remote—as 100
neighbor 190.225.11.1 update—source loopback 1

RTB#router bgp 100
neighbor 150.212.1.1 remote—as 100

= Neighborl 0 00 Physical Interface 0 000 OO0 O 000 O OO0 O0OO
Interfacel] Unavailable O 0 O BGP Sessiond OO0O0O OO . Router AO O
Router B 000 O Loopback Interfacell OO OO NeighborDl O0OOO OO0 O
00 OooOoooo.
= Loopback Interfacel 0O O Router A0 [0 neighbor update—sourcell [
Router Configuration 000 OO0 OO0 OO.
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EBGP (External BGP)

IBGP Neighbors

' '4 \

AS 65500

EBGP Neighbors

AS 65500

= BGP NeighborD OO0 ASO O0OO.

= Neighbord 000 00O (Directly Connected) 1 00 OO0 (00000 OO
000 neighbor ebgp—multihop 000 000 0000 Configuration[d

oooo.) e
ebgp—multihop
Loopback 130.100.1.1 130.150.1.2 .
J’ 130.150.1.1 loopback130.200.1 1.

A —(B
AS100 | As2o0 1.

" BGPOOOOO OO0 O0O0OO OO OO0 IBGP Sessiondl OO O OO.EBGP OOO
0000 D0D0000 OO0 000 00 0000 EBPG Sessiond] OO0 OO0 ODO0OO
EBGPOOOOO OO OO0 O OO0 Serial Linkd 00O IP Addressl] Neighborl 0O
O00O0O0OO0O00O0O0O0ODOOO0.000 0000 neighbor ebgp—multihopd 000
000 oo.

= Frame Relay [0 [0 00 PVCO Serial Inerface IP Address] [0 0 0 [0 EBGP Sessionl] [J

00 00 PVC Faildd EBGP Session] 000 O00.0 000 Loopback Interfacel] IP
Addressl] 0000 EBGP Sessiond 0000 PVCFRaillDd 00 000 OO0 EBGP
SessionD 000 O 0000 ODO0O0O.
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ebgp—-multihop

— Physical
+— Logical m

This router (
As,l — is not able to )<J AS2 j

run bgp

49

EBGPO Loopback Address

= Loopback Interfacel 0 OO IP Address Neighbord OO OO OO
O 0OO0O(SerialLinkD OO0 OO0 OO0O0OO Loopback Interfaced O 0
00 0000 EBGPOODO OO Loopback Interfacel DO OO OO O
000 00.,0 00 neighbord IP AddressC] 000 00O neighbor

ebgp—multihopll 00 000 O0O.

00000 O D000 EBGPOODOO Loopback Interfaced IP
Address0] 00O OO0 OO OO0 OO0 0DOO.AS2000 OO EBGP
000 BO 130.200.0.0(Loopback Network)D 00O OO 0O network OO
0O OO0 Asi0o00 EBGPOOO AOO O0OODO ODO0O 130.200.0.000
00 OO0 AS1o0O staticRoutel 000 O OO0 OO0 OO0O O
0 OO0 ,000A0 130.200.0.00 00O Static Route 00 O0O0OO
000 O00.000BODOOO 130.100.0.00 OO Static Route OO O
oooO ooo oo.
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EBGP Load Balancing Loopback Interface

= neighbor ebgp—multihopOd O O router configuration O O O loopback interface
0 0000 00 O AsO0O Parallel Linkd 00 Load Balancingd DO 0O0O0O O
O000O.Router Al 1.1.1.2 [0 2.2.2.20 O0O0O00O 160.10.0000000 ODODO

0O od.
AS100 AS200
150.10.0.0 4444 160.10.0.0
_”f“i =z 2 T
zm 2— — 7 'l
A, 2221 2222 ’

loophach 1301011 loopback 160.10.1.1

RTA
interface loopback 0
ip address 150.10.1.1 255.255.255.0

router bgp 100

neighbor 160.10.1.1 remote—as 200

neighbor 160.10.1.1 ebgp—multihop

neighbor 160.10.1.1 update—source loopback O
network 150.10.0.0

ip route 160.10.0.0 255.255.0.0 1.1.1.2
ip route 160.10.0.0 255.255.0.0 2.2.2.2

RTB
interface loopback 0
ip address 160.10.1.1 255.255.255.0

router bgp 200

neighbor 150.10.1.1 remote—as 100

neighbor 150.10.1.1 ebgp—multihop

neighbor 150.10.1.1 update—source loopback O
network 160.10.0.0

ip route 150.10.0.0 255.255.0.0 1.1.1.1
ip route 150.10.0.0 255.255.0.0 2.2.2.4;

BGP Synchronization

K

130.100.1.1 130.100.200.1 |/

130.100.1.2
D AS200
130.20.0.0

Rule of Synchronization

130.30.0.0 .

= IBGP NeighborD OO0 OO O 000 IGP Routing TableDl D000, 000
BGP Peerll Advertise OO OO O OO0 OO0 IGPO O0ODO OO OO0 O

O.
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BGP Synchronization
f

130.100.1.1 130.100.200.1 |/

130.100.200.2
AS300 @u

130.100.1.2
D AS200

130.20.0.0 130.30.0.0 .

»000AO0 CO OO0 BO OO0 IGBP Sessiond 00 O00.000A0 O00O0ODOOO
130.20.0.00 00 OO0 OO0 OO0 IBGP Neighbord OOOCOO OOOD0,000CO O O
00 OO0 OODEDD oOOO.

=00 AS3000 OO OOOO 130.20.0.000 000 OO0OO ODOOCOO 000 OOO.0O
0O 000OCO OO0 OO000 OO0O0OBOO OO0 OOO0.000 00 OO0OBO O00O0ADOO

130.20.0.00 OO0 000 OO0 O0OO0O0 O0OO0 OO0OBO OO0 OOO0OO OO0 OO0 0OOO.
»000 000 00 BGPOOODOO OO OO0 ASO 0000 OO0 OO AS1000 00O O
0 AS1000 IBGPRouterd 00 OO0 0000 OO0 OO0 IGPRouterD00 OOOOOO O
0 000 O00BGPOOOOO 0000 OO0 OO SynchronizationdOO OO .

* Synchronizationd 00000 000 O0O0OCO O0OO0AODODO OO0 OOO0O0O0 0OO0O0OBOOO
000000000 00000 OO0 OO0OEDD OOOD.0O00 O0OBOO 0000 OO
0000 OO0 DO OO OoO0. 53

Disabling BGP Synchronization

| Router(config—router)#no synchronization

= BGP Synchronization O O Disable D0 O.IGPO OO0 OO0 Update
00 0000 Routel EBGP Router(l Update O O .
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no synchronization

= Synchronization Routing Informationd OO0 DO0O0O0O OO0 O O
000,000 OO0 ODO0O0OO00O SynchronizationD 0000 OO O O0O.

0000 ASO OO ASOO 0000 0000 OO0 (Stub AsOO)
oog ASO0O 0000 ooob ODobob oo BGPLO OOOO

sClSCOODOOO BGPO OO O0OODOO SynchronizationD O0OOOO O
00 SynchronizationD OOCOO0O0O0 OO0 O0OO OO.

Router(config)# router bgp 65000
Router(config—outer)# no synchronization

00 :000 0000 000 BGPO O DefaultDl Synchronization(d
DisableD 0 OO .

55

Routing Tables

IGP BGP
Routing Routing
Protocol | 'P BGP Protocol
— —
==
. = ’

= BGPO IGP Routing TableD O OO0 OO0 Routing TableD OO0
O.

[0 00000 Routing InformationC OO0 OO0OO.
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Advertising Networks into BGP

=ASO0O0 OOO0O0O0O BGPO AdvertisingOO OOO0O OO0 O0OO.

» Dynamic IGP Routed Redistributingd O . (Routel O O InstabilityD O
00 0O 00O Recommended OO OODO.)

« Static Routed 00O O Static Routel] Redistribution OO .

¢ IGP Route(Dynamic Route [ Static Route)[] Redistributiond O O O
Network 0 OO O0O0O0O Advertise OO

= Network Address] OO0 OO0 00O OO0 OO OO OO,
130.100.0.000 BGPO OO OO ASO OOO OO0 130.100.0.00 OO
000 BGPOOODO OO0 OO0 OO0 OOO.DO 130.100.0.00 OO O
OO0 BGPOODODO Routing TableDl O OO0 OO0 OO.

57

Redistributing Dynamic IGP Routes into BGP

= Unstable Routedl 0000 0O 0000 0000 O0OO.(IGP Routed
00 OO0 (Link DownO )J BGP Updated O OO0.)

= Dynamic Route] Redistribution 00 OO BGPO OO OO OOO0O O
00 00O BGPO O OO0 O Mutual RedistributionD O OO0 O O0O.
OO0 0000 000 Local Routed D OO OOO,00 ASOOO Route
O Filtering O O .==Configurationl 000 O O O0O.

= Dynamic Routed Redistribution O O O O, Path Attribute O Origin
Attributed Incomplete O O O0O0O .(showipbgp D000 OO0 20 OO
oo.)

RTRA#show ip bgp

BGP table version is 5, local router ID is 192.168.2.1

Status codes:s suppressed,d damped,h history,* valid,>best,i —internal
Origin codes: i —IGP, e —EGP, ? —incomplete

Network Next Hop Metric LocPrf Weight Path

*>172.16.0.0 10.1.1.1 0 65000 i«—_Origin codes
*>192.168.1.0 10.1.1.1 0 0 65000 i “
*>192.168.2.0 0.0.0.0 0 32768 i 58
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Redistributing Dynamic Routes

RTC#
AS300 RTD
router eigrp 10
— redistribute bgp 200
{ N) redistributed connected
default—metric 1000 100 250 100 1500

_.r/\/ N ~{l\1.1.1.2
I'I i I‘I T ""i'l router bgp 200
121310 ™ e s neighbor 1.1.1.1 remote—as 300
AS100 AS200

neighbor 2.2.2.2 remote—as 200
neighbor 1.1.1.1 distributeist 1 out
redistribute eigrp 10

access-list 1 permit 175.220.0.0 0.0.255.255

= redistribute eigrp 100 O O router configuration 0 O 0 EIGRP 100 Routel] BGPO
Redistribute[1 [0 .(BGPO IGPO Redistribute 00 00O OO0 OO OO0 InjectO00O0 O
00 O0.) neighbor distributelist0 O router configuration O 00 1.1.1.1
Neighbor(Router D)0 Outgoing Advertisingd] 00 0 0O 0O, Access—Listl] 10 000
000 . Access list 100 network 175.220.0.000 Advertise 0 00 00O OO .AS 1000 0
00 Update 00O network 129.213.1.00 000 00O O0O0O0O0O Advertise 00 OO O
0 0 0. Dynamic Routell Redistribution 00 00 BGPO OO OO OO0O0O OOO O
0 BGPO O 0000 O (Mutual Redistribution)] Access—List 0000 0000 O
00000 000 000 0D0.00000 network OO0 OOOO. 59

Redistributing Static Routes into BGP

router bgp 64500
redistribute static

ip route 192.168.1.0 255.255.0.0 ethernet 0

=ASO0O OO0 0000 OO Subnetd Advertise OO OO0 OO O
00O Static Routell 00O Redistribute D0 OO0 O0O. Static
Route Redistribute 00 O00,BGPO OO OO0 OO Origin
Attributel] Incompleted] 0O 00O .

= Path Attribute 0 Origin Attributed Incomplete 0 O OOO.
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Redistributing Static Routes into BGP

= Static Route[] null 00 O O Redistribution : Supernetl] Advertise OO0 OO0 OO
O Static Routedl null OO O O RedistributionC 0 OO O . Static Routed 0000 O
0 Subnet DownO 0 OO Supernetl] Route Flappingd O 0O00O.

=00000 NullOInterfaced 0000 00O 175.220.0.00 00000 0O0OO OO
PacketD 0000 OO0 O0OO O0O0OO 175.220.0.0 00 Specific Entry MatchO
0000 0000 OO0 000 0000 Interfaced OO0 O0O.

AS300 |E’Ei RTC#H
1114 I
’_"‘\) router bgp 200
{ _ neighbor 1.1.1.1 remote—as 300
N T Ve redistribute static
2 P
e as0 @ | ip route 175.220.0.0 255.255.0.0 null 0

61

network 000 OO

=network 000 BGPO OO OO0O0O ASO Originate 00 Network OO0 OO0
O.(cfiIGPOODO OO0 IGPO OOOO Interfacel DOOOO OOODO.)

» IGP(Dynamic)ll 000 OO0 Routed network 0O 00O Advertise 00O OO O
Static Route 0000 network DO OO Advertised O OO0 OO0 O OO.
=network 000 0000 BGPO Inject 0O Routed BGP Origin Attributell IGP
Ooooo.

= Cisco Router[] 00 network 0 00O Advertise 0 O 00O Maximum network[
200000.(0s12.000 OO0 OO0OO.) OO OOO0O OO Redistributiond
oooo.

AS300 IE’E—i RTC#
1114 I
’—"\) router bgp 200

{ _ neighbor 1.1.1.1 remote—as 300

N T VW network 175.220.0.0

o5 FS—5d
1zmzEtn RTE T o
AS100 AS200
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network 000 OO

s cia ML
s "l router bgp 100
Y neighbor 150.10.20.2 remote—as 300
15010202 \,\ network 150.10.0.0

o5 —=—&5
16010202 18010201 RTE
170.10.0.0 160.10.0.0 RTB#

AS300 AS200 router bgp 200
neighbor 160.10.20.2 remote—as 300
network 160.10.0.0

RTC#

router bgp 300

neighbor 150.10.20.1 remote—as 100
neighbor 160.10.20.1 remote—as 200
network 170.10.0.0

63

Route Map

* Route Map OOO0O AccessListd O O OO0, Packet O Routel
TestO O OO0 Actiond O O OO . Redistribution, BGP Implementation
(BGP4 Attribute Manipulation), Policy Routing OO0 OOO0O.

= 00 (match)D OO Action(set) 000 O0O0O0O OO O0O.

= Route Map Statementdd Numberd O0O0O0O Statement 000 OO0 O
00 .(Route MapO OO StatementD] OOOOO OO0 O O0.)

= Sequence Numberl 0000 OO Route MapD O OO0 OO (ex. no
route—map Test 00 000 OOOO O00)0O0 Route Mapd OO OO,
Sequence Numberd 0000 OO Statementd 0000 100 Statementd
0000 OO0 00 00 Overwrite 00O .

= Accesslist Number O route—mapd NameO O00OO0O.
= Access listO Line O route—mapl 0 O Statementd 0000 .

= Access Listd 0 0 Addressesl Mask O Route MapU O Match
Statements OO O0O.

= Access—ListO0 0 OO0 O 0000 Route Map set000 OOO0O
00 Match)d 00O Actiond O O OO0 O0OO.
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Route Map(l [ 0

= Policy Routing

* Redistribution Control
= BGP Update Control
= Route Tagging

65

Route Map Configuration

= Policy Routingdl O OOO.

’Router(config)#route-map map-tag [permit | deny] [sequence-number] \

e Permit/Denyl DefaultO PermitO O Sequence Numberd Default OO
000, Statement D00 OO0OO0 OO0OO OOO.

= Match Conditiond OO DO0O.

] Router(config-route-map)# match {conditions}

= Matchd OO OO0O Actiond OOOO.
]Router(config—route—map)# set {actions}
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Route Map : Match and Set

route-map demo permit 10
match x y z
match a
set b
set ¢
route-map demo permit 20
match q
set r
route-map demo permit 30
|
If {x or y or z) and a match} then {set b and c}
Else
If g match then set r
Else
Set Nothing

67

Route Map : Match and Set

=000 Statementd] 0000 000 Statementd 0000 000 .(Top

Down

= Deny Action[] Policy Routingll 000 RedistributionDl 000 OO0 O00O0.

= Route MapO Ridistribution 0 Routing Updated O OO0 OO0 Routed
Deny Action] Statementd Match 00 00 Route] Update 00 O0O0O.

= Route Map[ Policy Routingd 0000 OO Packetll Deny Actionl
Statement] Match 00 00O Packetl Policy Routing 00 OO Normal
Routing 0 0 Forward O 0.

= Route Map 0 0 0 0 Match Statement Configuration 00 00 OO0 OO0
O Match Everything(D 00 O00)d O0O00O0O.

= Access—listdl 00000 Route Mapd 00000 Implicit Deny All0 O O
000 00 0000 0000 match 0 setd 00 Statementd OO0O0.
match 00 setd] 00 Statementd 00 OO0 Permit(d O Deny, route—map
O Permit 0000 Deny 00000 O00O0O0)OO O0OO0O.
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Policy Routing

*BGPO 0000 OO0 Datad ASO O0OO0O Data Flowd OO Policy,
RueOO O0OOO OO OOOO.

*BGP O OO Tooll InternetC 0 DOODO OO OO0 OO Policyd O
00 OO0 000 Hop—by—HopO Policy 00O ODO0O00O. (DO ASO
PolicyD OO0 OO O0O0O Neighbor ASO OO Trafficd OO Policyd
ooo o ool

= BGPO O 00O Destination Routed O O Path Attributed] 0 00O O Best
Routed OO O0O.O0OOO Path Attribute Manipulationd Route Filtering
O 00000000 Routing OO0 O OO.

BGP Attributes

= BGP metricO Path AttributeO0 0 0000 .

= BGP Attributes] Well-Known Attributel] Optional Attribute,
Mandatory Attribute[] Discretionary Attribute, Transitive Attributel]
Non-Transitive Attribute0 00 OO OO.

69

Well-known Attributes

= Well-Known Attributes : 00 BGP RouterD] 00O O OO0 OO
Attribute] 0O O Neighbor(D Propagate 00 O .

* Well-Known Mandatory Attributes : [1 0 Update Messagel 0 OO 0O
0 OO0 O0O. (AS—Path, Next—Hop, Origin)

» Well-Known Discretionary Attributes : Update Messsagell 00 OO
00 OO0 00 O0.(Local Preference, Atomic Aggregate)

Optional Attributes

= Optional Attributes : BGP Implementationd] 00O OO O OO O0O,0O
OO 00O OO0 OO Attributedd O .

* Optional Transitive attributes : 00 OO00O0O OO0 Partiald Markd O
00 NeighborD O O0OO0OO OO Attributel] O .(Aggregator,
Community)

» Optional Non—Transitive Attributes : 00 0000 000 O00OO0O,d
O NeighborOO O0O0O0O OO Attributed O .(MED, Originator_ID,
Cluster_List ) 70
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BGP Attributes

= BGP attributes(* 0 Well-known mandatory attribute] 00 .)

* Origin * (Type Code 1)

* AS—path * (Type Code 2)

* Next-hop * (Type Code 3)

» Multi—Exit—Ddiscriminator (MED) (Type Code 4)
* Local Preference (Type Code 5)

» Atomic Aggregate(Type Code 6)

» Aggregator(Type Code 7)

« Community(Type Code 8)

* Originator—D (Type Code 9)

* Cluster List (Type Code 10)

71

Origin Attribute

= Well-knonw Manadatory Attribute ( Type Code 1) 0 O Routing Update
O Origind ODOOO.

00 000 000 BGP Routing Updatel OO OO0 OO0 OO O O O
a.

= |GP (Attribute Value 0) :00 O OO Originating AS 0 OO IGP
Protocol(Static Routing 0 0)0 00O 0000 Routed O . IGP Routing
TableD 00O 00O networkd O O Router Configuration 00 0O O
BGPO Inject 000 OO0 ODOOO.

= EGP (Attribute Value 1) :EGP Protocolll 00
0 Origin Attribute0 0 . (000 0O EGPO BGPO
0ooo.)

= Incomplete (Attribute Value 2) :Redistributiond 0O O Routel BGPO
000 000 Origin Attributed O .

oobboogoo
o0 oooo ogoo
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Origin Attribute

AS100

i
/‘ 1 i\
18040504
30 1030.1 ZE

it
T S

|-~ T S
manz 1BOP 10400
1022

o
L™

RTE
170.10.0.0 AS300

= RTA will reach 170.10.0.0 via: 300 i
(Next AS path is 300 and the origin of
the route is IGP).

= RTA will reach 190.10.50.0 via: i
(Entry is in the same AS and the origin
is IGP).

= RTE will reach 150.10.0.0 via: 100 i
(Next AS is 100 and the origin is IGP).
= RTE will also reach 190.10.0.0 via:
100 ? (Next AS is 100 and the origin is
incomplete "?," coming from a static
route).

RTA#

router bgp 100

neighbor 190.10.50.1 remote—as 100
neighbor 170.10.20.2 remote—as 300
network 150.10.0.0

redistribute static

ip route 190.10.0.0 255.255.0.0 null0
RTB#

router bgp 100

neighbor 150.10.30.1 remote—as 100
network 190.10.50.0

RTE#

router bgp 300

neighbor 170.10.20.1 remote—as 100
network 170.10.0.0

73

AS—Path Attribute

AS 65500
192.168.3.0

AS 64500 AS 65000
192.168 192.168.2.0

= Route OO OO ASListd 0000 Attributed O . (Router BO O
192.168.1.00 OO PathO 65500 64500 O O .)

= Route] EBGP Peer( O Advertise 0 OO Update OO ASO AS Numberd
AS—PathD] OO OO. IBGP Peerll] Update 00O OO OO O0OO.

= AS—Pathll BGP Routerd 0O 00O Loop—Free Routingdl OO O O .BGP

Routerd] OO OO0 ASO OO0 AS—Path Attributed OO Routed OO0
BGP Routerd] 0 Routedl OO OOO OOO. 74
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Aggregation and AS-SET

AS300 AS400

A saan

170.10.0.0 ST
= LAL4 =T
L) &

i /\ 1\3331 — m neighbor 3.3.3.3 remote—as 200

2233 2z neighbor 2.2.2.2 remote—as 100

Fes 5 neighbor 4.4.4.4 remote—as 400
AT RTE aggregate—address 160.0.0.0 255.0.0.0 as—set

RTC#

1602000 pgqpp 1801000 pgapy

= Router CO0 Router A B 00O 00O 162.20.0.0 00000 160.10.0.0 00000
Update [0 0 160.0.0.0/8 O 0 0 0O O Aggregationt] [0 Router DO UpdateO O OO,
000 DOOO 160.0.00 00000 OO AS_Pathtl 3000 0 AS 3000 160.0.0.0 O
o000 originO O0O.

= Router DO OO Routel OO0 AS10000 As2000 O OOOO OO OO,
160.0.0.0 0 0 0 00O Router DO OO Router A, BO 00O OO Origind Router CO O
00 Update 000 Router ABO OO OO OO0 O OO Routing Loopd OO0 O
oo.

= Routing Loop 000 O0O0OO OO0 as-set0000 OO Aggregationd 00 O
0 160.0.0.0 0 00O 0O Origind AS 100(Router A) [0 AS 200(Router B)O 0 0O 0O O
0.0 00 160.0.0.00 00O Aggregatel] AS_PATH InformationC] 300 {100 200}0 %
O.

AS Path Manipulation

AS300 - RTC#
1704000 = ’_l
2221 3331 router bgp 300
< network 170.10.0.0
2222 2333 .
m e N neighbor 2.2.2.2 remote—as 100
AS100 neighbor 2.2.2.2 route—map SETPATH out
150.10.0.0 160.10.0.0
AS200
Ta\\ T3 route—map SETPATH permit 10
1 AS400 set as—path prepend 300 300

ASB00 120.10010.0

= prepend keywordl OO0 set as—path route map 0O O Router CO Router A
Updated 0 AS_PathD O OO 3003000 OOO0O. 170.10.0000000 OO,
AS 6000 O Router A 00O O AS_Pathd 100.300,300,3000 0 OO, AS 4000 O
000 AS_Path(l 400,200,3000 0 00O 172.10.0.0 00000 OO AS 6000 0O
PathCl AS4000 0 000 Routed O0OOO.

= Prependingl] 000 0000 Prependd OO00O0O0 ASOOCO 00O Prependd O
0000 00 ASO00 O00OO0 O0O.@0O ASOCOO0 0ooo oo, Prependlng
0 Route 0O ASODO OO OO O O0OV)
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Next—Hop Attribute

——
172.20.10.2

172.20.0.0

72.20.10.1

AS 65000

AS 64500

= Advertise 0 0 Routell 0000 OO Next Hop Router] IP Addressl] OO0 0O
Attribute0 O .

» Advertising Router[] Receiving Router(] 00 ASO 000 00O (EBGP Peer) Next—
HopO Advertising Router Interfacel] IP Address( [J .

» Advertising Router[] Receiving Router[] [0 [0 ASO 000 0O (IBGP Peer), Update NLRI[]

00 ASO 000 Destinationdl 000 O Next—HopO Advertising Router Interfacell IP
Address(] [ .

 Advertising Router[] Receiving Routerl] 00 ASO 0O 0O 0O (IBGP Peer), Update NLRIOI

00 ASO 000 Destinationd 00O Next-HopO External Peer Router Interfacefl
IP_ Address O .

Next—Hop Attribute

——
172.20.10.2

172.20.10.1

AS 64500

= Router A0 network 172.16.0.00 0O 0O EBGP Peer Routerl] Router B
OO0 Next Hop Attribute] 10.10.10.30 0 0O O Advertise O O .

=00 00O OO0 BO IBGP Peer] Router CO 0 Next Hop Attribute[d
10.10.10.30 0 OO Update O 0O .0 Router BO Router A(EBGP
Neighbor)[0 [0 0 Route(l Update 0 [0 Router C (IBGP Neighbor)(
Updatel [0 00O, Next—Hopd 000 OO0O.
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Use of next—-hop—self versus Advertising DMZ

" 1282131.0/24 )

next-hop-self

. DMz O OO : ASOO 0000 OO0 OC0O00OQ0 ooo.(eEBGPOOO OO OO
000 0000 ooooo oooy)

. EBGPLO 0 NEXT_HOPO OO :EBGP Peerl] 00O OO Updated NEXT_HOPO
IBGPOOOOO OOODO OODO.NEXT HOPOOOOD OO0 O OCOOO BGP
ooooooooooo.

1) DMZOOOOD IGPO OOO OOO.
2) next-hop-selfl 0000 NEXT_HOPO OOOO. 79

[I can reach 128.213.1.0 /24 via next hop 2.2.2.2 }

Next—Hop on Multiaccess Network

S,

,
EBGP ™,

s,
s,

10.10.10.3 172.16.0.0

AS 64500

= Multiaccess Network(LAN 0)0 0O Route BO 172.30.0.0 00000
Router ALl Update[l 10.10.10.20 Next HopO O OO Updated O . 00O
172.30.0.00 PacketDl 00O OO0 OO0 0000 HopOO ODOO OOO
oo
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Next—Hop on an NBMA Network

172.30.00 -

10.10.10.

=

AS 65000

’k

10.10.10.1° %,

°,
EBGP™,
* R

S,

(F
(4

=

,
10.10.10. 172.16.0.0

AS 64500

= NBMA Networkd 0 0 Route BO 172.30.0.0 0 00 0O O Router A0 Updatel
10.10.10.20 Next HopO O O O UpdateO O .

= Router A0 10.10.10.20 000 0O 000 Frame—Realy Mapd 000,
Router B[O Next Hopll 0000 OO Advertise [0 [0 (neighbor 10.10.10.3
next—hop-self) OO0 0O O0.

81

next—-hop—self

Router(conﬁgi—router)# neighbor {ip—address | peer—group—name}
next—hop—self

= Neighbor Router] Update 000 OO0 O OOO0O Next
Hop O OOOOO OOODO.

82

41



MED(Multi—Exit Discriminator) Attribute

AS 65500
172.20.0.0

172.16.0.0

Enterprise A e

= AS 6500000 00O OO0 AO AS655000 OO0 OO0 BO CO Multiple ExitCi O 0O 0O
0 OO0, Router BO Router CO0 AS 6500000 OO OO0 AO OO O AS(65500)0 O
000000 MEDAttribute 00 000 OO0 OO OO OO0 O0OO@O OO0
000 o0ooo od.

= Route] MED Attributed 00 ASOO 000
Routell 00 MEDO 0000, Router B C[
Attribute 0000 O00O0O.)

000 .(Router BO CO 172.16.0.0
0 ASO Routel] Advertisell [1 MED

O
0

83

MED(Multi—Exit Discriminator) Attribute

ISP
AS 300
g% IBGP g%
206.25.160.0/19 DS-3 DS-1 206.25.160.0/19
MED =0 EBGP EBGP MED =100
T T

S

» ISP(AS300)0 O 206.25.160.0/19 00 OO OO OO Trafficd DS—3 LinkO
gooo.

84

42



MED(Multi—Exit Discriminator) Attribute

180.10.0.0 AS400

170.10.0.0 naan set metric 50 FTE

o o
TS iy

METRIC (MULTI_EXIT_DISC)
metric = 0 H (INTER_AS)

set metric 120T

2224 56t metric 200

e
T Tzt
RTG

AS300  180.10.0.0

RTA#

router bgp 100

neighbor 2.2.2.1 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
bgp always-compare-med

= Default BGPOOO AOD OO0 OO0 OO MEDOOO OO0 AS 3000
OO0 RouterCO DO 0000 OOOOO Network 180.10.0.0 00000
OO0 000 000 RouterCO OO0 OO.

= bgp always—compare-med 000 O0OO0O OO ASO RouterDO OO OO

000 MetricO0O OO0OOO OOOO OOO OOO 180.10000000
000 Router ADODO OO0 OO0 MED OO 5000 Updated Router BO

oooo.
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MED(Multi—Exit Discriminator) Attribute 00 O

RTC#
router bgp 300
neighbor 2.2.2.2 remote—as 100

neighbor 2.2.2.2 route—map setmetricout out

neighbor 1.1.1.2 remote—as 300
route—map setmetricout permit 10
set metric 120

RTD#
router bgp 300
neighbor 3.3.3.2 remote—as 100

neighbor 3.3.3.2 route—map setmetricout out

neighbor 1.1.1.1 remote—as 300
route—map setmetricout permit 10
set metric 200

RTB#
router bgp 400
neighbor 4.4.4.4 remote—as 100

neighbor 4.4.4.4 route—map setmetricout out

Route—map setmetricout permit 10

set metric 50
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Local Preference Attribute

172.16.0. AS 65250 ==  AS 65000

& =

-

Needs to go to AS 65350
AS 65500 AS 64500

Local Pref =150

= Local Preferencel 00 Localll 000 ASO LocallOO OO0 Local

_—
Local Pref =200

Preferance Attribute] Local ASO 0 IBGP NeighborO0 OO O0O00O.EBGP

NeighborO O 0000 OO0O.

= 000 Destinationd OO0 EBGPO OO OO OO0 IBGP Routerd O

UpdateO 0 OO OO, Local Preference Attributell OO OO0 OO OO OO O
OO0 0000 O0. Cisco Routerd O IBGP Peerd 0 O 00O Routed De8f?ult

Local Preference 0 0 1000 O .

Configuring Weight and Local Preference

| Router(config—outer)#bgp default local—preference value |

= Default Local Preference Valuel O O0O.00 O0OO0O OO Route

Updatel 00O OO local-preference OO OO OO.

= Local Preferencel]l Weight Attributed] OO O O Tie Breakerd OO0

0.
= Default Local Preference] 1000 O .
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Local Preference Attribute

AS100 Fm e AS300
T e —=

1141 3334

setlocalpref 150 (5 setloca et 200 AS256  ASH
11z 4 & |za32
.-.,r,_i 121311 iBGR | 1332131 2 _;r,_i:
RTC I RTD
Local Pref = 150 5 Local Pref = 200
—_— —_—

RTC#

router bgp 256

neighbor 1.1.1.1 remote—as 100
neighbor 128.213.11.2 remote—as 256
bgp default local-preference 150

RTC#

router bgp 256

neighbor 3.3.3.4 remote—as 300
neighbor 128.213.11.1 remote—as 256
bgp default local-preference 200

= | ocal Preference Attribute[1 [0 [0 0 Router(] [0 bgp default local—preference 00 0 0 [

0000 (Defaultd 10000), ASO0 IBGP Router 000 O0000.

= Routr C0 AS 10000 00 172.10.0.000000 Update 000 0 000 00 Local

Preference 00 15000 00, Router DO AS 30000 00 172.10.0.000000

Update 000 0 000 OO Local Preference 00 2000 0 00, Router C[0 Router

DO 172.10.0.000000 00 Routed O0000.00 172.10.0.000 00 Packetd O

0000DO 0000 As3000 000 000 O00.

89

Routel] Local Preference O [0

m@n
AS 64500

/ 172.16.0.0/16
/—\vTS:—\ .

AS 65000

. =z
=< =<

C Chooses AS 6550
Highest
Local Preference

ISP
S 65250

Local Preference =800
for 172.16.0.0/16

Router B

router bgp 65500

neighbor 10.1.1.1 remote—as 65250
neighbor 10.1.1.1 route—map toright in
route—map toright permit 10

match ip address prefix-list customer

set local preference 800

ip prefix-ist customer permit 172.16.0.0/16
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Atomic Aggregate Attribute, Aggregator Attribute

AS100
192.213.1.0/24

Atomic_Aggregate
Aggregator=300,193.0.34.1)

AS200
192.213.2.0/24

= AS3000 AS10000 OO 192.213.1.0/240 OO OO0, AS2000000
0 192.213.2.0/240 00O 000 Updated 00O 192.21.0.0/160 O OO
Aggregationd 0 OO ASO Updated O OO, 192.21.0.0/160 Path
Attribute] Atomic Aggregate Attributel] Aggregator Attributed OO OO .
= Aggregator Attribute[] Aggregation [0 Router(d O O O RouterA)d OO
AS 0 00O Aggregation O Routerd Router IDO 0O O0O.
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Weight Attribute (Cisco Only)

AS 65000 o N _
. 172.20.0.0 , AS 65500

Weigh =2oo Weight = 150"
AS 64500

= Weight Attributed OO0 OOOQO OO0 OO0 OO0 OO0 OO0 OO
OO . Cisco Onlyd O Weight Attributed Local RouterD 00 OOO OOO,
Routing UpdateD 0 0000 O0O0O.000 Destinationd 00O Routed O
O0O0,00 WeightO OO O0O0O OO OO. Weight Attributed Default
OO0 oOO.(Peerd OO OO0O OO OO0 Defaulth 00 Weight ValueOl O
00,000 000 OOOO Routed Defaultd 327680 Weight ValueOl O
oo.) 92
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Configuring Weight

Router(config—router)#neighbor {ip—address | peer—group—-name}
weight weight

= Neighbor 0 Connectionll WeightDD 00 00O .
= 0—655350 Rangel 00 00O Defualtdl Local Routed OO OO 32768
00 Other RouteD O 000 OODO.
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Weight Attribute (Cisco Only)

AS300
e

- AN

-

|-P-’i—1_r'f-;—z_|"f-’;

175.10.0.0 AS400

1701000 x50 190.10.00  agang

RTC#

router bgp 300

neighbor 1.1.1.1 remote—as 100

neighbor 1.1.1.1 weight 200 !lroute to 175.10.0.0 from RTA has
200 weight

neighbor 2.2.2.2 remote—as 200

neighbor 2.2.2.2 weight 100 lroute to 175.10.0.0 from RTB will
have 100 weight
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Routel Weight O O RTC#

router bgp 300
network 170.10.0.0
??ﬁ?ﬂo m’,h neighbor 3.3.3.3 remote—as 200
; neighbor 3.3.3.3 route—map STAMP in

2221 3.331
2222 ) route—map STAMP permit 10

m - ,k match as—path 1
AS100 set weight 20
150.10.0.0 160.10.0.0 AS200
route—map STAMP permit 20

AS400 match as—path 2

ASB00 180.1010.0 route—map STAMP permit 30

set weight 10

ip as—path access-list 1 permit 2200%
ip as—path access-list 2 deny 400 _

= Router BO 0O 0O Router COO O Inbound Update[l 0O AS2000 AS_Path
0 O Routed Weight Valuel 2000 0000 Update OO AS4000

AS_Path] OO0 00O Routed Updated OO O0O,00 OO Routed Weight

ValueD 1000 O0O0OO Update OO .
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Route Selection Decision Process

I

D = e @ g Y[

[
=

OO ASO OO0 Updatel 00O BGPO OO0 Destinationd OOO OO
O0Q0 pathD OOODO.

Routed AS LoopO 0O 0O, Synchronizedl Routed O, 00O Next HopO
OO RouteDl OOD OO0 OO OOO Routed Selection 00O .

Highest Weight (Router0 OO0 OOO0O.)

Highest Local Preference (ASO OO0 OO0O0O.)

Shortest AS—Path

Lowest Origin Code (IGP <EGP < Incomplete)

Lowest MED

EBGP PathO IBGP PathODO OO OO.

OO 000 IGP Neighbord OO0 OOO O OO RouteD OOODO.
BGP Router IDO OO Routel OOODO.

BGP Router IDO OO OO0 Neighbor 0O0O IPAddressD OO O0O0O
oooo.

BGP Multipath] Enable OO OO
OO0 00)0O 80 0OOO OO0
Routing Table[ Install 0 O .)

0 0 (maximum—paths[ 2

oooo O
0 Attribute Valuel OO0 OO0 O0O0O
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Route Selection Decision Process Summary

= BGPO Destinationd 00O OO0 0000 OOOO.O00 OO Attribute
0 Tie Breakerd OO 00O Destinationd O OO0 OO0 OOOO O
ooo.

000 000 OO0 Weight, Local Preferencedl 0 0000 000 00O
000 00 0000 000 000 AS path Attributed 00O .
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AS 65500 . _
- 192.168.1.0/24 AS 65250 _

AS 65000 . =9 192.168.2.0/24
hz!

192.168.0.0/16

= Routed ASO OO OO Aggregate 0 0O 0O0O.

= Router CO0 DO OO OO 192.168.2.0/24, 192.168.1.0/24 00000
Update O 0 Router A0 192.168.0.0/18 U 0 O 0O O Aggregation O O
Router BOO Update 0 O .

= Well-known Discretionary Attribute] Atomic Aggregate] Router Al
Routel] Aggregationd] OO0 O0OO0O.

= Well-known Transitive Attribute[l aggregatorl] Route Aggregation(]

000 Routerd IDO ASOOD OOOO. %
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Configuring BGP for Aggregate Addressing

Router(config—router)# aggregate—address ip—address mask
[summary—only] [as—set?

= BGP Table Aggregate (Summary) Entry0] 00O .

= BGP Tabled 00 Routell Aggregate 0 00 O O .(Aggregation[]
Route Specific Routedd 000 10 OO0 00O Aggregationd

Route[] Advertise 00 0 .)

= Specific Routedl 0 0 Summary Routel(1 0 Advertise 0 00O
summary—-only Option 0000 ODO0O0O.

= Aggregate 0 0 Routerd Route OriginD OO0 OO AS_PathO
00000 000 as—set0000 OOOO.
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Aggregation

AS300 RIC RTC#

1701000 =
a

;:/ -\‘e}i router bgp 300
aumfV e\ neighbor 3.3.3.3 remote—as 200

i ’“i'l neighbor 2.2.2.2 remote—as 100

ATA RTE
n rk 170.10.0.
1504000 400 1601000 poong etwo! 0.10.0.0

aggregate—address 160.0.0.0 255.0.0.0

100
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Aggregation

= BGP Routing Tabledl Specific Routedd 00 OO OO0 Routerd Network
O Aggregation 0 O OO.

= Specific Routed 0O ASO O BGP Update, IGPO O O O Redistributiond
000, network 00O OO0 BGP Routing Table Inject 0 O OO.

= Router CO Specific Routel 00 OO Aggregated Routed O Updated O
0O 000 OO0, aggregate—address 160.0.0.0 255.0.0.0 summary—only O O
O0000.0 summary—only OOO0O ODOOO.

101

Aggregation Only, Suppressing the More-Specific Routes

router(config—outer)# aggregate aggregate—address aggregate—
mask summary—only

AS 100 AS 200
172.16.0.0 /24 172.16.0.0 /20

1721610124 (SFE \ T
1721620124 o @

172.16.15.0 /24 172.16.0.0 /20

= Aggregation routel] 0 Updated 0 0O 00O O Routed 0 UpdateO O OO0 .

0000 Routed UpdateD O OO OO0 OO0 OO0 OO OOOO.
102
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Aggregate Plus More—-Specific Routes

’ router(config—router)# aggregate aggregate—address aggregate—mask

SF SF
AS100 (553 = AS 200 \
172.16.0.0 /24 172 16.0.0/24
172.16.1.0 /24 /, 172.16.1.0 /24 \
172.16.2.0 /24 172.16.0.0 /20 172.16.2.0 /24 j/ NAP

\172.16.15.0 124 ’ 172.16.15.0 /24 (/

/ 172.16.0.0 /20

172.16.0.0 /60/
\\/ \\;/\

= Aggregation Route] 0 0 0O Routed OO Update O .

0 ISPO 000 00000 OO0 0000 Routedl UpdateD O 0000 Routed OO
BestPathl OO O OO0 OO.

= [SPO O O Aggregationl] Routel] 0 NAPO Update[ O .

*0 000 Routed NO_EXPORT Community Attributed OO OO O0O0O0O0O ISPO D
NAPO UpdateD O OO O O O0O.

BGP_Aggregation Example

AS 65000
172.16.10.0 172.16.20.0
2.168.1.49 195 168.1.50 %
3 =
==
10.1.1.1 €

172.16.0.0/16

-

Note: There is no IGP running in this example, 5 1
192.168.2.0

Router B A5 64500
router bgp 65000

neighbor 10.1.1.2 remote—as 64500
neighbor 192.168.1.50 remote—as 65000
network 172.16.10.0 mask 255.255.255.0
network 192.168.1.0 mask 255.255.255.0
no synchronization

neighbor 192.168.1.50 next—hop—self
aggregate—address 172.16.0.0 255.255.0.0 summary—only 104
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Multihomin
00 000 ISPO0 OO00O0O OO Reliability O Performance OO0 O
ooo.

* Reliability : 0 00 ISPO O Connectiond FaillD O OCOOO OO ISPO
O0000O0O00OOo0.

 Performance : O OO ISPO OO OO0 00O O ODOOO
Destination NetworkdD OO0 OO0 PathD OO0O0O O O O00O.
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Multihoming Example

AS 64500

106

53



Configuration(No Tuning)

RtrA(config)#router bgp 64500

RtrA(config—outer)#network 10.10.10.0 mask 255.255.255.0
RtrA(config—router)#network 10.10.20.0 mask 255.255.255.0
RtrA(config—outer)#neighbor 10.10.10.2 remote—as 65000
RtrA(config—outer)#neighbor 10.10.20.1 remote—as 65250

Rt r A#tshow i p bgp
BGP table version is 7, local router IDis 172.16.10.1

Status codes: s suppressed, d danped, h history, * valid, > best, i -
i nternal
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 10. 10. 10. 0/ 24 0.0.0.0 0 32768 i
*> 10. 10. 20. 0/ 24 0.0.0.0 0 32768 i
* 172.20.0.0 10. 10. 20.1 0 65250 65000 i
*> 10.10.10.2 0 0 65000 i
*> 172.25.0.0 10.10.10.2 0 65000 65500 i
& 10. 10. 20. 1 0 65250 65500 i
* 172.30.0.0 10. 10. 10. 2 0 65000 65250 i
*> 10.10.20.1 0 0 65250 i

= 175.25.0.0 Route OO0 AS Pathl OO0 OO0 OO0 BGP Router IDO 00O 197

(10.10.10.20 Router IDO 172.20.0.000 .)0 00 000 O O O0O.

Configuration( Change Weights)

RtrA(config)#router bgp 64500

RtrA(config—router)#network 10.10.10.0 mask 255.255.255.0
RtrA(config—router)#network 10.10.20.0 mask 255.255.255.0
RtrA(config—router)#neighbor 10.10.10.2 remote—as 65000
RtrA(config—router)#neighbor 10.10.10.2 weight 100
RtrA(config—router)#neighbor 10.10.20.1 remote—as 65250
RtrA(config—+outer)#neighbor 10.10.20.1 weight 150

Rt r A#sh ip bgp
BGP table version is 9, local router IDis 172.16.10.1

Status codes: s suppressed, d danped, h history, * valid, > best, i -
i nternal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 10. 10. 10. 0/ 24 0.0.0.0 0 32768 i
*> 10. 10. 20. 0/ 24 0.0.0.0 0 32768 i
*> 172.20.0.0 10.10.20.1 150 65250 65000 i
* 10. 10. 10. 2 0 100 65000 i
*> 172.25.0.0 10.10.20.1 150 65250 65500 i
* 10. 10. 10. 2 100 65000 65500 i
*> 172.30.0.0 10.10.20.1 0 150 65250 i
* 10. 10. 10. 2 100 65000 652688 i
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