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It ._: enis very simple.”

yserny simple. But if you don't know
gt the key Is it's virtually

= ndecipherable."

= —Talklng to Strange Men, Ruth Rendell
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____J____c use Triple—DES — but slow with small blocks
iJS NIST issued call for ciphers in 1997

* 15 candidates accepted in Jun 98

*- 5 were shortlisted in Aug—99

* Rijndael was selected as the AES in Oct—2000

* jssued as FIPS PUB 197 standard in Nov—2001
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=26 it blecks
= 128/192/256 bit keys
= Strengthiequal toror better than 3DES at greatly improved
efificiency
s smartcard), hardware, software
s flexibility
* simplicity and elegance
Royalty free worldwide
security for over 30 years
may protect sensitive data for over 100 years
public confidence in the cypher
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metioneliield

Name TyPe Rounds Rel. Speed
(cycles)

§ Twofish  Feistel 16 1254 23000
Serpent SPEREWONK 32 1800 700)0J0)
IVIans EXt EEIstel 32 1600 70000IcEllS:
Rijndzel Souzre 10,125 14 1276 027
RCH Feistel 20) 1436 99
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_- -Uses asingle S-bex which acts on a byte input to give a byte
S ouitput (think of as a 256 byte lookup table):

S(X) = M(1/x) + b over the field GF(28)
(M'is a matrix, b is a constant)

® Construction gives tight differential and linear bounds.
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= previde full specification & design details
s poth C & Java implementations

* NIST have released all submissions &
unclassified analyses
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ENaTtial criteria
_écurity — effort to practically cryptanalyse
= cost — computational
=salgenthm & implementation characteristics

“final criteria
— general security
— software & hardware implementation ease
— Implementation attacks
— flexibility (in en/decrypt, keying, other factors)
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EValliation Criteria—1(1997

SECURITY

*Actual security: compared to other submitted algorithms (at the same key and block size).

*Randomness: The extent to which the algorithm output is indistinguishable from a random
permutation on the input block.

*Soundness: of the mathematical basis for the algorithm's security.

*Other security Factors: raised by the public during the evaluation process, including any
attacks which demonstrate that the actual security of the algorithm is less than the strength
claimed by the submitter.

COST

sLicensing requirements: NIST intends that when the AES is issued, the algorithm(s)
specified in the AES shall be available on a worldwide, non-exclusive, royalty-free basis.
+*Computational efficiency: The evaluation of computational efficiency will be applicable to
both hardware and software implementations. Round 1 analysis by NIST will focus
primarily on software implementations and specifically on one key-block size combination
(128-128); more attention will be paid to hardware implementations and other supported
key-block size combinations during Round 2 analysis. Computational efficiency essentially
refers to the speed of the algorithm. Public comments on each algorithm's efficiency
(particularly for various platforms and applications) will also be taken into consideration by
NIST.
*Memory requirements: The memory required to implement a candidate algorithm--for
both hardware and software implementations of the algorithm--will also be considered
during the evaluation process. Round 1 analysis by NIST will focus primarily on software
implementations; more attention will be paid to hardware implementations during Round 2.
Memory requirements will include such factors as gate counts for hardware
implementations, and code size and RAM requirements for software implementations.

Evalliation Criteria—1(1997)

ALGORITHM AND IMPLEMENTATION CHARACTERISTICS

Flexibility: Candidate algorithms with greater flexibility will meet the needs of more users
than less flexible ones, and therefore, inter alia, are preferable. However, some extremes of
functionality are of little practical application (e.g., extremely short key lengths); for those
cases, preference will not be given. Some examples of flexibility may include (but are not
limited to) the following:

a. The algorithm can accommodate additional key- and block-sizes (e.g., 64-bit block
sizes, key sizes other than those specified in the Minimum Acceptability Requirements
section, [e.g., keys between 128 and 256 that are multiples of 32 bits, etc.|)

b. The algorithm can be implemented securely and efficiently in a wide variety of
platforms and applications (e.g., 8-bit processors, ATM networks, voice & satellite
communications, HDTV, B-ISDN, etc.).

¢. The algorithm can be implemented as a stream cipher, message authentication code
(MAC) generator, pseudorandom number generator, hashing algorithm, ete.

sHardware and software suitability: A candidate algorithm shall not be restrictive in the
sense that it can only be implemented in hardware. If one can also implement the algorithm
efficiently in firmware, then this will be an advantage in the area of flexibility.

«Simplicity: A candidate algorithm shall be judged according to relative simplicity of design.

2003-04—21 CNSL-Internet—-Dongseo




Evalliation Criteria—1nal(2000)

General Security
Rijndael has no known security attacks. Rijndael uses S-boxes as nonlinear components.
Rijndael appears to have an adequate security margin. but has received some criticism
suggesting that its mathematical structure may lead to attacks. On the other hand, the simple
structure may have facilitated its security analysis during the timeframe of the AES
development process.

Software Implementations
Rijndael performs encryption and decryption very well across a variety of platforms,
including 8-bit and 64-bit platforms, and DSPs. However, there is a decrease in performance
with the higher key sizes because of the increased number of rounds that are performed.
Rijndael’s high inherent parallelism facilitates the efficient use of processor resources,
resulting in very good software performance even when implemented in a mode not capable
of interleaving. Rijndael’s key setup time is fast.

Restricted-Space Environments
In general, Rijndael is very well suited for restricted-space environments where either
encryption or deeryption is implemented (but not both). It has very low RAM and ROM
requirements. A drawback is that ROM requirements will increase if both encryption and
decryption are implemented simultaneously, although it appears to remain suitable for these
environments. The key schedule for decryption is separate from encryption.

Hardware Implementations
Rijndael has the highest throughput of any of the finalists for feedback modes and second
highest for non-feedback modes. For the 192 and 256-bit key sizes, throughput falls in
standard and unrolled implementations because of the additional number of rounds. For fully
pipelined implementations, the area requirement increases, but the throughput is unaffected.

Evalliation Criteria—Final(2000)

Attacks on Implementations
The operations used by Rijndael are among the easiest to defend against power and timing
attacks. The use of masking techniques to provide Rijndael with some defense against these
attacks does not cause significant performance degradation relative to the other finalists, and
its RAM requirement remains reasonable. Rijndael appears to gain a major speed advantage
over its competitors when such protections are considered.

Encryption vs. Decryption

The encryption and decryption functions in Rijndael differ. One FPGA study reports that the
implementation of both encryption and decryption takes about 60% more space than the
implementation of encryption alone. Rijndael’s speed does not vary significantly between
encryption and decryption, although the key setup performance is slower for decryption than
for encryption.

Key Agility
Rijndael supports on-the-fly subkey computation for encryption. Rijndael requires a one-time
execution of the key schedule to generate all subkeys prior to the first decryption with a

specific key. This places a slight resource burden on the key agility of Rijndael.

Other Versatility and Flexibility
Rijndael fully supports block sizes and key sizes of 128 bits, 192 bits and 256 bits, in any
combination. In principle, the Rijndael structure can accommodate any block sizes and key

sizes that are multiples of 32, as well as changes in the number of rounds that are specified.

Potential for Instruction-Level Parallelism
Rijndael has an excellent potential for parallelism for a single block encryption.
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"= Twofish (USA) — complex, v. fast, high security
margin

* then subject to further analysis & comment
* saw contrast between algorithms with

— few complex rounds verses many simple rounds

— which refined existing ciphers verses new proposals
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e

BI28/192/256 bit keys, 128 bit data

Wliterative rather than feistel cipher
*=i{reats data in 4 groups of 4 bytes

= — operates an entire block in every round
* designed to be:
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Table 5.3 AES Parameters

Key size (words/bytes/bits) 4/16/128 01241192 8/32/256
Plaintext block size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Number of rounds 10 12 14

Round key size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Expanded key size (words/bytes) 44176 521208 60/240
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S0 1iow. of four bytes in unchanged
second row. is shifted one place left
third rowis shifted two places left
fourth row is shifted three places left

Step 3: Mix Column
—  four bytes in a column are mixed using a matrix multiplication

Step 4: Add Round Key
— simply XORs in the subkey for the current round

Result: Change in the input effects all of output in 2 rounds
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Byte Sub

Shift Row
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- Nurrigeg e
Hi0rfor 128=hit keys

attack for 6 round 128 bit keys
attack for 7 round 192 bit keys
attack for 9 round 256 bit keys
however reguire enormous amount of texts (certificational)

s Safety against feasible attacks believed to currently be ~100%b
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PEESSes data as 4 groups of 4 bytes (state)
_'/11/13 rounds in which state undergoes:
yie substitution (1 S—box used on every byte)

:-'mix columns (subs using matrix multipy of groups)
— add round key (XOR state with key material)

* initial XOR key material & incomplete last round
* all operations can be combined into XOR and
table lookups — hence very fast & efficient
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Plaintext

="Encryption & Declyption

Key Plaintext

L4
| Add round key e Wi, 3] o]  Addround key |
Substitute bytes | Expand key | [ 1nverse sub bytes |

Round 10

Inverse shift rows

Mix columns ﬁ Inverse mix cols

Round

Add round key w4, T »]  Add round key
=
Inverse sub by tes 'g
E
=
Inverse shift rows
Substitute bytes -
&
- E
£ Tovorse mis cots
Add round key Add round key
Substitute bytes Inverse sub bytes é
Inverse shift rows =

Round 10

Add round key

Ciphertext

{a) Encryption

Add round key

Ciphertext

(b} Decryption



So.3

iny | ing | ing | iny3 S0 | 511 | 512 | 513
R

My | Mg | Mg | 1y $20 | 521 | 522 | 523

Wiy | iy | My | Is 530 | a1 | 832 | 33

2003-04—21

(a) Input, state array, and output

(b) Key and expanded key

500 | %o,

S0 | 511 | 512 | 13 outy | outs | outy |out, 3
520 | 521 | S22 | 523 outy | outs lout, 14
530 | 530 | $32 | %aa outy | outy louty | out,
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(a) Substitute byte transformation
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Table 5.4 AES S-Boxes

(a) S-box

ol feall Rl Kl R-=R - =0 K- EN - VIR RS ROV U R By Rl
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(b) Inverse S-hox

¥

7 8
38 | BF
87 |34
3D | EE
B2 | 76
16
DA

D4
S5E
F7
Cl
97
E2
6F

9A
B1
2D
C8
El

mlm(o|nlm|= |||l |n]es|lw] =]
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ubstitution(6)

ple substitution of each byte

o
.
N

=
v

=

@

== S—box Is constructed using a defined transfor
~~  mation of the values in GF(28)

* designed to be resistant to all known attacks
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(a) Shift row transformation
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1]

e alnl By L1011
| J-I |
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ROWS(3) — Examples

TAERITITE
i Jac o0 ec
(o7 on o
o [oc oo o5
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: 'Srd oW does 2 byte circular shift to left
=  — 4th row does 3 byte circular shift to left
*  decrypt does shifts to right

* since state is processed by columns, this
step permutes bytes between the columns
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(b) Mix column transformation
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slcolumn is processed separately
cirlayie Is replaced by a value dependen
o all 4 bytes in the column

03 01 Ol|l%o %a %oz
02 03 01)|%0 %1 %2
01 02 03%g %) %22
01 01 021530 535 332
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hverse for decryption is identical since XO
“Ris own inverse, just with correct round k

==
* designed to be as simple as possible
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S tlen Ioop creating words that depend on

.ﬁalues in previous & 4 places back
—1in; 3 of 4 cases just XOR these together

— every 4 has S—box + rotate + XOR constant
of previous before XOR together

* designed to resist known attacks
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Expansion
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__— Ut using inverses of each step
— — — with'a different key schedule
_ ® Wworks since result is unchanged when
— swap byte substitution & shift rows
— swap mix columns & add (tweaked) round key
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"'"= Ciphertext

I Add round key

Tnverse suls bhytes

Inverse shift rows

Inverse mix cols

[ Tnverse mix cols |—m] Acdd rowmd ke

+

w6, 3]

[ Inverse sub bytes

[ Toverse shift rows

[ Tnverse mix cols

[ Inverse mix cols |—in] Acdd rowmd ke

| e w4 T [ Inverse sub bytes

Expand key ] [ Taverse shift rows

‘[ +
[, 3] ,1' Add rownd Key
+

ey FPlaintext
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— add round key works on byte XORs

— mix columns requires matrix multiply in GF(28)
which works on byte values, can be simplified
to use a table lookup
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eigrefificiently implement on 32 it CPU
WEdefine steps to use 32—bit words
BEaN precompute 4 tables of 256—words

;__—_' themeach column in each round can be co
~ mputed using 4 table lookups +4 XORs

~ — at a cost of 16Kb to store tables

designers believe this very efficient impl
ementation was a key factor in its select
jon as the AES cipher
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— Implementation aspects
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