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Chapter 5 Chapter 5 ––Advanced Encryption Advanced Encryption 

StandardStandard

"It seems very simple.""It seems very simple."

"It is very simple. But if you don't know "It is very simple. But if you don't know 
what the key is it's virtually what the key is it's virtually 
indecipherable."indecipherable."

——Talking to Strange Men, Talking to Strange Men, Talking to Strange Men, Talking to Strange Men, Talking to Strange Men, Talking to Strange Men, Talking to Strange Men, Talking to Strange Men, Ruth RendellRuth RendellRuth RendellRuth RendellRuth RendellRuth RendellRuth RendellRuth Rendell
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OriginsOrigins

•• clear a replacement for DES was neededclear a replacement for DES was needed

–– have theoretical attacks that can break ithave theoretical attacks that can break it

–– have demonstrated exhaustive key search attackshave demonstrated exhaustive key search attacks

•• can use Triplecan use Triple--DES DES –– but slow with small blocksbut slow with small blocks

•• US NIST issued call for ciphers in 1997US NIST issued call for ciphers in 1997

•• 15 candidates accepted in Jun 98 15 candidates accepted in Jun 98 

•• 5 were 5 were shortlistedshortlisted in Augin Aug--99 99 

•• RijndaelRijndael was selected as the AES in Octwas selected as the AES in Oct--20002000

•• issued as FIPS PUB 197 standard in Novissued as FIPS PUB 197 standard in Nov--2001 2001 
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advanced encryption standard (AES)advanced encryption standard (AES)

•• NIST Requirements:NIST Requirements:
–– Block cypherBlock cypher
–– 128 bit blocks128 bit blocks
–– 128/192/256 bit keys128/192/256 bit keys
–– Strength equal to or better than 3DES at greatly improved Strength equal to or better than 3DES at greatly improved 

efficiencyefficiency
•• smartcard, hardware, softwaresmartcard, hardware, software
•• flexibilityflexibility
•• simplicity and elegancesimplicity and elegance

–– Royalty free worldwideRoyalty free worldwide
–– security for over 30 yearssecurity for over 30 years
–– may protect sensitive data for over 100 yearsmay protect sensitive data for over 100 years
–– public confidence in the cypherpublic confidence in the cypher
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AES candidatesAES candidates

•• 15 submissions from international field15 submissions from international field
•• Some strong candidates:Some strong candidates:

NameName TypeType RoundsRounds RelRel. Speed. Speed GatesGates
(cycles)(cycles)

TwofishTwofish FeistelFeistel 1616 12541254 2300023000
SerpentSerpent SPSP--networknetwork 3232 18001800 7000070000
MarsMars Ext. Ext. FeistelFeistel 3232 16001600 70000 cells70000 cells
RijndaelRijndael SquareSquare 10, 12, 1410, 12, 14 12761276 ??????
RC6RC6 FeistelFeistel 2020 14361436 ??????
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AESAES

•• RijndaelRijndael (pronounced (pronounced ““rainrain--dahldahl””) announced Oct 2000) announced Oct 2000
•• Operates on 128 bit blocksOperates on 128 bit blocks
•• Key length is variable: 128, 192 or 256 bitsKey length is variable: 128, 192 or 256 bits
•• An SPAn SP--networknetwork

•• Uses a single SUses a single S--box which acts on a byte input to give a byte box which acts on a byte input to give a byte 
output (think of as a 256 byte lookup table):output (think of as a 256 byte lookup table):

S(x) = M(1/x) + b over the field GF(2S(x) = M(1/x) + b over the field GF(288))
(M is a matrix, b is a constant)(M is a matrix, b is a constant)

•• Construction gives tight differential and linear bounds.Construction gives tight differential and linear bounds.
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AES RequirementsAES Requirements

•• private key symmetric block cipher private key symmetric block cipher 

•• 128128--bit data, 128/192/256bit data, 128/192/256--bit keys bit keys 

•• stronger & faster than Triplestronger & faster than Triple--DES DES 

•• active life of 20active life of 20--30 years (+ archival use) 30 years (+ archival use) 

•• provide full specification & design details provide full specification & design details 

•• both C & Java implementationsboth C & Java implementations

•• NIST have released all submissions & NIST have released all submissions & 
unclassified analysesunclassified analyses
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AES Evaluation CriteriaAES Evaluation Criteria

•• initial criteria:initial criteria:
–– security security –– effort to practically effort to practically cryptanalysecryptanalyse

–– cost cost –– computationalcomputational

–– algorithm & implementation characteristicsalgorithm & implementation characteristics

•• final criteriafinal criteria
–– general securitygeneral security

–– software & hardware implementation easesoftware & hardware implementation ease

–– implementation attacksimplementation attacks

–– flexibility (in en/decrypt, keying, other factors)flexibility (in en/decrypt, keying, other factors)
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AES Evaluation CriteriaAES Evaluation Criteria--11(1997)(1997)
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AES Evaluation CriteriaAES Evaluation Criteria--1(1997)1(1997)
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AES Evaluation CriteriaAES Evaluation Criteria--Final(2000)Final(2000)

20032003--0404--2121 CNSLCNSL--InternetInternet--DongseoDongseo 1212

AES Evaluation CriteriaAES Evaluation Criteria--Final(2000)Final(2000)
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AES ShortlistAES Shortlist

•• after testing and evaluation, shortlist in Augafter testing and evaluation, shortlist in Aug--99: 99: 
–– MARS (IBM) MARS (IBM) --complex, fast, high security margin complex, fast, high security margin 

–– RC6 (USA) RC6 (USA) --v. simple, v. fast, low security margin v. simple, v. fast, low security margin 

–– RijndaelRijndael (Belgium) (Belgium) --clean, fast, good security margin clean, fast, good security margin 

–– Serpent (Euro) Serpent (Euro) --slow, clean, v. high security margin slow, clean, v. high security margin 

–– TwofishTwofish (USA) (USA) --complex, v. fast, high security complex, v. fast, high security 
margin margin 

•• then subject to further analysis & commentthen subject to further analysis & comment

•• saw contrast between algorithms with saw contrast between algorithms with 
–– few complex rounds verses many simple rounds few complex rounds verses many simple rounds 

–– which refined existing ciphers verses new proposalswhich refined existing ciphers verses new proposals
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The AES Cipher The AES Cipher --RijndaelRijndael

•• designed by designed by RijmenRijmen--DaemenDaemen in Belgium in Belgium 

•• has 128/192/256 bit keys, 128 bit data has 128/192/256 bit keys, 128 bit data 

•• an an iterativeiterativeiterativeiterativeiterativeiterativeiterativeiterative rather than rather than feistelfeistelfeistelfeistelfeistelfeistelfeistelfeistel ciphercipher
–– treats data in 4 groups of 4 bytestreats data in 4 groups of 4 bytes

–– operates an entire block in every roundoperates an entire block in every round

•• designed to be:designed to be:
–– resistant against known attacksresistant against known attacks

–– speed and code compactness on many CPUsspeed and code compactness on many CPUs

–– design simplicitydesign simplicity
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RijndaelRijndael --ParameterParameter
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AES overviewAES overview

•• Linear transformation arranging 16 bytes of the value being Linear transformation arranging 16 bytes of the value being 
encoded in a square and doing bytewise shuffling and mixing.encoded in a square and doing bytewise shuffling and mixing.

•• Step 1: ByteStep 1: Byte--subsub
–– SS--box substitutionbox substitution

•• Step 2: Shuffle (or shiftStep 2: Shuffle (or shift--row)row)
–– top row of four bytes in unchangedtop row of four bytes in unchanged
–– second row is shifted one place leftsecond row is shifted one place left
–– third row is shifted two places leftthird row is shifted two places left
–– fourth row is shifted three places leftfourth row is shifted three places left

•• Step 3: Mix ColumnStep 3: Mix Column
–– four bytes in a column are mixed using a matrix multiplicationfour bytes in a column are mixed using a matrix multiplication

•• Step 4: Add Round KeyStep 4: Add Round Key
–– simply simply XORsXORs in the in the subkeysubkey for the current roundfor the current round

•• Result: Change in the input effects all of output in 2 roundsResult: Change in the input effects all of output in 2 rounds
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AES overviewAES overview
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AES overviewAES overview

•• Number of rounds variable:Number of rounds variable:
–– 10 for 12810 for 128--bit keysbit keys
–– 12 for 19212 for 192--bit keysbit keys
–– 14 for 25614 for 256--bit keysbit keys

•• Gives 50% margin of safety based on current known attacksGives 50% margin of safety based on current known attacks
–– attack for 6 round 128 bit keysattack for 6 round 128 bit keys
–– attack for 7 round 192 bit keysattack for 7 round 192 bit keys
–– attack for 9 round 256 bit keysattack for 9 round 256 bit keys
–– however require enormous amount of texts (however require enormous amount of texts (certificationalcertificational))

•• Safety against feasible attacks believed to currently be ~100%Safety against feasible attacks believed to currently be ~100%
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RijndaelRijndael

•• processes data as processes data as 4 groups of 4 bytes (state)4 groups of 4 bytes (state)

•• has 9/11/13 rounds in which state undergoes: has 9/11/13 rounds in which state undergoes: 

–– byte substitution (1 Sbyte substitution (1 S--box used on every byte) box used on every byte) 

–– shift rows (permute bytes between groups/columns) shift rows (permute bytes between groups/columns) 

–– mix columns (subs using matrix mix columns (subs using matrix multipymultipy of groups) of groups) 

–– add round key (XOR state with key material) add round key (XOR state with key material) 

•• initial XOR key material & incomplete last roundinitial XOR key material & incomplete last round

•• all operations can be combined into XOR and all operations can be combined into XOR and 
table lookups table lookups --hence very fast & efficienthence very fast & efficient
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RijndaelRijndael –– Encryption & DecryptionEncryption & Decryption
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RijndaelRijndael –– Data StructureData Structure
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AES RoundAES Round



12

20032003--0404--2121 CNSLCNSL--InternetInternet--DongseoDongseo 2323

Byte Substitution(1)Byte Substitution(1)
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Byte Substitution(2)Byte Substitution(2)
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Byte Substitution(3)Byte Substitution(3)

20032003--0404--2121 CNSLCNSL--InternetInternet--DongseoDongseo 2626

Byte Substitution(4) Byte Substitution(4) --ExamplesExamples

C5C5ADAD2D2DF0F0

B0B0989833335C5C

96965D5D45458383

858565650404EAEA

A6A69595D8D88C8C

E7E74646C3C34A4A

90904C4C6E6EECEC

97974D4DF2F28787
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Byte Substitution(5)Byte Substitution(5)
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Byte Substitution(6)Byte Substitution(6)

•• a simple substitution of each bytea simple substitution of each byte

•• uses one table of 16x16 bytes containing a puses one table of 16x16 bytes containing a p
ermutation of all 256 8ermutation of all 256 8--bit valuesbit values

•• each byte of state is replaced by byte in row (each byte of state is replaced by byte in row (
left 4left 4--bits) & column (right 4bits) & column (right 4--bits)bits)
–– egeg. byte {95} is replaced by row 9 . byte {95} is replaced by row 9 colcol 5 byte5 byte

–– which is the value {2A}which is the value {2A}

•• SS--box is constructed using a defined transforbox is constructed using a defined transfor
mation of the values in GF(2mation of the values in GF(288))

•• designed to be resistant to all known attacksdesigned to be resistant to all known attacks
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Shift Rows(1)Shift Rows(1)
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Shift Rows(2)Shift Rows(2)
--Shift offsets for different block lengthsShift offsets for different block lengths
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Shift Rows(3) Shift Rows(3) --ExamplesExamples

8C8C

4A4A

ECEC

8787

D8D8

C3C3

6E6E

F2F2

9595

4646

4C4C

4D4D

A6A6

E7E7

9090

9797 97974D4DF2F28787

9595D8D88C8CA6A6

C3C34A4AE7E74646

EC EC 90904C4C6E6E
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Shift Rows(4)Shift Rows(4)

•• a circular byte shift in each a circular byte shift in each eacheach

–– 11stst row is unchangedrow is unchanged

–– 22ndnd row does 1 byte circular shift to leftrow does 1 byte circular shift to left

–– 3rd row does 2 byte circular shift to left3rd row does 2 byte circular shift to left

–– 4th row does 3 byte circular shift to left4th row does 3 byte circular shift to left

•• decrypt does shifts to rightdecrypt does shifts to right

•• since state is processed by columns, this since state is processed by columns, this 
step permutes bytes between the columnsstep permutes bytes between the columns
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Mix Columns(1)Mix Columns(1)
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Mix Columns(2)Mix Columns(2)

•• each column is processed separatelyeach column is processed separately

•• each byte is replaced by a value dependeneach byte is replaced by a value dependen
t on all 4 bytes in the columnt on all 4 bytes in the column

•• effectively a matrix multiplication in GF(2effectively a matrix multiplication in GF(288) ) 
using prime poly using prime poly m(xm(x) =x) =x88+x+x44+x+x33+x+1+x+1
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Mix Columns(3)Mix Columns(3) --ExampleExample

4C4CA3A340404747

BCBCA6A6A5A5EDED

42423A3AE4E49494

9F 9F 7070D4D43737

97974D4DF2F28787

9595D8D88C8CA6A6

C3C34A4AE7E74646

EC EC 90904C4C6E6E
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Add Round KeyAdd Round Key

•• XOR state with 128XOR state with 128--bits of the round keybits of the round key

•• again processed by column (though effectagain processed by column (though effect
ively a series of byte operations)ively a series of byte operations)

•• inverse for decryption is identical since XOinverse for decryption is identical since XO
R is own inverse, just with correct round kR is own inverse, just with correct round k
eyey

•• designed to be as simple as possibledesigned to be as simple as possible
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Add Round KeyAdd Round Key

EDED

9494

3737

4747

A5A5

E4E4

D4D4

4040

A6A6

3A3A

7070

A3A3

BCBC

4242

9F 9F 

4C4C 575728281919ACAC

6A6A41412121F3F3

00002929DCDC6666

5C 5C D1D1FAFA7777

1B1B8B8B5959EBEB

D2D2E7E784841E1E

424213133838F2F2

C3 C3 A1A12E2E4040=
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AES Key ExpansionAES Key Expansion

•• takes 128takes 128--bit (16bit (16--byte) key and expands byte) key and expands 
into array of 44/52/60 32into array of 44/52/60 32--bit wordsbit words

•• start by copying key into first 4 wordsstart by copying key into first 4 words

•• then loop creating words that depend on then loop creating words that depend on 
values in previous & 4 places backvalues in previous & 4 places back
–– in 3 of 4 cases just XOR these togetherin 3 of 4 cases just XOR these together

–– every 4every 4thth has Shas S--box + rotate + XOR constant box + rotate + XOR constant 
of previous before XOR togetherof previous before XOR together

•• designed to resist known attacksdesigned to resist known attacks
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AES Key ExpansionAES Key Expansion
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AES DecryptionAES Decryption

•• AES decryption is not identical to encryption AES decryption is not identical to encryption 
since steps done in reversesince steps done in reverse

•• but can define an equivalent inverse cipher wibut can define an equivalent inverse cipher wi
th steps as for encryptionth steps as for encryption
–– but using inverses of each stepbut using inverses of each step

–– with a different key schedulewith a different key schedule

•• works since result is unchanged whenworks since result is unchanged when
–– swap byte substitution & shift rowsswap byte substitution & shift rows

–– swap mix columns & add (tweaked) round keyswap mix columns & add (tweaked) round key
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AES DecryptionAES Decryption
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Implementation AspectsImplementation Aspects

•• can efficiently implement on 8can efficiently implement on 8--bit CPUbit CPU

–– byte substitution works on bytes using a table byte substitution works on bytes using a table 
of 256 entriesof 256 entries

–– shift rows is simple byte shiftingshift rows is simple byte shifting

–– add round key works on byte add round key works on byte XORsXORs

–– mix columns requires matrix multiply in mix columns requires matrix multiply in GF(2GF(288) ) 
which works on byte values, can be simplified which works on byte values, can be simplified 
to use a table lookupto use a table lookup
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Implementation AspectsImplementation Aspects

•• can efficiently implement on 32can efficiently implement on 32--bit CPUbit CPU
–– redefine steps to use 32redefine steps to use 32--bit wordsbit words

–– can can precomputeprecompute 4 tables of 2564 tables of 256--wordswords

–– then each column in each round can be cothen each column in each round can be co
mputed using 4 table lookups + 4 mputed using 4 table lookups + 4 XORsXORs

–– at a cost of 16Kb to store tablesat a cost of 16Kb to store tables

•• designers believe this very efficient impldesigners believe this very efficient impl
ementation was a key factor in its selectementation was a key factor in its select
ion as the AES cipherion as the AES cipher
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SummarySummary

•• have considered:have considered:

–– the AES selection processthe AES selection process

–– the details of the details of RijndaelRijndael –– the AES cipherthe AES cipher

–– looked at the steps in each roundlooked at the steps in each round

–– the key expansionthe key expansion

–– implementation aspectsimplementation aspects


