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___glven withrvarious different divisions, this leaving no

= doeubtthat she was consciously thmk/ng each number.

= Jn'fact, she did mental arithmetic, although unable,
like humans to name the numbers. But she learned
o recognize their spoken names almost immediately
and was able to remember the sounds of the names.
Star is unique as a wild bird, who of her own free will
pursued the science of numbers with keen interest
and astonishing intelligence.

— Living with Birds, Len Howard




— where what constitutes a “number” and the typ
e ofi operations varies considerably
* start with concepts of groups, rings, fields
from abstract algebra

~— associative law: (a.b).c = a. (b.
—has identitye: e.a = a.e = a
— has inverses a-1l:a.a'!l = e
if commutative a.b = b. a

— then forms an abelian group




= 4a. a. a
e=al

=2 group IS cycllc If every element is a pow
er of some fixed element
—ieb =ak for some a and every b in group

* a iIs said to be a generator of the group

— S associative

— distributive over addition: a(b+c) = ab + ac
if multiplication operation is commutative, it
forms a commutative ring

if multiplication operation has inverses and no
zero divisors, it forms an integral domain




E2loelian group for addition

"'ébelian group for multiplication (ignoring 0)

. 100 =34 mod 11

= ' 9IS called the residue of a mod n
— since with integers can always write:a = gqn + b
* uysually have 0 <= b <= n-1
-12 nod 7 -5 pnmod 7= 2 nod 7 9 nod 7




i -20 -19 -18 -17 -16 -15
(RS 192 - 11 -10 -9 -8
a5 -4 -3 -2 -1
e =_3 4 5 6§
P=—0_ 10 11 12 13

15 16 17 18 19 20

22 23 24 25 26 27

29 30 31 32 33 34

Sniegers)
Sihat is b divides into a with no

rfemainder

~* denote this b| a
* and say that b is a divisor of a

°* eg. all of 1,2,3,4,6,8,12,24 divide 24




multiplication and modulo reduce answer

* can do reduction at any point, ie
—atb nbd n = [a nobd n + b nod n] nod n

7 Gt e

@M a commutative ring for addition
= siwith a multiplicative identity
* note some peculiarities
—if (ath)=(a+c) nod n then b=c nod n

—but (ab)=(ac) nod n then b=c nod n
only if a is relatively prime to n




Vieullo 8 Example
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(a) Addition modulo 8

(@,h) off a and b is the largest
gilder that divides evenly into both a

s-often want no common factors (except 1)
and hence numbers are relatively prime
—eg GCD(8,15) =1
— hence 8 & 15 are relatively prime




R AR L

68 + 26
por 16
16 + 10
10 + 6
6 + 4

-4 GCD(b a nod Db)
== UC|Id s Algorithm to compute
= GCD(a b):
—A=a, B=b
—whi |l e B>0
*R = Anod B
sA*=B B =R
—return A

gcd(1066, 904)
gcd( 904, 162)
gcd(162, 94)

gcd( 94,
gcd( 68,
gcd( 26,
gcd( 16,
gcd( 10,

68)
26)
)
10)
$))

gcd(6, 4)
gcd(4, 2)
gcd(2, 0)

e
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Fields

Nimte fields play a key role in cryptography
sanistiow number of elements in a finite
jiEldimust be a power of a prime p”

e

-~ ‘-nown as Galois fields

| °:denoted GF(pM
* iR particular often use the fields:

— GF(p)
— GF(2")

== " = since have multiplicative inverses
= hence arithmetic is “well-behaved” and ca

n do addition, subtraction, multiplication,
and division without leaving the field GF(p)
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(b)) Multiplication modualo 7

AT A2, A3)=(1, 0, m;

@& B2, B3)=(0, 1, b)

[EERE =

return A3 = gcd(m b); no inverse
Fepe—1

return B3 = gcd(m b); B2 = b nod m
Q= A3 div B3

(71, T2, T3)=(Al — Q B1, A2 — Q B2, A3 — Q B3)
(A1, A2, A3)=(Bl, B2, B3)

(B1, B2, B3)=(T1, T2, T3)

goto 2
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I
 flx)=a,x" + ap_qx =y X +dp = EH,‘.'II
3 i=i

e

'_-' = erdinary polynomial arithmetic
— poly arithmetic with coords mod p

— poly arithmetic with coords mod p and poly
nomials mod M(x)
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. _'f(x) +gx) =x° +2x2 — x +3
fX)— g0 =x° +x +1
(X)X g(xX) =x°> +3x2 — 2x +2

oI be modulo any prime
SSEPUL We are most interested in mod 2
— e all coefficients are 0 or 1
—eg. let ix) =x +x2and g(x) =x2 +x +1
fX) +9() =x° +x+1
f(X) x g) =x° +x°
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Ighwiite any polymomial in the form:
e 1=0() g(x) +1(x)
Scannterpret 7(x) as being a remainder
(%9 =7(x) mod g(x)
= HirRave no remainder say g(x) divides f(x)
s jF-g(x) has no divisors other than itself & 1
say It is irreducible (or prime) polynomial
* arithmetic modulo an irreducible polynomia
| forms a field

._a;-"st degree which divides both a(x), b(x)
S8 Can adapt Euclid’s Algorithm to find it:

== EUCLID[a(x), b(x)]
~1AG) = alx); B() = b(x)
. 2. if B(x) =0 return A(x) =gcd[a(x), b(x)]
. R(x) =A(x) mod B(x)
.A() " B(X)
.B(x) " R(x)
. goto 2
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_T.__'-Hénce must reduce modulo an irreducible poly
— of degree n (for multiplication only)

“e-form a finite field

* can always find an inverse
— can extend Euclid’s Inverse algorithm to find

Table 4.6 Polynomial Arithmetic Modulo (x3 + x + 1)

(LLi] ool a1 (108 100 11 110 111

+ 0 1 X T+ 1 o 241 4 Lax+l
oo o ] 1 X x+1 = a2 41 x4 a2+ x+1
oot ! ! O x+1 = =41 x i+l r4x
010 = = x+1 0 1 2 4 2arxtl 2 241
o x+1 T 5 T U YT 2 Y =
100 = = £l 24z 24x+1 v 1 = x+1
ol 2l af 41 a2 A2 ax+l A2 x ! u x+1 =
o 2ax 2 +x Xixsl < 241 = i+l [ !
I ey sd 2 4x+l o4x a4 1 x x+1 x 1 [

{a) Addition

L] o ol 100 101 110 111
0 = T+ 1 a2 EES | x4 1 2 sx+1
[1] [i] [4) [ 4] 4] [ 1]
o 1 = r+1 = 241 i £ex+l
] e 2 x2ex x+1 1 ezl ad s 1
L x+1 X 4x 4l axsl x* ! =
o = x+1 Dex+l 2 = Ll !
L a1 1 x = X x+l x+1 r4x
o Lax 2zt ! 24l a1 = =
o Ftxsl 2+ & ! S+x = r+1

(b} Multiplication



=Smultiplication is shift & XOR
— cfi leng—hand multiplication
* moedulo reduction done by repeatedly subs

tituting highest power with remainder of irr
educible poly (also shift & XOR)

SMIEVE considered:
S concept of groups, rings, fields
E=modular arithmetic with integers

=== Fclid’s algorithm for GCD

— finite fields GF(p)

— polynomial arithmetic in general and in GF(
2M)
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