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. A. Menezes, Handbook of Applied Cryptography, CRC
Press, 1997.

D. Stinson, Cryptography — Theory and Practice (2@
Ed.), CRC Press, 2002.

William Stalling, Cryptography and Network Security
(2 Ed.), Prentice—Hall, Inc., 1999
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Vigenere cipher
U 1918. Vernam cipher =one-time pad

U 1917. Rotor Machine

4 1920. Enigma Machine, Hegelin Machine

0 1948. C.E.Shannon, “Secrecy System 00 ” 0O
U 1970. Europe, “Stream Cipher” 0 O /00O

U 1970. Fiestel, “LUCIFER”

4 1975. IBM, “DES”
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confidentiality Data integrity uthentication n-repudiation

Data integrity Message A — Digital

Encryption - —— -
yP Technigues authentication signatures

Unkeyed

Stream Block || Public-key .

ciphers ciphers encryption

keyed hash
Afunctions

functions

Key
management
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DES, IDEA, SKIPJACK
AES, SEED
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1000000
2Co=n(n-1)/2
-—-->n

1.0000000
(Coooooo)
2. 00 00000
(Coooooo)
3.00 000
(Doo)

2. 000 00
ooooo
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RSA

n=p-q problem

1024bits | Most Popular
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0 0) A.K. Lenstra & E.R.Verheul, “Selecting
Cryptographic Key Sizes” , PKC2000, Jan, 2000

OO RSA/D Subgrou Elliptic

o0 0O H p Curve MIPS Year H/W cost
2000| 70 952 125 132 7.13x10° | 1.39x108
2005| 74 1149 131 147 1.02x101! | 1.96x108
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00 ODO(Randomness): 00O O OO0 OO OO
000 000 o0o.

O 0O (Liner complexity): 00O O OOO O
OO0 000 DOOd.

O (Correlation immunity): 00O O OO
Oo0o0oooooo.

g d
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shift register) *

> 00 00 000 Oooood@wrsR)O OO0 00
g oob odg gooo. bObOo0od gga
ool 00 0odd od odudgdg odadagao
g obbo.ouoooda obb bod g ad
o0 0obod0 oob0 gobo boob.ooo
U oot 000 odd oudgdoo oo

13



P e

R [

>» 00 GsMOO OO0 OO OO
Qoo

»300 D000 @OooOo oo 19, 22, 23)

» Clock Control

»40 0 XOROOO
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» Sangjae Moon(Kyungpook Nat’l Univ.)
» A. Clark, E.Dawson, J. Fuller, J.Golic,
W. Millan and L. Simpson
(QUTHSRC, Austallia)
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The Boolean Fumcrlon has 12 nputs and thess peoperties:

Balanced, CI[1}, Order=10, Monlinearity=1002, Mo Linear Structures.

R Se—— LS —]

3.00 00 00000 0000 bO00 00000 Oo00 ooooO0o0 o oo.
4.00 00 OO0OO0O0O0 OCOOO0 OO0OO0O0O 00 OO 0000 o0.

5.00 00000 00O 0000 O0.

6.00 00 00000 OO O0OO0OOO0OO0O0O0 OO00OC OO0,000000000.
7. 00000 000 000 0000 ogd.

« 19740 80 20 OO
Water TuchmanO Carl MeyerO lucifer cipherd OO0 OO 00000 OO 00O
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e [1 0 (substitution)d 0O O (permutation)0 00 200 0000 OO0

ooo oooooed oo

1.00(confusion) : 00 1000 OO0 O0O0O0 OO0 000 OO0O0OC0 OO0 O
oooo

2.00(diffusion) : 000 0000 000 D000 OO0 OO0 OO0 000 0000
oooooooo oo

| Ri = L. @ f(R.y, K)

Ky

| Li=R, | | Ry = Lo O F(Ro:Ky) |

| Lis=Ry, | | Ris = Lig 0 F Ry Kis) |

20
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0o 0

123 456 7 8
9 101112 13141516
17 18 19 20 21 22 23 24
2526 27 28 29 30 31 32
33 34 35 36 37 38 39 40
41 42 43 44 45 46 47 48
49 50 51 52 53 54 55 56
57 58 59 60 61 62 63 64

2

IP
58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
574941332519 9
5951433527 1911
61 53 4537 29 21 13
63 55 47 39 31 23 15

R (32bit)

~NOWRL oo A~DN

1P-1
8 48 16 56 24 64 32
7 47 1555 23 63 31
6 46 14 54 22 62 30
54513 53 21 61 29
44412 52 20 60 28
34311511959 27
2421050 18 58 26
141 9 491757 25

48 bit

S:I.El SZE| SSEl S4E|SSE| SBEl S7E| S8e

K (48bit)

Slxl SZKl saxl s4.<| ss.(l SEK|S7K|SBI<

Output (32bit)
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11, =3¢ ROW
(T 0111,y =7™ COLUMN

Output ¢
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Pﬁ D F E Fc C = EK[DK[EXA[PT]]

vDC : 247

vVLC : 24
»>19970 —NISTOOOO OO
»20000 100 - Rijndael O O
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>0000 O0oo

>000 00 000 00

>»U000 OO0O0O0O speed O compact

» SP-Network [J [

>00 000 00000 ooo ooo o

Nr-1 round final round
ByteSub ByteSub ByteSub
- ShiftRow ShiftRow f E
= ShiftR
Plaintext MixColumn MixColumn Addll?our?‘l’(vey Ciphertext
AddRounKey AddRounKey
P Key schedule

Initial Round K gfﬁﬁFFEfE)ﬁ:
Nr-1 Rounds

final round
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R HETIETIET 0O 00O Block Size :
Fyp | By [ Sz | By | Py [y 16 byt6(128 blt)
24 byte(192 bit)

R EHEIEOEL 32 byte(256 bit)

L gog Key Size :
16 byte(128 bit)

24 byte(192 bit)
32 byte(256 bit)

- 00 0000 (non-linearity)
— 1-byte(State) L O 0O O
-GF(2®0 O OO

-0oo

— Affine (over GF(2)) transformation U [

:-l"ll'll-l_'E

By

n1|:-

B

ac

25



m] 1 2| ] 4] 5] &) 7| 8] 8] &| b, ¢| 4] =] [
U] €3 | To| 77| 70| £3] 6| GE| o5 30| 01| 67| ab | Eu | 47 | an | 76
1| ea | B2 27| 78| fa| 53| 97| 10| ad | 38 | a2 | af | 52 | ak | 72| =8
2| b7 | 84 FN| 36| JE| AL | £V | oo | 34 | w5 | eS| £1 | T1 | ae) 31| 1%
3|08 | o7 35| e2| 18| 96 | 05| 9a| U7 | 12 | BO | w2 | b | 37| BE | 75
4] 69 | #3 30| ia| ib| de | 9a| a0 | B2 | 36| a6 | b3 | 36| o3 | 3E| 04
G| 53| A1 OD| @3] 30| fc | BL| 5B | Ga | cb | ba | 35 | 4a | 4= | 5B | of
ildﬂi!uiﬁﬂulli_l!ﬂ:'l'll-ﬂliii
7| 51| a2 AD| BE| 52| 94| 38| £5 | be | b6 | Aa | 21| 10| EE| EX | &2

x E] Do 1% ez | SE| 87| 44| 17 | ed | aT | Te | 34| 64 | 53] 1%] 7]

5| B0 | B1 4f| @ 22| da| 30| A9 | 46 | wa | BB | 14 | de | 5w | &b | db
s w0 | 32 In| @a| 45| 06 | 34| 5c | ud | A3 | ac | BE | 91 55 | wk | 7§
B a7 | 2B 37| 64| | d5 | 4| a3 | 62 | SE| T4 | an | 65| Ta | an| 0F
ol ba | TR 35| Je | lo| ad | B4 | of | el | dd | T4 | 1F | 4b | ki | 0| 0a
_Jlﬂl e b% ) 0% | 48| 00| £9 | oe| 61| 35| 57 | bE | BE| s 24| Fe
&| 8l 11| 6% | 8 | Be| 94 ) 95| le | BT | o8 | oe | S5 )| 30| &F
:l Be %A | GE| a5 | 42| 68 | 41| 93 | @d| DL | b0 | 54 | Bn | 15 |

U4 Xuejia Lai , James Massey at Swiss Federal

Institute of Technology
U DES vs. IDEA

4 Cryptographic Strength

searches

10T

— DES : 64bit data block, 56bit key size, 16 round
— IDEA : 64bit data block, 128bit key size, 8 round

— Block length : 64bit, long enough to deter statistical analysis.
—Key length : 128bit, long enough to prevent exhaustive key

— Confusion : complicate the determination of how the statistics of

the ciphertext depend on the statistics of the plaintext
— Diffusion : each plaintext bit should influence every ciphertext bit,
and each key bit should influence every ciphertext bit.

26



U Implementation

— IDEA : facilitate both S/W and H/W implementation
—S/W implementation

» Use 16bit subblocks

» Use simple operations

— H/W implementation
» Similarity of encryption and decryption
» Regular structure

U Encryption

—8-round ——
(6 x 8 =48 subkeys) I=w Ioa %o dom

— output transformation B 1
(4 subkeys) +"|'J| +-“:.|. +“:.|- +'lli

— Key generation i i - -
(16—-bit, 52 subkeys) Iy Loy L o

Yo geas | was l'nu-._ ‘:




U Conf.& Diff.=» MA(multiplication/Addition)

— three operations: two 16bit inputs,

two 16bit keys - two 16bit outputs
@ : XOR

H : Addition of integers mod(216)

F, F;
| @ : Multiplication mod(216 + 1)
% ﬂ@ 0000000000000000
. ® 1000000000000000
L =1000000000000001

216 x 215 mod (216 +1)
— z, — Effectiveness: complete diffusion

Figure 4.3 Multiplication/Addition (MA)
Structure.

28



U Subkey generations : 16-bit, 52 subkeys

—128bit key > 16-bit
52 subkeys generated
— circular left shift of
. 25-bit position:
ARG Z1=27[1....16]
RN Z7 =2Z[ 97 .... 112 ]
- T - - © - i " Z13 =7[ 90 .... 105 ]
AR 719 =Z7[ 83 .... 98]
Sl R S A S A0S S 725 =7[ 76 .... 91]
M Z37 =Z[ 37 ....52]
Figure 47 IDEA Subkeys. 743 =Z[ 30 .... 45]

Z (128 bits).

00 00000000000000
ooooOoOoocooOooOooooo
oooooo

=00

00 16roundd 12800 OO OOO
12800 OOOC OO0 COOOO
DESO 00O feistald O

FOOO OOOO0O 0000 o0

=00
(o
128000 OO
1 o o

29
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0 (Bob)d OO0

B[ B e ]

oogd A
Pas da s da

%EIEIEI AD OO0 BOO OO MO OOO OO
0000A:BOOOO ez OO
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P100 :0 000 D0 pd g OO
200 :n=pqg, @(n) =(p-1)(g-1)
E300 :¢(n)0D O0ODD ODO OO0 eOD

E400 :ed=I(mod?(M) )0 OOOO dd OOOO
000 000 0000 00 000 00

oo og-d

e e B

- RSAO 0O U
E0 0J0O0 00
E0 JO00g oo
EQ0ODO0 00
FEL0D0 000 000 0b ooooog od oo
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M ?'mod n =1

v ®(n) : the number of positive integers less
than n and relatively prime to n.

v X = f . 4(Y) easy, if k and Y are known.
ed mod ¢(n) =1
M®modn=C
Cmodn
=(M*®) modn
=M modn

32



ey Genera

v'Select
primes.

v'Calculate
v Calculate

v'Select integer €
d d =e modg(n)

v'Calculate

» Encryption
v Plaintext
v’ Ciphertext
» Decryption
v’ Ciphertext
v’ Plaintext
» Example

e e e

ion
p.q p andq are

n=pxq
pn)=(p-1@-1)  ged(p(n).e)=1;1<e<gq(n)

- e B

M <n
C =M*(modn)

C
M =C‘(modn)

33
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»Example of RSA Algorithm.

Encryption o Decryption
|p erte .
1@; 2476099 / 663 TR 1.27...*10140/‘ Fleiext
=.20807 with & = 1.06...¥10™*° Wit
remainder of / a‘remainder of
66 ' 19

- e B

U Computational Aspects

» Encryption and Decryption

v'"Modular multiplication
[(amod n)x (b modn)]modn = (axb)modn

v'"Methods of modular exponentiation
X MOdN = X XXX XXXXXXXXXXXXXXXXXXXXXXXXX%X modn

34



T e B

ey Generation
v'Determine prime number
1. Pick an odd integer N at random

2. Perform the probablistic primality test, such as
Miller—Rabin. If M fails the test, reject the value "
and go to stepl. Else accept N.

v'Calculate multiplicative inverse

= [ B T

e Security o

» Brute force
trying all possible private keys.

» Mathematical attacks

factoring the product of two primes.

A key size in the range of 1024 to 2048 bits
seems reasonable.

35
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00, 00000o000 0000 O000D0COO0OOO0OPOODOOP+0O=PO
O0000.0 000000000 000 (identity)d O0O.

e e e et

000000y modp=x*+ax+bmodpd 0000 (x,y)OOO OOOOOO
0o0oooo.00,xy0GF(p)

a=landb=00 O,0000 y?>=x3+x. 2
O (9,50 00 OO0 00 because : n
18

y2mod p = x3 + x mod p "

52 mod 23 = 93 + 9 mod 23 i

25 mod 23 = 738 mod 23 i

2=2 11

123456789 10111213141516171819202122 x

Elliptic curve equation: y = +x over 7,

36



000000000 y*=x¥+ax+b0 0000 (x,y)OOO OOO
oooo.
’ P(235,-186) v P(2,245) ¥ P(LLY)

p 001,086) i “R(L11,-264)
o RBH,56 1 RELIL 264
| RGS,56)
! /3
. PrQ=R=(8,6). 1P =R=(111,264). Sinceyp=0,2P =0,
: X = Pt the point at infinity.




P (:2.35,-1.86)
@ (:0.1,0.836)
-R (389,562
R(3.89, 562

P+ =R=389,-562).

By definition, P + (-P) = O.
P+ (-P) =)

1 As a result of this equation,
T P + O =P in the elliptic curve group .

il O = the additive identity of
- the elliptic curve group;




e e e T B e

P (2,265
-R(-1.11,-2.64)
R(111,264)

2P = R=(-111,2.64).

w2 =x¥ 3x+s

e I e e B i

P=(xy)
Ify#0,then POODO OO0 OOO
OO0O00O0 00000 O0O.

the law for doubling a point on an elliptic
curve group :

¥ Pl

+ Since yp=0,27 =0,
——t=x the point at infinity.

By definition, 2P = O for such a point P.

To find 3P in this situation,
one can add 2P + P. Then,
P+0O=P




e e e

equation together with the point at
infinity O.
y? =x%+ax+b (mod p)

»E,q(1,1) 1 Y =X +x+1(mod23)
01 (022 @ (1,16)  (3.10

- e B

= rves as the additive identity.
vP= (X, y)’ -P = (X’ 'y)
VP =(X,Yy) and Q=(X,Y,), then P +Q = (X3 Y;)

Y, =y
if P£Q
X=X -n-x(modp) P x

Y; =A(X, = X;) = y,(mod p) X ta

40



T e e

X, =11> ~3-9=109 =17 mod 23

y=ax+p0 0 PO QD OOO OO OOO,
a=(y,—y;) /(X =%), B=y, —0x;.

00, (ax+B?=x*+ax+b00 0O PO QO OOO
0000 xoax+BO OOO0O0O0O0OOOO. 2

30 000 x*—(ax+P?+ax+b0d OO0 O (root)d
OO0 O00OD0OOODOOOODOOO. 2 X

(X, X, + B0 (%, ux2+|3)l:l 0000000 O

41
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y=x3+ax+bd OO0 OOOO

2yy'=3+al 00 O P=(x,y)000 0000 a=@3x2+a)/2y,0 00.
OP+Q=S0 00 (X,y)0 X,y X, y,0 000 0000 OO0 O0O.

0000000 PO OO0 (rder)t: P=00 0000000000t

.GF(MOOO0 0000000000 Q OO00tOOP,

Q=xP0 000D OO xO[0,t-1]0 000 OO
P,2P=P+P,3P=P+P+P,..0 00000 OO

y2mod 23 =x3+ 9x + 17 mod 23,
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P (165,-2.79)
Q (:0.35,2.39)

Elliptic curve equation: y* =x3-5x +4

ElGamalO OO OO

What is the discrete logarithm of Q(-0.35,2.39)
to the base P(-1.65,-2.79)

in the elliptic curve group y? = x3 - 5x + 4

over real numbers?

ooooooooo

ooo : {g,py=9g*modp}
ooo: {x}

000 : [cy,c1=[g modp,y“mmodp] [C,CI=[XG,xY+M]

Oo0 : c,c,*modp

Where x’=random

{G,p,Y=xGC}
{x}

C,-xCy

=60 000 GF(PO OO 0000 y?=x*+x?+60 0000 OO
ooao
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100D)= 11 0 0 10 0 (B) €« key

where, “1”=double & addition, ”0”=double

0 RSA: 00 (Square and Multiplicaiton)

*M?=MxM

- e B

in Eg(a, b).
=find integer a.

»Analog of Diffie—Hellman Key Exchange
Generate randomn, <n
Calculate P,=n,G [][ Generate randomng <n
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1. Encoding the plaintext message m to a point P,,.

2. Encryption : C,, = {kG, P, + kPg} where k is random
number.

3. Decryption : C - ng(kG) = P, + kPg - k (ngG) = P,
4. Decoding the point P, to the plaintext message m.

Q Security of Elliptic Curve Cryptography

e e e et

1-mipsO0000 10 000 (40,000)(60x60x24x365) =200 O0O00 OO0 OO.

000000 O00t0 000 Pollardd rhoOOOOOOOODO,000 0000
00000000000 OO0O0OOO0OOOOO0OO0. ,/n/

00 00 1,000-mips000 10,0000 0 OO0O0O t=2%0 OoO0O0OO0oOOoO0o0O00
000 0000 96,000-yeard OO OO

p(bits) t (bits)| / mips-year n (bits)  mips-year
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Key Siz:

S e T i

6000
5000 | \
4000 | —e—EcC
23000 — 4 RSA &DSA
2000

4 -~ -

10000 100000000 1E+12 1E+20 1E+36

Time to Break Key (mips-years)

=== ==

SERVERO O OO

oooo0oooao
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Ooooooooooo
ooooooo
ooooo

O PEM ( Privacy Enhanced Mail )

O0ooo0o0OO0O0OO00O000O00O0O0OO000000O0O0O0O0000
oo

> 00000 RSA, 000 OO IDEA, 00 OO0 MD5
OO0ooOoOO0o0oOoO0oO0O0O0O00o0 oo

oo oooo
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| RsA zr | ] zipe RSA |_[

§

T miRsAGM) % RSA(h(m) 1
oooooo oooooo
PGP OO0 OO0OO
: oooooo ooo |:||:||:|:

= | = —

- HTML (HyperText Manipulation Language)
- CGI (Common Gateway Interface) - e.g. form processing

Security Holes

|  FTPServer |

()N result /N

48
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oooo

S WWW OO ooano

ooooooo

= | = —

- RSA, Diffie-Hellman, Fortezza for Key Exchange

- DES, 3DES, IDEA, RC2, RC4[stream cipher] for Data
Encryption

. MDE_SHA f
(=) Zmw

LA AI=4S Sl in

Algorithm Negotiation,

49
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Client_Hello { R, Ciphersuite }

_Server_Hello { R, Cipher, X.509 Certificate }

Client_Key_Exchange

Client

Session_Key_Generation

RS | — —

~ session ID [ Clicht |

- cipher_suites
- compression methods

<+ SSL Server Hello Phase

~server SSL version

Client_Hello

Server_Hello

50



B | — ]

__Diffie-Hellman : g, modulus p, g mod p
- From Pre_Master_Key To Mater-Key [ MD5, SHA, R, R’]

Master_Key = MD5 (Pre_Master_Key || SHA (‘A’ || Pre_Master_Key || R || R")) ||
MD5 ( Pre_Master_Key || SHA (‘BB’|| Pre_Master_Key || R || R"))||
MD5 ( Pre_Master_Key || SHA (‘CCC’|| Pre_Master_Key || R|R"))

Key_Block = MD5 (Master_Key || SHA (‘A’ || Master_Key || R ||R")) ||
MD5 ( Master_Key || SHA (‘BB’ || Master_Key [| R || R")) ||
MD5 ( Master_Key || SHA (‘CCC’ || Master_Key |[|R[|R")) [| .........

~ SSL Client-Server Finished
- Key Exchange, Authentication 0 O
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St |t —

\_SSL Handshake

N~— N
. SSL Record

~ Protection

Application Data |

|

SSL_plaintext | | SSL_plaintext

RS | — —
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-000boo/0oboobboooooo
-000boo0/O0o0b0boobbobooooo

= | = —

A. OO (Authentication) : J OO0 OO0, 000 O
0O 00; [O] One-Time Password

B.OOOO(Access Control) : O OO0 OO0 O
ooooooooooooo

C.O000 OO0 (Traffic Enciphering) : OO0 00

53



R | —]

-0O000 O00 (Screening Router)
-0O00 000 (Bestion Host)

B. Circuit Level Firewall

-00 00000 (Circuit Gateway)

== | (= —

-0O0O0oo0 0ooo (Screened Host)
-O000 000 (Screened Subnet)

E. Stateful Inspection Firewall

54



RS — | —]

oooooo

<

>
>

o000 O0O0oooa o000 O0O0oooa

= | = —

Uoooo Oooo

-00 OD0000 O000O00O 000 Ooooo

o0 00 ObooOo0o o0 0 o0.
(£ 34 HEH2 TeE

15310435105 155004001 Parmit

'l |! Sou dreas : .1- il -| |_'|||'I' | |'._: “Alon |

155.1041.1 1A o

12360 (131 N

TEEE TrTww
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A IS

[E 35] =2t S5% BES 7|20 5 2R W2 W3 EEy

) i 155.104.95 105
{external aass 7 A X ) S TCR
h E} Irbern sk,

[# 28] ez TEasE FlaR we] Mol =2efal

Sutdress Part Addross Part

199, 237.36.5 (==

158.104.95.105 5555

56



TELNET
Client A

TELNET request

RS — | —]

Proxy
Server

TELNET
Server A

Firewall

request ID, Password

= | = —

> Separate Proxy Server for each
Application ( FTP, TELNET )

private
LAN

[remali

=
-

--*" anonymous FTP

57



€ Other protocols

¢ WAP
€ WTLS Protocols

ships

published

-m;ublished
-m formed

58



» TLS[O Netscaped OO O OO SSL(Secure Socket
Layend OO0 O0O0O0O. - IETF RFC2246 — 1999

>000 00000 O0OO0 OOoO0oOOoo ood
(privacy)d OO 0O OD0O0O (integrity)d O0O0O0O.

>U0000 D00 O0ObO ObOoOo ooo JHTTPO OO

TLsh O 00 oo, 0 00 00000 000 oo,

59



« 000000 000

Fragment
Compress

« 00

Add MAC « MACO OO O OO

>000 OO0 O0OO0O0O Record protocolld O
000 00O bOODOo,0000000.

» Handshake protocolldd 00 4000 O0O0O
ooo.

60



() Alert0000

>TLSO0O00 OO0 bO0O0bO Ob oboo
peer U000 OOOO OO0 ODOOO.

>0000 000000 0Og

go00 ooog WAP Forumd OO OO

(20000 0O0O,00 000 0OO0O,000 0000 OO
oooo ooo bg

(3)000 000 00000 00 0000 00@OO000)
00000000000 DOODDOODOOOCOO0

61



TCP/IP

UDP/IP

RN [ —t  —

other services
and applications

GSM

IS-136 | | CDMA

WML Encoder
and Decoder

WMLScript
Compiler

Protocol Adapters

WML Decks
with WML-Script

Content

62



>00000 ODOO0ODOO sSK(TLS) O OO datagram
support, optimized handshake, dynamic key
refresh 00 0

(2) SSLO wTLs OO Oobg oobo bobg oo

»0 000 SSL—encrypted messagel] OO O00O0O0O
OO0 WAPWTLS O OO

STz

vg’y‘

WAP BROWSER WAP GATEWAY WEB SERVER

63



O00 OO0 OO0 framework OO

(2) Confidentiality, Authentication, Integrity 0 O O
000000

(3) node—to-—node security (1 [0

@O0 0oboooboooo ooo,ooo,00 O
g ogno

64



e [ —

000000000000
protocol oo

Change OO0 00 0DO0O00 00O
cipher spec (00000 00 00000 O

prntnrnl 0o

R | |00 000 oo (@o, 00,
ert protocol | \yac oo, ooo oo, et

e —— | [— —

ServerHello

Certificate*

CertificateRequest™

Certificate* <
ServerKeyExchange*

ClientKeyExchange
CertificateVerify*

Changecipherspec > Changecipherspec
Finished I Finished

Application data ‘ Application data

65



>000 000 OoobO 00O oo obOoDbob0 o
00 o000 ooo o0 obd

>U0000 00 0obob0 boboo oo,oo0 oo
oo oudd b odgoo oadgd.

WTLS OO ODO0o04go O0d
(D0 OO0 wbP/UuDPOOOO ODOOO ODOO O)

WTLS Plaintext é
v

WTLS Compressed é

WTLS Compressed + MAC

WTLS Ciphertext

66



