Numbers
U 7.2 Modular Arithmetic
U 7.3 Fermat’s and Euler’s Theorems

Q 7.4 Testing for Primality

Q1. Divisors
> bla : Db (?'-'O) divides a i.e. a=mb for some m.
» b is divisor of a.

» Properties
vall a= 1




» p is prime number if its only divisors are +1
and +p.

» a can be factored in a unique way

» Greatest Common Divisor
vc=gcd(@,b) if cla,c|b and
dla,d|b d|c.
v'ged(a, b) = ged(lal, |b])




» Quotient a=gn+r

> Remainder q=[a/n

» The remainder r is often referred to as a
residue. 0<r<n

» a=bmodn if n] (a-b)

> (@amodn)=(modn) ~ a bmodn

»a bmodn < b amodn

»a bmodn and b c¢modn a c¢modn




» [(@mod n) + (b mod n)] modn =(a + b) mod n
» [(@modn) - (bmodn)] modn =(- b) modn
» [(@mod n) x (b mod n)] modn =(ax b) modn
» @+b)= (@a+c)modn b=cmodn
» (axb axc)modn O b=cmodn

v'[(11 mod 8) + (15 mod 8)] mod 8 =2 = (11 + 15) mod n
v'[(11 mod 8) - (15 mod 8)] mod 8 =4 = (11 - 15) mod n
v'[(11 mod 8) (15 mod 8)] mod8=5=(11 15)modn
v(5+23) 5+7)mod8 23 7mod8

v( 23) (5 7)mod8 23 7mod8 gcd(5 8)=1
v6é 3) (6 7)mod8 3 7mod8 gcd(6,8)=2




inverse of w.
v'Addition Modulo 7

+10]1]2]3 6
o(0 1 2 3 6
1/1 2 3 4 0

inverse of w.
v'Multiplicative Modulo 7 (gcd(w,n)=1)
0 1 2 3 4 5 6
0/]0 0 O O O O O
1/0 1 2 3 4 5 6
2|10 2 4 6 1 3 5




Q1. Fermat’s Theorem
a’’=1modp
where p is prime and a is a positive integer.

» Example
72 =49 =11 mod 19

> @(N) : the number of positive integers less than
n and relatively prime to n.

m ai ai-1

wwlnY=Tl(ni —ni Y ) .
where m ; Piisprime and q. 's@ positive
integer.n — M ni :




vo(7)=7-1=6
Above 6 integers are {1, 2, 3, 4, 5, 6}.

F(21) =F(3x7)
= (3-1)(7-1)

a?™ =1modn
where gcd(a, n) = 1.

> A useful alternative form




» By Fermat’s theorem,
0=a""-1

= m2* _1 .
=a where m is odd.
= (am2k_1 +1)(am2k_1 _1)

k-1 k-2 k-2

» If a satisfies (1), n is pseudoprime.

» If n is an odd composite integer, then at most
1/4 of all the number a, 1= a < n-1, satisfy (1).

» If (1) is performed s times, the probability that
n is prime is at least 1-(1/4)s.




V clirRdbi
1. write n-1 = m2¥, where m is odd.
2. choose a random integer a, 1 <a <n-1
3. compute b =a™ mod n
4. if b=1 (mod n) then

answer “n is pseudoprime” and quit
5. fori=0tok-1do

a=qgb+r 0<r<b
gcd(a,b)|a & ged(a,b) |b O ged(a,b) | r
0 gcd(a,b) =gcd(b, r)

» More generally




Euclid(d, f)

2.if Y =0return X = gcd(d, f)
3.R=XmodY

4. X <Y

5Y <R

’s Algorithm

» Finding the Muliplicative Inverse
v Applying Euclid’s algorithm to X3 and Y3 holding with
fTl1+dT2=T3 fX1+dX2=X3 fyl+dY2=Y3.

v If ged(d, f) = 1,Y3 of the final step is 0 and Y3 of the
preceding step is 1.
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ExtendedEuclid(d, f)
1. (X1, X2, X3) <(1,0,f); (Y1,Y2,Y3) < (0, 1, d)
2. if Y3 = 0 return X3 = gcd(d, f); no inverse

3.if Y3 =1 return Y3 = gcd(d, f); Y2 = d! mod f
4.Q= XMarvd]

5.(T1, T2, T3) (X1-QY1, X2-QY2, X3-QY3)

Q X1 X2 X3 Y1 Y2 Y3
- 1 0 1769 0 1 550
3 0 1 550 1 =3 119
4 1 -3 119 -4 13 74
1 -4 13 74 5 -16 45
1 5 -16 45 -9 29 29
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- k
> M= |_1| m; where m; are pairwise relatively prime.
|=

A0Z, O A - (a,a,,--+,a,) where a,=Amod m,.

> 7, <O Z xZ x...xZ 1<i<k

M, =M/m, forl<i<k
¢, =M, x(M,™ modm;)

A= (2 a,c;)mod M
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973 mod 1813 (973 mod 37, 973 mod 49)
= (11 mod 37, 42 mod 49)

+ +
678 mod 1813 (678 mod 37, 678 mod 49)
= (12 mod 37, 41 mod 49)

O O

» The least positive exponent m satisfying
equation

a™ =1modn

2. A primitive root of n
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a aZla.3 |a4 | a5 |a6 |a7 | a8 |a9 |a10 |a11|a12|a13|a14|a15|a16|a17|a18|order

1

1

1

1

11

1

o 0 0 ) ) e e 1
18

18

4 16 7 9 17 11 6 5 1 9

5 6 11 17 9 7 16| 4 1 9

6 17 7 4 5 11 9 16 1 9

7 111 1 | 7 |41/ 32 (7 (31|17 |11( 1 3
8 7 18 11 12 1 8 7 18 11 12 1 6
9 15 (71611601114 (17| 1 9

18
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